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ABSTRACT
Despite 2-factor authentication and other modern approaches, au-
thentication by password is still the most commonly used method
on the Internet. Unfortunately, as analyses show, many users still
choose weak and easy-to-guess passwords. To alleviate the sig-
nificant effects of this problem, systems often employ textual or
graphical feedback to make the user aware of this problem, which
often falls short on engaging the user and achieving the intended
user reaction, i.e., choosing a stronger password.

In this paper, we introduce auditory feedback as a complemen-
tary method to remedy this problem, using the advantages of sound
as an affective medium. We investigate the conceptual space of
creating usable auditory feedback on password strength, includ-
ing functional and non-functional requirements, influences and
design constraints. We present web-based implementations of four
sonification designs for evaluating different characteristics of the
conceptual space and define a research roadmap for optimization,
evaluation and applications.

CCS CONCEPTS
•Human-centered computing→Auditory feedback; Sound-

based input / output; • Security and privacy → Usability in se-
curity and privacy.
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Interactive sonification, password security, password strength,
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1 INTRODUCTION
Passwords are still one of the most common forms of authentica-
tion in use today [4]. Security problems caused by choosing weak
password or reusing them has significant impact on the economy
and society [1]. Creating unique, strong passwords for every user
account can be perceived as difficult or annoying. Even though best
practices for the creation of good passwords are widely available,
they are followed rarely by the general user base and the use of
weak passwords persists [24, 33]. The widespread methods of tex-
tual or graphical password feedback do not exhaust the possibilities
to create an engaging and motivating user experience in the process
of choosing a good password [38]. Applying concepts of affective
computing may help in reducing user frustration [34].

Figure 1: Fundamental interaction with the password sonifi-
cation system, and selected design requirements

The problem, however, is that the usual feedback of a visual
progress bar indicating the level of security is predominantly a
pragmatic information, lacking emotional connotations. Colors,
such as the culturally trained red-yellow-green traffic light col-
ors do have an affective charge, but still we see opportunities for
improvement using auditory (or even multimodal) feedback. It is
known that experiencing emotions can nudge and support users in
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forming and reinforcing new, positive habits, such as developing
an individual password strategy [15]. This approach has been suc-
cessfully applied by researchers to enhance information security
awareness programs [5] and to motivate users to adhere to security
policies, including the selection of secure passwords [15]. The use
of sound as an affective medium provides a way to arouse or display
emotional content [23].

Our goal in this paper is to introduce a new form of password
strength feedback through interactive auditory display and to lay
out a roadmap for its optimization, its embedding in target contexts,
and research required for validation. We can see several partially
conflicting requirements on the sonification and interaction design,
a selection of which is shown in Figure 1, next to the fundamental
interaction principle: While the user is choosing and entering a
password, its strength score is calculated at every keystroke and im-
mediately returned in form of either presenting a keystroke-related
sound event or updating a continuously playing auditory feedback.
As this approach is new, our first aim is to explore the design space,
for instance by creating both emotionally neutral designs as well as
designs intended to evoke an affective reaction which, in turn, can
act as a trigger for cognitive reflection and may encourage playful
experimentation. In particular, since positive affect has been shown
to increase creativity and broaden the scope of cognition and ac-
tion [12], we are guided by the hypothesis that charging password
feedback with an affective quality would have desirable effects for
the task at hand, both in terms of user satisfaction and password
quality.

To the best of our knowledge, this is the first work on password
strength feedback using interactive sonification. Our contributions
are firstly, to analyze the possible conceptual space of creating us-
able auditory feedback on password strength, including functional
and non-functional requirements, influences and design constraints
(section 3), and secondly, to develop and showcase prototypical
implementations of four sonification designs, each of which empha-
sizes different characteristics of the conceptual approach (section 4),
and thirdly, to lay out a roadmap for their optimization, application
and evaluation (section 5).

2 RELATEDWORK
2.1 Password Security and Feedback
A key intention of password policies on websites and other points
of authentication is to motivate users to choose strong passwords
as they often choose simple, predictable passwords that are suscep-
tible to attacks [8]. Leaked identities and credentials from security
breaches of major service providers reveal that the re-use of pass-
words across different services is prevailing and constitutes an
attractive attack vector [22]. When signing up to a new service, the
least a new user should do is to not re-use passwords in order to
increase the costs for the potential attacker and thus limit his/her
vulnerability across sites as each password will require a new crack-
ing attempt [22, 36]. A simple assessment of password strength can
be done by applying the so-called LUDS requirements, i.e., counting
the numbers of lowercase and uppercase letters, digits and symbols,
and similar measures. Although not being very secure or usable,
this method is still widely adopted [42]. Over the years, those meth-
ods have progressed from decision trees and probabilistic filters

to more sophisticated algorithms which recognize and weigh in
common passwords, popular names, words, and other common
patterns (e.g. zxcvbn by Wheeler [42]) and machine-learning based
methods (e.g. by Ur et al. [38]).

Most service providers define requirements regarding password
characteristics (e.g. LUDS) and strength [36]. The way these require-
ments and feedback to the chosen password are presented to the
user can impact the security and usability of created passwords [38].
The most common forms of feedback are binary (accepted / not
accepted), graphical (stars, bars, colors), and text-based [32, 38].
Binary and graphical feedbacks do not necessarily offer users an
explanation of what aspects of the password can be improved. Pro-
viding the user with more detailed feedback in the form of redun-
dant information, e.g., bar length and color, and context-aware,
textual feedback leads to better passwords [38]. To the best of our
knowledge, auditory feedback on password strength has not yet
been investigated.

2.2 Sonification and Internet Security
Sonification for process monitoring in security-related fields has
been researched widely. There is a comprehensive body of work on
using sonification for network traffic monitoring to achieve higher
situational awareness in a network operations center, e.g., [3, 7, 39].
A systematic overview is provided in [2]. In this context, users
are network security specialists using the auditory modality as a
supplementary resource to improve pattern, anomaly and intrusion
detection. For non-expert users, hidden online tracking has been
sonified to convey privacy and security issues in order to raise
awareness for these concerns [21, 25].

Auditory feedback on security-related interactions has been stud-
ied in an application for vision-impaired users, in the form of an
earcon-based sonification of Internet security threats [37]. Here,
warning sounds that convey their intended meanings with little-
to-no user training, e.g., casting a fishing reel to warn about a
phishing attack, were used to notify users about security threats
while browsing on a screen reader.

We did not find any scientific publications on auditory password
feedback. However, there is a project on representing passwords
through a ’sonic hash’ available on GitHub [28]. In this system, a
musical representation of the password is generated. In use cases
where a password has to be entered twice, e.g., when defining
the password for a certain service for the first time, the system
facilitates auditory clues for identifying if the two passwords are
identical. Sonic hash, however, does not provide any feedback on
password strength.

2.3 Affective Sonification
Like graphical visualization, sonification can be seen either as a
scientific tool for data analysis and interpretation or as a different
way of exploring and understanding data, where hedonic, task-
unrelated qualities that engage the senses are important as well [16].

Pragmatic vs. hedonic qualities. Sonification as such is aimed at
accurately representing data [9], which is reflected in and assured
by the definition and criteria by Hermann [17]: The transforma-
tion of data to sound shall be objective, systematic, reproducible
and applicable to different data. Mapping of features to synthesis
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parameters (and ultimately to perceptual qualities) is a frequently
applied sonification technique. Most physical quantities are mapped
to pitch, whereas the most often used mappings not involving pitch
follow natural perceptual associations [9]. Sonification requires
active, attentive listening in order to access the abstract informa-
tion conveyed by the sound [14] and a willingness to learn the
auditory symbols. As Vickers et al. state, ’[a] major challenge for
sonification designers continues to be that their work is often perceived
as annoying, fatiguing, or both’ [39]. In his provocatively named
paper “Is Sonification doomed to fail?”, Neuhoff makes the case for
artistic sonification, as it ‘would embrace the more aesthetic aspects
of sonic representation, giving listeners a “sense” of the underlying
data’ [31]. Using a larger aesthetic variety might capture attention,
and motivate curiosity and exploration of the data represented by
sound, as well as create a better overall user experience.

Sound and Emotion. Artistic and aesthetic choices can influence
the capability of sound and music to arouse or display emotion.
Even though a distinction has to be made between an emotion
being aroused (e.g., a listener being actually moved by a musical
piece, or fear being triggered as a brainstem reflex) and perceived
(recognizing what kind of emotion is expressed), these mechanisms
often co-occur [23]. Through the display of emotional content, the
recipient gets an opportunity to experience the emotional impact
of certain actions without having to suffer the real consequences
[23]. Similarly, affective components of sound can be used in favor
of the sonification objective as well.

In the literature, two types of models for emotions are most
prevalent: (1) Categorical models which use qualitative descrip-
tions of certain emotions, for example, Ekman’s six universal emo-
tions (happiness, sadness, fear, anger, surprise and disgust [10]); (2)
dimensional models with quantitative values along different dimen-
sions, for example, Russel’s circumplex model of affect [35], which
states a two-dimensional Cartesian space consisting of the axes
arousal (vertical) and valence (horizontal). In this paper, we adopt
the latter model as it is useful for research on different degrees of
emotional characteristics along continuous dimensions.

Emotions function as signals in the brain that some change of
priority is needed and help prioritizing conflicting goals [23, p.54].
If, for example, a user has the conflicting goals “create a strong
password” and “finish the process quickly,” emotions can nudge the
user in either of these directions. Here, the interesting question is,
how to design the emotional triggers so that they work in favor of
the designer’s objective, which, in our case, is the stimulation of
interest, experimentation and ultimately the creation of stronger
passwords.

Compared to music or chord progressions, a single sound by
itself has limited, if any, emotional content. But in the context of
other information, a task or additional sounds within a soundscape,
a single sound can convey not only information but shape an af-
fective reaction, which is demonstrated powerfully by the use of
sound effects and music in movie productions and the accompany-
ing sound design research [20]. One way to evoke emotions is via
sounds that trigger an association to an emotionally experienced
situation, and the International Affective Digitized Sounds (IADS)
samples [6] are to a large extend of this type. Their duration of
≈ 6 seconds indicates that a certain time is required for the emotion

to be evoked. With the Emosonics project [19], in contrast, no emo-
tionally experienced situations were referenced, but a synthesis
model covering various emotional associations was developed and
refined by an evolutionary optimization approach. This system to
shape the emotional quality of short sound samples was realized
using a substantially shorter length of typically 2-3 seconds. In
summary, evoking affective associations requires some time and –
in our experience – cannot be compressed much further than a few
seconds. There exists still no theoretical framework for evoking or
displaying a wide variety of emotions in short sounds. Therefore,
designing short, singular sounds to convey emotional load contin-
ues to be a challenge best met through an iterative approach. A
balance has to be found between creating an affective, aesthetically
pleasing, engaging sound and keeping the sonification functional,
as aesthetically pleasing or rhythmical sounds can distract from
listening analytically [14]. As Grond et al. point out: ‘A sonification
that works is therefore the successful struggle to create a message that
points beyond the medium‘ [14].

3 REQUIREMENTS AND CONCEPTUAL
DIMENSIONS

Following established considerations of sonification design [41],
our approach is based on fundamental questions of translating data
to sound dimensions: mapping, polarity, and scaling. To meet the
special requirements of interactive password strength sonification,
we particularly consider their interplay with sonic aesthetics, af-
fective sonification design principles and the influence of mental
representations of password strength itself. These, partly conflict-
ing, objectives between functional feedback requirements and sonic
user experience are discussed in the following sections.

3.1 Functional password feedback
requirements

One of the core components of current password strength feedback
systems is a representation of the password quality or its resilience
against common attacks. Visual feedback is widely used in the form
of filling a bar [38], which displays a fraction of a defined maxi-
mum length and/or strength, even though password complexity or
strength can theoretically increase infinitely. As the average user
can be expected to be familiar with this visualization, a password
strength sonification could try to mimic this concept of representa-
tion.

When creating a password for a certain service or application,
service providers often define a minimum requirement regarding
password strength [36]. This “good enough” threshold is an impor-
tant indicator for the user, hence it needs to be conveyed through
the auditory feedback as well. As password re-use is one of the
most frequent password security issues [11, 33], a notification if a
frequently used one is entered is also beneficial to improve under-
standing of password strength.

Hence, an auditory feedback for password strength should indi-
cate the following password characteristics:

• password strength score in the form of a share or percentage
• indication when the password is “good enough”
• indication when the password is a frequently used one
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3.2 Intuitiveness / self-explanatory capabilities
One requirement for new or uncommon ways of “displaying” infor-
mation is intuitiveness / being self-explanatory. Instead of taking
time to learn and understand a new feedback mechanism, an in-
stant understanding of the mapping is useful [41, p. 30]. But, even
in our visually-dominated world, we have to realize that intuitive
understanding is based on a continuous process of familiarization
with certain types of visualization: At the first introduction of a
line graph, the author devoted several pages of text on how to read
and understand this graph [13, p. 24].

Using auditory icons, sounds or soundscapes adapted from real
environments can provide a real-worldmetaphor, a self-explanatory
shortcut to information, but in turn might require prior knowledge
or experiences, and may depend on cultural background [14]. For
example, how does ’security’ sound? Is it desirable to create a
sound with direct reference to a particular aspect of security or is
it advisable to add a layer of abstraction or generalization which
does not require the correct mental reference to this one aspect?
With regard to these considerations, we argue that self-explanatory
capabilities should not be an outstanding priority in the sonification
design. It seems reasonable to require the user to go through a short
learning and familiarization phase. At the same time, providing
ecologically valid mappings and supporting real-world metaphors
can greatly assist an intuitive understanding of the sonification.

3.3 Aesthetics and affect
As pointed out above, for the user, the sonic aesthetics are not explic-
itly linked to the particular metaphor or affective quality intended
by the designer. How does a ‘secure’, ‘good’ or ‘bad’ password
sound? To what extent should the sounds contain complex aes-
thetic qualities and evoke or display emotions? How much arousal
is beneficial to the objective, how much will distract the user?

Employing an affective display design can lead to increased
acceptance and usefulness of the sonification. The emotional level
adds an intuitive, subtle, possibly even unconscious component
to the auditory display, therefore it increases its self-explanatory
capabilities. Information can be coded in a redundant way through
affective design. Complex aesthetic qualities could facilitate a sound
design both motivates interest and curiosity right with the initial
interactions, and will be perceived as pleasant and non-fatiguing
in long-term use.

Emotionally neutral sounds, e.g., mapping to basic sound param-
eters such as tempo or pitch, are better in their pragmatic quality,
in the clarity of mapping and scaling. They are less prone to biases
of personal aesthetic preferences and are less influenced by prior
experiences and cultural background. From a researcher’s perspec-
tive, they are easier to study as there are less confounding factors
in the design.

Comparing these two types of design paradigms along the di-
mensions of user acceptance and performance can lead to a deeper
understanding of the influence of aesthetics and affect in auditory
displays, not only in the context of password security but also
regarding sonification design in general.

3.4 Perspective, metaphors and polarity of
mappings

Depending on the mental depiction or metaphor, different conclu-
sions for an appropriate sound design can be drawn. The perspective
or point of view of the sonificationmay either be object-centered, rep-
resenting properties of the password, or user-centered, from a point
of user experience and desirable user state (e.g., pleasant sound).
For example, one could think of a strong password as a mathemat-
ical complexity measure, which leads to an auditory display that
would semantically hint at concepts such as ‘complexity’, ‘hard to
crack’, ‘scrambled’, or ‘distorted’. Following this reasoning, a weak
password would therefore be represented as something simplistic
or easy-to-predict. From the perspective of the user experience,
the user should be rewarded for a strong password, leading to an
auditory representation of ‘being safe’, or expressing ‘calmness’, or
pleasantness’. Accordingly, a weak password would be represented
with unpleasant or even annoying sounds. Consequential, the user
would be nudged to act in a way that the sound becomes more
pleasant, i.e., to choose a stronger password.

These contrasting examples illustrate that there is no single de-
finitive solution or overall clear approach to represent password
strength as auditory feedback. We expect to find varied under-
standings regarding an appropriate depiction of a strong password,
depending on different perspectives and mental representations.

The assumptions underlying these types of sound designs are
also supported by research on mapping and scaling of fundamental
sonic parameters. Even with simple parameters (e.g., pitch), users
could be divided in two groups with opposing perceptions on which
polarity of mapping seems logical or natural to them [40]. In our
case, this means a stronger password might correspond to higher
pitch in one group and a lower pitch in the other.

3.5 Accuracy and scaling
Creating a sonification that is as powerful as a visualization is
challenging: ‘In almost all dimensions but time, the precision with
which we can perceptualize data is greater in vision’ than in the
auditory domain [31]. Applied to password sonification, this means
that to create an accurate and precise representation of the password
strength score, not only the current score has to be disclosed, but
additionally a frame of reference is needed. In a typical visual
representation, the password bar shows both the current value (as
length of the color-filled proportion of the bar) and the minimum
and maximum values (the limits of the bar). In contrast, when
playing a sound corresponding to the actual score, the reference
minimum and maximum values are not necessarily memorized or
available at the same time. Hence, to achieve a comparable auditory
display in this regard, both the current value, the minimum and the
maximum of the scale have to be presented to the user, for example,
simultaneously or consecutively.

The transfer (or scaling) function between password score and
sonification parameters has a major influence on the perceptual
resolution. Using a linear transfer function provides the same res-
olution along the whole value range, yet only if the parameter
is perceived linearly. A nonlinear function can enhance a certain
range of values by changing the slope and therefore make certain
values more discernible. This can be useful for emphasizing a range
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where little differences in score already have a big effect on the time
needed to crack this password. An exponential score-to-parameter
transfer function would in turn reflect the exponential relationship
between password strength (measured in bits) and cracking time.

These considerations on the transfer function already highlight
an important factor influencing design considerations on accuracy,
precision and scaling: The task the user is to perform. The basic
question is: Given the task of supporting the creation of strong
passwords, how important is it for the user to perceive the exact
value of the password score? The degree of accuracy that the user
needs from the auditory feedback varies with task focus: Depending
on task context, getting a good estimation of password quality and
clearly perceiving that a certain acceptable quality threshold is
exceeded may be more important for the user than recognizing the
precise score. Some authors have sacrificed accuracy in favor of
user experience: Hermann et al., for example, reduced the detail
level of their sonification in their second design iteration to reduce
repetitiveness and increase pleasantness [18].

3.6 Cold start problem
Initially, all passwords have low scores while the first few characters
are being typed by the user. The first feedback sounds provide a
reference to the low score. As this happens at every beginning
of the interaction, a conflict arises: While starting to type in the
password, immediately a ‘low score’ feedback is given. The user
could regard or mistake that as an ‘auditive punishment’ and get
distracted or confused. This effect needs to be avoided or mitigated
to create a good user experience. Possible solutions to this cold start
problem can be to choose a neutral sound until a certain score is
reached or to mute the feedback for the first few characters (e.g.,
gradually fading in the volume). However, this also increases the
complexity of the sonification and obfuscates the absolute reference
to the minimal score.

3.7 Discussion of conceptual dimensions
The dimensions, objectives and constraints mentioned above are
contradictory in part: For example, optimizing for scaling accuracy
and precision requires clearly discernible value steps and a reference
to theminimum andmaximum of the scale, which impedes intuitive,
self-explanatory understanding of the sonification. Profound prior
training and very careful listening are necessary to interpret the
audio signal correctly, which diminishes the chances for a good user
experience. A design which tries to avoid the cold start problem
may increase user experience, but may decrease accuracy, precision
and intuitive understanding as an additional layer of complexity
is introduced to the design. Thus, we will follow a design strategy
in designing sonifications which balance these partly conflicting
requirements.

As a result, the following overarching research questions emerge:
(i) Which parameter selection and combination is best understand-
able intuitively? (ii) Which is the best design for continued usage?
(iii) What design do users prefer? We designed and implemented
prototypes which provide different combinations of design choices
to gain first insights into these questions and allow us iterative
refinement of the designs for future research.

4 IMPLEMENTATION
Our general approach is to calculate a password score with each
character entered or removed by the user, to check if the resulting
character string matches one of the top 100.000 most common
passwords according to the ranking list by Miessner [29], and then
to refine the auditory representation with regard to the current
score. As the use case of online password selection is browser-based,
we chose Web technology to implement the auditory feedback.

For password strength estimation, we use the zxcvbn algorithm
by Wheeler [42] as it provides a well-usable password strength esti-
mation API1 in JavaScript and a significantly improved estimation
accuracy compared to simple approaches, e.g., LUDS. For sound
generation, we use Tone.js, a cross-platform, cross-deviceWebAudio
framework for creating interactive sound and music applications in
the browser [27]. The source code of our implementation is provided
on GitHub and Zenodo: http://doi.org/10.5281/zenodo.3994278

4.1 Sonification Design
We implemented four different parameter-mapping sonification
designs, using continuous for three and discrete mapping in one of
the designs, i.e. on each keystroke a sound is played or modified
according to the updated score. We use linear transfer functions
unless stated otherwise.

For all sonification designs, there are three features additionally
to indicating the password score: Signaling if the password is ‘good
enough’ (passing a threshold value of > 7 out of 10), notifying if it
is one of the most frequently used ones, and optionally a gradual
volume fade-in over the first five characters to avoid the cold start
problem. If the password is ‘good enough’, this is indicated by
adding reverberation for all but one sonification designs based on
distinct notes. For the Noise to Harmonic design based on moving,
i.e., drone-like sounds, reverberation is already an integral part of
the sound design. Hence, passing the ‘good enough’ threshold is
indicated by a key change of the harmonic chord from minor to
major.

Additionally to the score estimation provided by the zxcvbn algo-
rithm, we check against the top 100.000 most common passwords.
If one of these is used, the score is set back to zero and the sound
of breaking glass is played to indicate a very high dictionary attack
risk. This notification is encoded both by the sonic feedback going
back to its form at a score of zero and the breaking glass sound.
Figure 2 depicts all input parameters of the sonifications.

Figure 2: Input parameters of the sonification

1Application Programming Interface, an interface to a software component

http://doi.org/10.5281/zenodo.3994278
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The sonification designs can be divided in classes: Originating
from a real-world metaphor vs. being synthetically designed like
earcons, and holding simple vs. affective/complex sonic aesthetics.
A schematic representation of the sonification designs is given in
Figure 3, which depicts the pitch in relation to password strength.
Videos with example interactions are provided at [26]. We created
implementations of all possible combinations of these classes. Their
sound design choices are detailed in the following paragraphs

TwoTones. “Simple sonic aesthetics and no real-worldmetaphor.”
This design consists of two short tones played after each key press.
The first tone represents the current score, the second tone the
maximum score. Thereby, both the current value and a target refer-
ence are conveyed on every key stroke. We chose an interval of a
perfect fifth between the minimum (0) and maximum (10) score, and
mapping linearly to pitch from A4 to E5, i.e. ranging from 440Hz
to 660Hz.

Inverse Parking Sensor. “Simple sonic aesthetics with real-world
metaphor.” This design resembles the sound of a parking sensor
auditory display found in cars, which maps the spatial distance to
an object to the rate of beeps. Here, the password score is mapped
to the time interval between beeps. The transfer function between
score and time interval between beeps was explicitly chosen not
to be linear, but to have perceptual similarity to a parking sensor,
with ∆t = 0.00005∗score5. The minimum time interval is limited to
0.01s for perceptual reasons. The beeps have a frequency of 440Hz.
We call it inverse parking sensor as the sonic experience when typ-
ing in a password is inverse to parking the car: When typing, the
user starts in the “danger zone,” when the password is weak. The
soundscape the user experiences first in this case corresponds to
the sound he or she experiences last when parking the car.

Noise to Harmonic. “Complex sonic aesthetics and no real-
world metaphor.” This design implements a paradigm in which
the user is rewarded with a pleasant sound for choosing a strong
password. A score of 0 is represented by the sound of pure white
noise. A score of 10 produces a harmonic, evolving pleasant drone
sound in B minor, slightly fluctuating over time in order to provide
a long-lasting pleasant sonic experience. The score is mapped to an
equal-power crossfader position between the noise and harmonic
synthesizers. When the ‘good enough’ threshold is passed, the key
changes to B major.

Encrypted Transmission. “Complex sonic aesthetics and real-
world metaphor.” This design is based on the sound of a radio
transmission which gets chopped up or ‘encrypted’ with increasing
password strength. We used a recording of a Space Shuttle final
approach radio transmission from NASA (public domain, available
at Wikimedia Commons [30]), in which we deleted the silent parts,
so there is always some chatter going on. This signal is routed
through distortion and bitcrusher effects, which are ramped up
in relation to the password strength. At a score of 0, the radio
transmission is clearly audible, at a score of 10 it is highly distorted.
Additionally, we use the transmission’s power envelope to modulate
the amplitude of a noise generator, which results in a noise signal
which keeps the rhythm of the original radio transmission, but
without any understandable syllables. This noise signal is put into
the mix with increasing password strength. The resulting auditory

percept is a radio transmission, which gets increasingly distorted
and noisy with password strength, but is always identifiable as
originating from speech.

Figure 3: Sound design of the four sonification prototypes

5 RESEARCH AND EVALUATION ROADMAP
Both our considerations above and experience with the imple-
mented sonifications give rise to a multitude of research questions.
We finally identified three categories and propose a research and
evaluation roadmap to iteratively proceed from general applicabil-
ity and usability to fundamental questions of sonification design.
Due to the COVID-19 lockdown regulations, we were not able
to run user studies in our lab. The roadmap below provides the
foundation for continuing this research.

5.1 Research Questions
The overarching research question is how to find the best trade-off
between sonification design choices and parameters, both with
respect to different partly conflicting objectives: Understandability
of the mapping, resulting password strength, providing motivation
for cognitive reflection and playful experimentation, sounds to be
self-explanatory, and suitability for ongoing usage. In addition, it is
open what the users’ preferences will be regarding the designs.
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We clustered our research questions in three categories: (i) ques-
tions regarding the auditory representation, (ii) questions concern-
ing the sonified information itself, and (iii) user interaction related
questions. In the following, we outline how these questions can
lead to empirical studies to elucidate them.

Auditory representation. The appropriate auditory representation
of password quality depends on the mental representation and
perspective of the recipient. Empirical research has to show the
prevalence of the perspectives object-centered vs. user-centered in
larger sample sizes. The same applies to the users’ ideas how a
secure, weak, hard to crack, etc. password should sound.

Regarding scaling, the question arises if changing the transfer
functions from linear to nonlinear is beneficial for emphasizing a
range in light of the above objectives.

To inspire cognitive reflection and playful experimentation, we
see the need to investigate to what extent the sounds should (i)
contain complex aesthetic qualities and (ii) evoke or express emo-
tions, i.e. what amount of arousal hits the sweetspot between being
beneficial for motivation and distracting the user? What aesthetic
qualities do best support the objective?

Sonified information. Regarding the sonified information, we
plan to examine if users understand the change in sound param-
eters when reaching the ‘good enough’ score. To an average, not
audio-oriented user, our design choices (reverberation or chord
change) might not be as apparent as to sound-affine users or even
sonification researchers. We expect that other additional informa-
tion in the sonification design, e.g., the notification if the password
is common, are easier to understand for average users, as the sound
event (breaking glass) and setting the score to zero encode this
additional information in two complementary ways. The optional
volume fade-in to mitigate the cold-start problem (avoiding initial
punishment) needs to be studied as well, as it adds a layer of com-
plexity to the sound design and might either support good user
experience or irritate the users.

User interaction. Concerning interactivity, all designs couple au-
ditory changes tightly to user actions, using either added sound
events, or updating parameters of a continuous auditory stream
on every keystroke. Yet, both types have opposing advantages (e.g.
silence in absence of interaction) and disadvantages (e.g. lack of a
persistant reference), therefore the actual user preferences regard-
ing usability and subjective experience are particularly relevant to
be studied as a function of this feedback type (discrete vs. continu-
ous).

5.2 Evaluation roadmap
First and foremost, we plan to investigate if users understand the
implemented sonification designs with only a short introduction,
explanation and training. The research questions regarding the soni-
fied information itself are fundamental to any further investigation
and hence need to be addressed first. If this basic understanding is
given, we will turn to more detailed questions, for example, regard-
ing polarities of mapping and perception of scaling and transfer
functions. Next to these functional aspects, the influence of aes-
thetic choices regarding performance, preference as well as user
experience and long-term usability should be investigated. Designs

resembling a real-world metaphor should be compared with alter-
native sounds in order to gain more insight on the capability of
sounds representing semantic meaning. Finally, our fundamental
motivation for using sound, the possibility to add an affective com-
ponent to the feedback to elicit a certain emotional response, needs
to be evaluated in respect to the resulting password strength and
the degree of motivation for cognitive reflection on password secu-
rity and playful experimentation with the interface. A comparison
between the modalities —textual, visual, auditory, and combined
multimodal feedback— will shed light on the question what contri-
bution auditory feedback can make to enhance understanding and
the creation of better passwords. These final questions bridge the
gap towards real-world application of interactive password strength
sonifications.

5.3 Applications
In the application domain, both an easy-to use implementation in
the form of a JavaScript library as well as guidelines for developers
are beneficial to the dissemination of scientific knowledge regard-
ing password authentication systems. The library can be built on
already existing software components such as password strength
estimation and visualization modules. Equally important though,
is to provide a suitable handout for developers that summarizes
the most important findings and offers concrete guidelines for a
reasonable implementation of password authentication systems.

For such real-world applications, we must consider that context-
aware textual feedback was shown to have a major influence on
password security, compared to different design choices in visual
representations [38]. Therefore, where practical, this feature should
be added to any form of visual, auditory or multimodal feedback as
well as it provides in-situ guidance on how to improve a password.
We are curious if there will be a measurable interplay between
this cognitive guidance and affective triggering through auditory
feedback.

6 DISCUSSION AND CONCLUSIONS
In the implementation, some limitations with regard to Tone.js,
browser and hardware platform have been encountered. The browser
support for WebAudio and Tone.js is still limited on browsers other
than Mozilla Firefox and Google Chrome. This manifests itself not
only in missing support for certain features among browsers, but
in differences in the implementations as well. For example, the
audible amount of reverberation when using convolution reverb
differs among browsers, which has to be accounted for in the soni-
fication script. The proclaimed cross-device support is limited as
well, as Tone.js can take a considerable amount of CPU load on less
computationally powerful mobile devices. This can lead to artifacts
such as crackling or drop-outs, depending on the complexity of the
sonification algorithm used.

Regarding the sonification designs, the encrypted transmission
has a conceptual disadvantage by utilizing real speech: users might
try to understand the verbal content of the radio transmission
and therefore be distracted from their task of choosing a strong
password. Further research will show if the intuitiveness due to
the real-world metaphor of this design outweighs this conceptual
disadvantage.
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For real-world applications, we must consider some general lim-
itations applying to any auditory feedback. Sound output might
be muted on many devices. Users are not necessarily used to this
modality as a means of conveying more than simple information,
e.g., a notification tone. On the other hand, this novelty effect of
more complex sonifications might actually be in favor of our objec-
tive, stimulating interest and encouraging playful experimentation
with passwords through affective sound feedback.

In this paper we have explored the design space and possible
features and attributes of password sonification along with with an
implementation of four novel sonification designs and condensed
our findings into a research roadmap. We expect a fair chance
that adding sound as an additional modality to password strength
feedback may indeed help to improve password – and thus overall
system – security and raise interest and awareness for the topic.
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