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On the diffusion of security behaviours

An informed argument using diffusion of innovations theory on the uptake of four
different security behaviours

Sebastian Kurowski, Heiko RoBnagel*

Abstract: Security behaviour has been researched from a variety of theoretical lenses, however a
clear picture on the factors that foster secure behaviour is still missing. This contribution uses the
diffusion of innovations theory and applies it to four exemplary security behaviours to identify how
it can explain the uptake of each behaviour. In contrast to many other approaches, it focuses on the
behaviour itself, not the behaving individual. We are able to show differences in the uptake of
idealized security behaviours. A perceived relative advantage positively impacts the uptake of a
behaviour, however this advantage seems rarely to be motivated by a perceived risk. Risk only seems
to play a minor role for the diffusion of security behaviours. Additionally, the relative advantage
does not seem to be a necessity for the diffusion of a behaviour. If the other properties namely
compatibility, triability, observability, and low complexity of a behaviour are adequately fulfilled a
successful diffusion is still possible.

Keywords: Security behaviour; Policy Compliance; Diffusion of Innovation; Security Culture

1 Introduction

Secure behaviour is an important asset in an information security architecture. And while
there has been a multitude of studies on secure behaviour, policy compliance, and policy
adherence, there is to date no settled theoretical foundation [So15a], and thus no reliable
guidance on how to foster secure behaviour in organizations. Additionally, recent findings
suggest that the effect of training and awareness on the organizations security may be
limited [Kw19]. Still human behaviour remains an important antecedent for security
attacks [Jo16]. Some security behaviours seem to be picked up more easily than others’
by individuals. Which leads to an interesting question: Why? Behavioural research in
security tackles this question mostly by considering the behaving individual, with limited
success so far [So14][So15a][Kul9]. However, there is little research on the impact of the
security behaviour itself on its adoption rate. In order to shed light on this, we employ the
theory on diffusion of innovations [Ro03] to security behaviours in order to discuss
potential adoption successes or failures of secure behaviours. By doing so, we reduce the
individual and its characteristics from the consideration, which makes sense if secure
behaviour is considered an ideal behaviour, idealized by security experts.

! Fraunhofer-Institute for Industrial Engineering IAO, Team Identity Management, Stuttgart, 70599,
firstname.lastname@iao.fraunhofer.de
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This contribution includes a brief summary on the existing research on secure behaviour
along with a brief discussion of its methodological constraints (Section 2.1), an
introduction of the application of diffusion of innovations theory in security research
(Section 2.2), followed by an overview on diffusion of innovations theory itself (Section
2.3). In order to approach the research question, we analyse four different security
behaviours in the context of diffusion theory: employing privacy screens, covering the
device camera, using e-mail encryption, and using single sign-on systems. We then use a
Google Trends analysis on these behaviours in order to see which behaviours show an
increasing interest, and which behaviours do not. We conclude with a summary of the
diffusion properties of these behaviours (see Section 3). Of course, this contribution uses
limited methodology, and informed arguments in order to draw its conclusion. Therefore,
this research has mentionable limitations (see Section 4). However, our discussion will
argue the practical relevance, and the epistemological appropriateness of our approach
(Section 5).

2 Related Work

2.1  Security Behaviour

Secure behaviour has been approached from a variety of theoretical lenses, including
value-focused (e.g. Theory of Planned Behaviour, TPB), rationality-focused (e.g. Rational
Choice Theory, RCT), deterrence-focused (e.g. Protection Motivation Theory, PMT, and
General Deterrence Theory, GDT), and environment-focused (e.g. Social Cognitive
Theory, SCT) theories. For instance, the theory of planned behaviour (TPB) highlights
that before we can expect actual secure behaviour, we need to induce the intention to act.
That in turn relies heavily on the personal goal system, the external environment as well
as the perceived personal ability to take control over the situation. TPB is founded in socio-
psychology and combines individual and environmental aspects for explaining secure
behaviour. It is used in various quantitative studies on secure behaviour
[Sal5][Si14][Sol5b]. Rational choice theory is usually seen as evaluating the cost-benefit
situation of non-secure behaviour, waging of sanction or consequence severity, and
detection probability [If16][\VVS12] or waging of benefits of non-secure behaviour versus
the costs of secure behaviour [BulO][Kal3]. Quite contrary to the TPB, the subject
actively wages off benefits versus costs of the situation and decides upon the maximum
utility for itself. This view on rationality aligns well with the use of sanctions versus the
benefits of a non-secure behaviour and is used accordingly [If16][Kal3][VS12]. PMT
offers a foundation of secure behaviour that can be quite intuitive. After all, why should
there be any other reason for individuals to exhibit secure behaviour, rather than averting
a threat? PMT is therefore quite extensively used in quantitative studies on both secure
and non-secure behaviours [Bo15][Jo16][Po15][PH14][Si14][So15a]. Social Cognitive
Theory employing research stems from a theoretical foundation, where successful
adaption of secure behaviour benefits from a social system that promotes and rewards and
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where one gains experiences both by observing role models as well as engaging in
activities raising their self-efficacy [GY12][Rh09]. Finally, general deterrence theory is a
possible useful model for explaining why people adhere to rules and policies. Its focus
aligns very well with possible considerations around secure behaviour. Similar to PMT
the intuitive cause of secure behaviour should be the aversion of a threat, in this case the
deterrence of a threat or punishment. Therefore GDT, such as PMT is widely used in
quantitative studies on secure information security behaviour and the lack thereof
[If16][Jo16][Li14]. All these approaches have in common that they try to explain secure
behaviour in individuals. However, meta-analyses find no clear winner among these
theoretical foundations [Sol5a]. Additionally, some of those quantitative studies show
response biases [Kul9]. In addition, if one considers that research on secure behaviour
mixes ideals with observable realities, namely something that security experts consider an
ideal behaviour with actual behaviours by people mostly outside of the security domain,
then the whole approach of researching the individual along with an idealized behaviour
is questionable. Secure behaviour means that an individual is ought to behave in an
idealized way, a ,,secure way”. This however may collide with the individuals reality,
which may be very different from the reality of a security researcher. If secure behaviour
is considered an ideal, whereas behaviour itself is considered an empirically observable
reality, then the observation of ideal versus behaviour can only be employed with
epistemologies that do not reduce the social relationship between researcher and
observation, such as interpretivism [Wa93]. One conclusion of this thought could be that
secure behaviour should be approached with methodologies that are able to reflect the
researcher in the observation. Another conclusion could be to focus on the idealized
behaviour itself, rather than the individual and an idealized behaviour in conjunction. This
contribution takes the latter path, by considering the diffusion of behaviours and thus how
likely a behaviour is being picked up, and not how likely an individual may pick up a
certain behaviour.

2.2  Diffusion of Information Security

The adoption and diffusion of information technology has been well researched in the
economics and information systems domains. This has led to the development of widely
accepted and used theories such as the diffusion of innovations theory [Ro03] and the
technology acceptance model [Da89]. In information security research, however, these
theories have only been used very rarely. [RZ12] proposed a structured approach to assess
market success of information security technologies based on the Diffusion of Innovations
process. They also applied this approach to several technologies such as electronic
signatures [Ro06], privacy enhancing technologies [Ro10] and federated identity
management [H{i10]. However, to the best of our knowledge it has not yet been applied to
security behaviour, which is surprising, as security behaviour can be considered as an
innovation just as likely as technology.



86  Sebastian Kurowski and Heiko RofRnagel

2.3 Diffusion of Innovations

This research examines a variety of factors, which have been shown to be determinants of
IT adoption and usage, and further has been applied to explain the adoption and diffusion
of a great variety of innovations ranging from new methods of agriculture to modern
communication technology. In his seminal work Rogers defines five attributes of
innovations, as perceived by the members of the social system that determine the rate of
adoption of an innovation [Ro03]: Relative Advantage, Compatibility, Complexity,
Triability and Observability.

Relative advantage is the degree to which an innovation is perceived as better than the
idea it supersedes. It is not so important if the innovation has an objective advantage, but
rather if the individual perceives the innovation as advantageous. Advantages can be
measured in economic terms, but social prestige, convenience, and satisfaction also can
play an important role. Compatibility is the degree to which an innovation is perceived
as being consistent with the existing values, past experiences, and needs of potential
adopters. An Innovation that is consistent with the existing values will diffuse more
rapidly than one that is incompatible with the norms and values of the social system.
Complexity is the degree to which an innovation is perceived as difficult to understand
and use. Innovations that are easier to understand will be adopted more rapidly than those
which require the adopter to develop new skills and understandings. Triability is the
degree to which an innovation may be experimented with on a limited basis. New ideas
that can be tried before the potential adopter has to make a significant investment in the
innovation are adopted more quickly. Observability is the degree to which the results of
an innovation are visible to others. The easier it is for individual to observe the results of
an innovation, the more likely they are to adopt [Ro03]. In addition to the main attributes,
Rogers also describes the diffusion process: "The innovation-decision process is the
process through which an individual passes from gaining initial knowledge of an
innovation, to forming an attitude toward the innovation, to making a decision to adopt or
reject, to implementation of the new idea, and to confirmation of this decision” [Ro03].
The start and speed of the innovation-decision process varies between the different
members of the social system. Therefore, the various decisions to adopt or reject the
innovation are also spread over time. The dynamic of this process is a result of the changes
in the information the individual acquires and possesses about the innovation [Li00].

3 Diffusion properties of security behaviour

In the following we are going to apply the diffusion of innovations theory to several
exemplary security behaviours. We will discuss how it can explain the successful adoption
of each behaviour.
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3.1  Privacy Screen Protector

Shoulder surfing is a low cost attack that can be utilized easily, especially with mobile
users [Loll]. An effective deterrent against these kinds of attacks are privacy screen
protectors, which reduce the possible angle of view on the device screen. This way, only
individuals that are at the right angle with regard to the device are able to see the screen
contents. The risk: The risk of shoulder surfing is quite tangible. Unlike other information
security threats, materialization of this risk does not require some virtual, invisible
attacker. In fact the risk of shoulder surfing can become tangible, in principle, as soon as
one spots someone else, who is looking at one’s device screen. However, apart from social
engineering enthusiasts and security experts, the risk of shoulder surfing is seemingly not
perceived as an existing one [Hal4][Tr16].The impediments: Privacy screens darken the
device screen, and inhibit individuals to one’s left or right to look at the screen. This means
that there could be a major work impediment for individuals who rely on physically
sharing their screen. However, especially in times of mobile work, physically sharing the
screen becomes less and less likely as remote work increases. Furthermore, the screen can
easily be removed if needed. The countermeasure: A screen protector is tangible and
easy to understand. Its effects are visible as soon as it is applied. Finally, it is removable
and can therefore be tried out. Assessing the diffusion: Summing up, the privacy screen
protector could provide a relative advantage by providing felt security. However, in light
of the lack of risk perception it is questionable as to how a relative advantage can be
perceived through this. On the other hand a perceived relative advantage could be reduced
if physical sharing of a device screen is required, but especially with the rise of mobile
work, it is disputable as to what extent this influences the relative advantage of screen
protectors. The solutions compatibility again depends largely on the requirement to
physically share a device screen, which we expect to be relatively seldom. The solution is
easy to understand (low complexity), its application can be observed (Observability), and
it can be tried out easily (Triability). Due to the lack of relative advantage of applying
screen protectors, we would expect this behaviour to not be widely adopted. However, as
Figure 1 shows, the opposite is the case. Applying screen protectors shows slowly, but
increasing interest according to Google Trends.

Relative Compatibility Low Observability ~ Triability Expected
Advantage Complexity Adoption Speed
X " = = = Moderate

Table 1 Diffusion properties of applying screen protectors. (= = Given, O = Conditionally given,
X = Not given)
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3.2 Encryption of E-Mails

E-Mail encryption is the only effective countermeasure against passive and active Man-
in-the-middle (MitM) attacks. Since E-Mails are inherently insecure, unauthenticated and
not confidential, everyone who is involved in sending a mail can read and change the
contents. By encryption of the mail, breaches of the mails contents confidentiality can be
avoided, and the authenticity and integrity of contents can be ensured. The risk: Perceived
risks of emails seem to influence user attitudes towards emails only minimal [Ch11]. This
is unsurprising given findings whereas a man-in-the-middle, or the risk of confidential
information being disclosed to untrusted networks are among the lowest perceived security
risks [Trl6]. The impediment: The work impediment of encrypting e-mails can be
substantial. After all, additional software, configuration, certificate management and
credentials are required. This process provides numerous pitfalls for users, which
themselves have led to security vulnerabilities in the past [Sh06]. The countermeasure:
Commercial and non-commercial encryption solutions are not developed with the user
experience in mind. Although they can be obtained easily, users must still achieve a certain
level of security literacy. For instance in order to use PGP, one must understand the
difference between a public and a private key certificate, and how to use the certificate
server and its trust evaluations. Assessing the diffusion: The relative advantage of email
encryption largely depends on the perceived risk of a Man-in-the-Middle. However, it
seems that this risk is usually not perceived to be a major concern. Therefore, the relative
advantage of email encryption seems to be very low. Compatibility of the solutions should
be low, as processes require additional steps, and additional literacy is required to even
use the solutions. Likewise, the complexity of encrypting emails is high. The encryption
itself however is visible (Observability), however, the effects of encrypting emails can
never be observed, since the threat is a virtual and non-tangible one. Finally, email
encryption requires obtaining additional literacy, installation and configuration of
additional tools. These perceivable hurdles stand against the triability of encrypting
emails.

Relative Compatibility Low Observability  Triability Expected
Advantage Complexity Adoption Speed
X X X X X Slow, if at all

Table 2 Diffusion properties of encrypting emails. (= = Given, O = Conditionally given, X = Not
given)

3.3 Covering of the device camera

Threats that use the device camera, for instance privacy breaches by Facebook [G020], or
government institutions have been publicly visible through various media reports and the
Snowden leaks. Besides of physically deactivating the camera, a possible avoidance tactic
for this could be the taping of the devices camera. Hereby a tape is applied, which cannot
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be seen through. It renders the camera virtually useless. The risk: As to our knowledge
there is no study available that measures the perceived risk of being spied on through the
device camera. However, there are studies that involve cameras in smart homes which
show that users tend to be more aware of their own behaviour, and some even more
cautious because they were feeling observed by the cameras in their smart home devices
[Tal9]. Therefore, it seems reasonable to assume that the risk of being spied on through
the device camera is perceived as a likely and tangible one by individuals. The
impediment: The camera in devices can be useful for selfies and video conferences. In
that case, simply covering the camera would be an impediment, as the cover always has
to be removed prior to the selfie, or prior to the conference. On the other hand, there are
camera covers available, which can be opened and closed, drastically reducing the possible
impediment. The countermeasure: Covering the camera is a tangible action, whose
consequences can be seen immediately. When the camera is covered, individuals will
notice that they only see a dark image when using the camera. Additionally, camera covers
are relatively easy to obtain and can be applied without additional security literacy.
Assessing the diffusion: The relative advantage seems to build on a tangible and
perceived risk. However, if the camera is heavily used the impediment of the camera
covers can reduce or even eliminate the perceived relative advantage of the solution.
Compatibility of the solution is high, since it can be applied without additional steps and
to virtually any device camera. The behaviour is easy to understand (low complexity), can
be observed with others (Observability). Finally, because the camera cover is easy to
obtain, easy to apply, easy to remove, and its consequences easy to understand, it can be
tried out well (Triability).

Relative Compatibility Low Observability  Triability Expected
Advantage Complexity Adoption Speed
O u u u u Moderate

Table 3 Diffusion properties of covering the device camera. (= = Given, O = Conditionally given,
X = Not given)

3.4 Use Single-Sign-On systems

Single sign-on (SSO) system provide the possibility to reduce complexity and ease the use
of credentials for users. They are an option to eliminate password reuse [Iv04], and weak
passwords [Ne94]. Additionally, they offer the reduction of implementation complexity
by standardizing application authentication interfaces, and the automation of access rights
and authentication data provisioning and deprovisioning. The risk: Single sign-on
addresses risks regarding passwords. However, we suspect that these risks are mostly
perceived by individuals with a given security literacy. Apart from these, there are no
further risks that are addressed by SSO. The impediment: The impediment is little, once
SSO is available. Using SSO resembles the use of known credentials such as username
and passwords. The countermeasure: While the technical implementation of SSO is
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demanding, users are not necessarily required to obtain further security literacy in order
to use SSO. Additionally, every application can, in principle, be integrated with SSO. Even
in consumer areas, SSO services provided by Google and Facebook via protocols such as
oAuth are available. Assessing the diffusion: SSO provides automation capabilities and
solves a security risk. However, probably the biggest advantage of SSO lies in the
standardization of interfaces and drastical reduction of required authentication procedures.
Therefore, we assume that SSO will yield a high perceived relative advantage. While the
complexity of the implementation can be challenging, the complexity of use is not. SSO
can leverage already known authentication mechanisms such as username and password.
The observability of SSO in terms of reduced authentication steps is observable
(Observability). And since SSO is available in the consumer branch through Facebook and
Google, it can be tried out (Triability).

Relative Compatibility Complexity Observability ~ Triability —Expected
Advantage Adoption Speed
u n [ ] ] u Fast

Table 4 Diffusion properties of using SSO (» = Given, O = Conditionally given, X = Not given)

3.5  Security Behaviours and their diffusion properties

The analysis in the previous Subsections is summarized in the following Table 5. Hereby
each behaviour is ranked, based on the Google Trends analysis shown in Figure 1 and
Figure 2. The Google Trends analysis clearly shows that SSO has largely increased in
interest over the last years, followed by a slower but steady increase in interest in privacy
screen protectors (see Figure 1). The interest in camera covers has also steadily increased,
although at a much slower pace as in the case of privacy screen protectors. Therefore, it is
only visible in Figure 2. Hereby, the interest in camera covers has bypassed the interest in
e-mail encryption since 2017, with a notable exception in May 2018 (the year where the
European General Data Protection Regulation went into action). Against this, E-Mail
encryption has steadily lost interest, since 2004. Notably the interest peaks only shortly in
2013, 2014, and 2018, whereas 2013 and 2014 mark the years of the Snowden revelations.
In our opinion it is therefore safe to say, that the interest in E-Mail encryption, despite for
short lapses of attention, is constantly decreasing, while the interest in camera covers
increases. Additionally, one must take into account that all Trends Analyses are for topics,
which comprise multiple search terms on a certain topic. Camera cover is the only search
term that is included in the Google Trends Analysis. However, due to the higher specifity
of the search term, interest should be lower than that measured for the respective topics.
This however is not the case. Table 5 summarizes the diffusion properties of the different
security behaviours. The assigned rank reflects the interest in the behaviour, according to
Google Trends.
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Behaviour ~ Rel. Adv- Compatibility Complexity = Observability =~ Triability = Rank

Use SSO u u u u u 1
Screen X u ] n n 2
protector

Camera O L u [ n 3
Cover

E-Mail X X X X X 4
Encryption

Table 5 Overview on the diffusion properties of security behaviors (Rel. Adv. = Relative Advantage,
= = Given, O = Conditionally given, X = Not given). The rank orders the behaviours according to
the interest in Google Trends with 1 being the highest interest, and 4 being the lowest.

As expected, the perceived relative advantage seems to contribute to the uptake of a
behaviour, but not as dominant as for other innovations. The reason is the dependence of
perceived relative advantage on perceived risks addressed by the security behaviour.

Google Trends for Email encryption vs. Single sign-on vs. Screen protector vs. Camera
cover*

10

Figure 1 Google Trends for Email encryption, SSO, screen protector and camera cover. Camera
cover is the only search term in the comparison, the others are topics

As those risks are often not recognized by users the relative advantage is very low. For
privacy screen protectors, we cannot conclude a perceived relative advantage, in light of
the relatively low perceived risk of shoulder surfing [Hal4][Tr16]. On the other hand, a
relative advantage can only be expected for camera covers, if the camera is not heavily
used. As a result, Compatibility, Complexity, Triability, and Observability seem to play a
leading role with security behaviours. If a perceived relative advantage is not given
individuals may still adopt a security behaviour. However, if it is hard to try out, if its
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functions and consequences are not observable, and if it is not compatible with what one
knows and does, it will likely fail in the long run, as the case of email encryption.

Google Trends for Email encryption vs. Camera cover*

2004-01
2004-05
2004-09
2005-01
2005-05
2005-09
2006-01
2006-05
2006-09
2007-01
2007-05
2007-09
2008-01
2008-05
2008-09
2009-01

Email encryption Camera cover

Figure 2 Google Trends for Email encryption and Camera cover. Email encryption is a Google
Topic, whereas camera cover is only a search term

Risk on the other hand, does not really seem to play a role in the uptake of security
behaviours. Even if a relative advantage could not be attributed to a risk that was actually
perceived as a large one by individuals, the behaviour seems to still be interesting, if
triability and observability are given, and the complexity of the behaviour is low. In light
of the findings of [Kw19] however, this is hardly surprising as they find that awareness
and security training only impacts an organizations security marginally.

4 Discussion and Impact

The results clearly show that diffusion theory can provide an explanatory framework for
the likelihood of widespread adoption of certain security behaviours, and the absence
thereof. It does not provide any insight into how to foster a certain secure behaviour with
individuals. But it enables security experts to talk about behaviours which may make sense
to include in an organizational policy or campaign, and which are likely to fail. Therefore,
these results can provide a lasting impact on how security behaviour is approached in
organizations. The findings align well with the observations on the diffusion of preventive
innovations [Ro02], where the perceived relative advantage also tends to be generally
lower. Rogers therefore proposes marketing the relative advantage of the innovation.
However, while this may work well with health interventions, such as [LE0O], one has to
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be careful when applying this principle to information security. When perceived security
risks constitute for an individuals perceived relative advantage, then the constitution is
built on a constructed, anticipated event [Lu90] rather than a naturally occurring event
such as a health disease. This shows that the epistemological discussion is in principle
important for this research topic. In the end of Section 2.1, a discussion of secure behaviour
research as research on actual behaviour in light of idealized behaviour was conducted. It
led to the point that this kind of research should either focus on the idealized behaviour
itself (which is what we did in this contribution), or employ epistemological focuses that
do not separate between the idealist, the idea, and the observation (e.g. interpretivism
[Wa93]). An important take away from interpretivism however is that quantitative
methodologies that rely on the testing of fact rather than on interaction may not be useful
after all. With other epistemological focuses that do not reduce the relationship of
researcher and research, like phenomenology [Hu09], or constructivism [Lu84],
generalizable methodologies and the transfer of knowledge between cases of research
subjects itself even are questionable. In this field, the qualitative approach that is provided
by diffusion theory is suiting, but not settled. Criticism on diffusion theory [LDO01] can
basically be reduced to a phenomenological approach or to the employment of radical
constructivism. Therefore, this research seems to be on a good path and at least in the short
term able to provide insights with value for security professionals on secure behaviour.

5 Limitations

There are several limitations to this contribution. It does not involve any empirical work
besides Google Trends analyses. While the absence of quantitative empirical work makes
sense due to the reasons laid out in Section 4, the absence of qualitative empirical work
does not. We tried to scrutinize the different security behaviours as comprehensible as
possible but the analysis drawn only represents our personal view. Google Trends is of
course itself a biased research mechanism. It only measures queries by Google and not
actual behaviours. Therefore, it can only provide an indication of the diffusion of a security
behaviour under the assumption that individuals will inform themselves via Google about
the behaviour. And especially with encrypting emails, the behaviour may be common
knowledge. But then privacy screen protectors have been around nearly as long as email
encryption. And for instance PGP, which has been around for around 30 years, still is
“only” a niche product. Additionally, Google is the leading search engine around.
Therefore, we believe the indications from Google Trends to be useful data in the context
of this research.

6 Conclusion
By separating the idealized security behaviour, from the behaving individual we were able

to provide an insight into why certain security behaviours are successful, while others are
not. This research shows that the diffusion of innovations theory provides a framework
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that enables a discussion and anticipation of the success of different security behaviours.
As relative advantage is often rather small, it alone does not provide a safe bet, but seems
to enhance the adoption of a behaviour. Necessary factors for a security behaviour to be
successful however are the compatibility, triability and observability of the security
behaviour. Risk does not seem to play major role in the uptake of security behaviours,
which aligns well with the findings of [Kw19]. Of course, this research is limited regarding
its use of informed arguments, and its reduction of the idealized security behaviours
towards the adoption factors of diffusion theory. The use of Google Trends, while
providing a good indication can also not be regarded as satisfyingly settling information
on the adoption of security behaviours. Future research will employ qualitative methods
in order to research best and worst cases of security behaviours in organizations to test the
diffusion of theory framework. More scrutiny can be put into the cases of security
behaviour, taking into account the environment and stakeholders that a security behaviour
may involve, by employing perception-critical epistemological focuses such as
interpretivism or radical constructivism.
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