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Security Engineering and Security Testing

Suppose a software product is developed 
without any functional testing at all. No alpha or 
beta testing. Write the code, compile it, and 
ship. The odds of this program working at all -- 
let alone being bug-free -- are zero. As the 
complexity of the product increases, so will the 
number of Bugs. Unfortunately, this is the 
current state of practice in security. 

(Bruce Schneier) 


Security engineering involves programming 
Satan's computer. 

(Bruce Schneier acknowledging Ross Anderson)
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Where would you store your confidential data?
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What do we know about (secure) development?

Manual  

Testing

Automated 
Testing

Anti Patterns 

(don'ts)

Dev Knowledge 

(dos)
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How (not) to develop a secure app!

.doc

.txt

.xls

.ppt

Vault App

security goal: confidentiality
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Secrets! Where's the problem?

Where should 
I put my keys?

Secret
Random 

Key

Encryption

Tr^KoLj01
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The lazy way to store secrets...

don't do it!
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Hide and Seek!

*.h

*.png
*.aiff

Compile

Vault.zip

Unzip

binary

*.png

*.aiff

... 
<secretkey>8
978uhgf45</
secretkey> ...

... 
<secretkey>8
978uhgf45</
secretkey> ...

... 


NSString 
*secretKey=
8978uhgf45 

...

Vault.ipa
*.m *.plist

*.plist



© Fraunhofer 

Hide and Seek (II)

binary

> mv VaultApp.ipa VaultApp.zip 
> unzip VaultApp.zip 
> cd Payload/VaultApp/ 
> strings VaultApp 

... 
NSString 
secretKey 
8978uhgf45 
...
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iOS Keychain API

■ Secure storage for secrets (e.g. passwords, keys, certs) on iOS 

■ Used by OS (e.g.  Wifi-key, VPN-certs, Exchange-PW, ...) 

■ Might be used by 3rd-Party Apps through API

Keychain Class Access when Protected when

WhenUnlocked device is unlocked device is locked

WhenUnlockedThisDeviceOnly
device is unlocked 
(bound to device)

device is locked (bound to 
device)

AfterFirstUnlock after first unlock after 
reboot 

before first unlock after reboot

AfterFirstUnlockThisDeviceOnly after first unlock after 
reboot (bound to device)

before first unlock after reboot 
(bound to device)

Always always never

AlwaysThisDeviceOnly always (bound to device) never (bound to device)
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iOS Keychain without User Passcode

UID Key

Key 0x835
Encrypted 

Class Key

Wrapped Item 

Key

Item Key

Encrypted 

Keychain Item

Keychain Item 

(Credential)

Class Key

AES 

Decrypt

AES 

UnWrap

AES 

Decrypt
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iOS Keychain with User Passcode

Passcode

Passcode Key

UID Key

Key 0x835

Wrapped 

Class Key

Wrapped Item 

Key

Item Key

Encrypted 

Keychain Item

Keychain Item 

(Credential)

Class Key

KDF

AES 

UnWrap

AES 

Decrypt

AES 

UnWrap

AES 

Decrypt

Passcode

Passcode Key

UID Key

Key 0x835

Wrapped 

Class Key

Wrapped Item 

Key

Item Key

Encrypted 

Keychain Item

Keychain Item 

(Credential)

Class Key

KDF

AES 

UnWrap

AES 

Decrypt

AES 

UnWrap

AES 

Decrypt
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iOS User Secret Best Practice

Random Key  
(Master Key)

User Secret 
(App Password)

KDF Key WrapDerived Entropic Key

Keychain: WhenUnlockedThisDeviceOnly Wrapped Master Key
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Poor Man's Encryption

don't do it!
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iOS Data Protection API

■ File system and data encrypted with device keys (Dkey, EMF!) 

■ Data Protection API delivers additional encryption layer 

■ Might be used by 3rd-Party Apps through API

Data Protection Class Access when Protected when

NSFileProtectionComplete device is unlocked device is locked

NSFileProtectionCompleteUnlessOpe
n

when unlocked or file 
was open at lock time file was closed at lock time

NSFileProtectionCompleteUnlessFirst
UserAuthentication

after first unlock after 
reboot

before first unlock after 
reboot

NSFileProtectionNone always never
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iOS Encryption Best Practice

• CCCrypt easy to handle but prone to function hooking 

• OpenSSL harder to handle 

• Do you really want to implement AES? Think twice! 

Data Protection: NSFileProtectionComplete

Master Key 
+ IV

AES CBC

Encrypted Data

Data
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Data secured! Now I want to sync!

Device

Key 
Data

Device
Key 

Data in 
Transit

Key 
Data

Server
Key 

Data in 
Transit

Key 
Data

MitM MitMSSL / TLS
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Transport security is easy

NSString *sync_url = @”http://example.com/sync/”; 
NSMutableURLRequest *request =  
 [NSMutableURLRequest requestWithURL: 
 [NSURL URLWithString: sync_url]]; 
[request setHTTPBody:data]; 
[request setHTTPMethod:@"POST"]; 
[[NSURLConnection alloc] initWithRequest:request delegate:self];

NSString *sync_url = @”https://example.com/sync/”; 
NSMutableURLRequest *request =  
 [NSMutableURLRequest requestWithURL: 
 [NSURL URLWithString: sync_url]]; 
[request setHTTPBody:data]; 
[request setHTTPMethod:@"POST"]; 
[[NSURLConnection alloc] initWithRequest:request delegate:self];

don't do it!
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What about self signed certificates?

don't do it!
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Contact

Rachid El Khayari 

Rheinstr. 75 

64295 Darmstadt 


rachid.el.khayari@sit.fraunhofer.de 

http://www.sit.fraunhofer.de 

http://sit4.me/tms 
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