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Abstract. Data protection and information security can be assured by using a
multi-level-security (MLS) access control model. However, a workflow be-
tween persons with different security levels is complicated by the fact that the
exchange of information is only allowed in one direction: from persons that are
assigned to a specific security level to person that are assigned to the same se-
curity level or to a higher security level (write up). Literature show solution ap-
proaches by using a MLS model with increased granularity. This enables dis-
tributing parts of documents to subjects of lower security levels without causing
a security compromise. However, it does not consider an important aspect of
workflows: the deleting of information. Thus, this work uses electronic engi-
neering enlarges the introduced MLS model with increased granularity by inte-
grating a deleting feature. This enables an improved workflow between persons
with different security levels.
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Introduction

Today, many operation systems that are based on multi-level-security (MLS) are
known [1]. As known from the use of these multi-level-security (MLS) models, a
workflow among users (subjects) with different security levels is not permitted, be-
cause it is in contrast to the well-known ‘no write down’ and ‘no read up’ rules [2, 3,
4]. These rules say that a subject has to write information in a document (an object)
that is assigned to an equal or a higher security level than the subject itself [5, 6]. Fur-
ther, a subject can access to information from objects that are assigned to an equal or
to a lower security level than the subject itself [7, 8]. This leads to two interesting as-
pects: a subject of lower security level could not read a text written by a subject of
higher security level. Further, a subject of higher security level could not write infor-
mation within a text written by a subject of lower security level. It could be clearly
seen that a workflow between those two subjects is not supported by existing MLS
operation systems [9, 10, 11].



To enable such a workflow, an increased granularity view on the data is nessesary.
Such an MLS model is introduced in [12]. It is realized by storing information in ob-
jects of different security levels within one document. Thus, a document is defined as
a set of objects. It is shown that this MLS model increase the usability by enabling a
workflow among subjects. Further, it is shown that this model enables several knowl-
edge extraction and text mining operations [13-22] on the data to extract relevant fea-
tures e.g. an automatic assignment of textual patterns to security levels.

However, a disadvantage of this MLS model as well as of all further MLS models
can be seen. They do not consider granular deleting operations. An object only can be
deleted in total. Deleting parts of the object content causes a security compromise
[23].

Granular deleting helps to increase the usability of workflows among subjects. In
this paper, the existing granular MLS model is extended by implementing a granular
deleting operation on the model. An example for the use of the electronic engineering
based extended MLS model as well as conclusions and an outlook are given.

A new extended MLS Model

This new MLS model based on the Bell LaPadula model and it extends the high
granular MLS model from [2, 19]. Here, we present a formal description of the new
model.

Let an object O{i,j} be defined as in Bell LaPadula model that consists of data,
files, programs, subjects etc. The definition of a frame object O™”; as a list of objects
is taken over from [12] where n € N equals the number of frame objects in a multi-
level-security system, m; € N be the number of objects in O*%;, i € {1,..,n}, and j €
{1,.., m;}. Then, [12] formulize a frame object as

O™ =[0{i,1}, .., Ofi,m;}] @)

As defined in [2, 12], C is the classification category (security level) and C°!4/ is
the corresponding classification category of an object. Further, K is the compartment
information, P is the power set, and PK°"¥/ represents all needs-to-know categories of
an object as calculated by the power set of all object specific compartment informa-
tion. In contrast to [12], we define the deleting category of an object Del®'’ e {true,
false} as a boolean variable. Then, object categories can be formulized as

(CO{i,j}’ PKO{i’j}, Deloﬁ’j}) (2)

We define a subject S{k} as a process, programs in execution with subject catego-
ries (C*™, PK®™). This definition is not in contrast to the standard definition from
Bell LaPadua because deleting of subjects is not a relevant feature in a workflow. We
define p € N as the number of subjects in a multi-level-security system and we define
k € {1, ..., p}. Then, reading of object O{i,j} by subject S{k} is allowed if and only if

cStk > Co 3

and



PK® < PKS™
and
Del®i = false
In [12], an object O{i,j} = [data{i,j,1}, .., data{i,j,q;;}] is defined as a list of data
units (e.g. line, sentence, text phrase, etc.). Further, g;; € N is defined as the number
of data units in an object O{i,j} and 1 € {1, .., qi;} is defined as the position where a
subject S{k} insert content. Then, a writing split Oy{i,j,I} on position 1 of an object
O{i,j} is defined as a list of three objects: O {i,j,I} = [O1{i,j}, O2{i,j}, O3{i,j}] with
O1{ij} = [data{ij,1}, ..., data_{i,j,]-1}] and O3{i,j} = [data{ij,1}, ..., data{ij,qi;}].
Additionally, O2{i,j} € & is defined as a new and empty object. Writing of object
O{i,j} by subject S{k} is allowed if and only if

COML} = O3} = CO{i,j% (4)

and

PKOIUJ} - PK03{LJ} - PKO{iJ}

and

Del®! i} = Del 93} = Pe]Otid}
and
C02{i,j} = CS{k}

and

PKOZ{iJ} = PKS{k}
and

Del®?} = false
and

O™, =[0{i,1}, ..., Oy {i,j,l} , ..., Ofi,m;}]

Let [data{i,j, h}, ..., data{i,j, h,}] < O{i,j} be a list of data units that should be de-
leted from object O{i,j} by subject S{k}. Leth, € {1, ..., qi;} be the start position and
leth, € {1, ..., qij} be the end position, respectively. Let a deleting split Ogei{i,j, hi,
h,} from position h; to position h, of an object O{i,j} be a list of three objects.
Og{l,j, hy, hy} = [O1{ij}, O2{i,j}, O3{ij}] with O1{i,j} = [data{ij,1}, ...,
data {i,j,h;-1}] and O2{i,j} = [data{i,j, h;}, ..., data_{i,j,h,}] and O3{i,j} = [data{i,j,
hy+1}, ..., data{i,j,q;;}]. Let deleting from object O{i,j} by subject S{k} be allowed if
and only if

O} — 020} — (O34} — Ot} (5)

and



PKO!fid} = pgO2Hidi— pgO3id} = pKOfid)
and
Del®' 1} Del 31 = e Ot}
and
Del 213} = true
and
O™ =[0{i,1}, ..., Oga{i,j, hy, hp} , ..., Ofi,m;}]

An example for the use of this extended formal approach is given: Let the sentence:
‘The efficiency is 40 percent for a single cycle and 60 percent for combined cycle op-
erations.” be stored in an object. Deleting a text pattern ‘40 percent for a single cycle
and’ is not possible in standard approach [2, 12, 24] because an object only can be de-
leted in total. Using the extended formal approach a new frame object is created that
consists of two new objects labelled as not deleted: ‘The efficiency is’ and ‘60 percent
for combined cycle operations’. It consists of one object labelled as deleted: ‘40 per-
cent for a single cycle and’. A user can read in objects only if they are not deleted.

Conclusion and Outlook

This work shows a formal approach created with electronic engineering that theoreti-
cally enables subjects to delete objects without causing a security compromise. The
default value for the object category ‘deleting’ is false. Deleting a textual pattern
within a document means that a new object is created that contains the pattern. The
object category ‘deleting’ is set to true for this new object while the deleting value of
the other objects remain false. Thus, reading of deleted textual pattern is not possible.
The new object itself remains in the MLS e.g. for possible restoring purposes. This
new approach can be used to improve workflows among subjects without causing a
security compromise. Future work should focus on realizing this new model in form
of an operating system to evaluate the performance of this improvement. Further work
should focus on a formulization for restoring information for this approach.
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