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Abstract

New approaches to identity management based on technologies such as block-
chain and distributed ledgers are promoted as a chance to give users full control
over their own identity data. Despite being often called the future of digital
identity management, Decentralized Identity Management (DIdM) and Self-
sovereign Identities (SSI) are still facing a number of challenges, usability
being a major one: their concepts are too sophisticated for users and do not fit
their mental models. We address this by conducting a study that analyses and
evaluates the usability and practical applicability of some of the most advan-
ced DIdM solutions. The results of the user tests reveal existing usability issues
and outline the way they deprive end users of experiencing the entire range of
claimed privacy and security benefits of these identity solutions.

A. Khayretdinova
University of Stuttgart IAT, Institute of Human Factors and Technology Management,
Stuttgart, Germany
E-Mail: alina.khayretdinova@iat.uni-stuttgart.de

M. Kubach (B) · R. Sellung · H. Roßnagel
Fraunhofer IAO, Fraunhofer Institute for Industrial Engineering, Stuttgart, Germany
E-Mail: michael.kubach@iao.fraunhofer.de

R. Sellung
E-Mail: rachelle.sellung@iao.fraunhofer.de

H. Roßnagel
E-Mail: heiko.rossnagel@iao.fraunhofer.de

© Der/die Autor(en) 2022
M. Friedewald et al. (Hrsg.), Selbstbestimmung, Privatheit und Datenschutz,
DuD-Fachbeiträge, https://doi.org/10.1007/978-3-658-33306-5_19

389

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-658-33306-5_19&domain=pdf
http://orcid.org/0000-0001-5105-1113
mailto:alina.khayretdinova@iat.uni-stuttgart.de
mailto:michael.kubach@iao.fraunhofer.de
mailto:rachelle.sellung@iao.fraunhofer.de
mailto:heiko.rossnagel@iao.fraunhofer.de
https://doi.org/10.1007/978-3-658-33306-5_19


390 A. Khayretdinova et al.

Keywords

Decentralized identity management • Blockchain • UX • Usability • SSI •
Self-sovereign identity

1 Introduction

Despite of numerous state-sponsored efforts over the last twenty years to pro-
vide European citizens with high assurance electronic identities, today’s digital
identity market is heavily dominated by single-sign-on solutions that are offered
by big international corporations. Nevertheless, the market for digital identities is
not saturated yet. Many use cases still wait for a suitable, e.g. interoperable, easy-
to-use, widely adopted, secure, privacy friendly ID-solution. This is why market
researchers still see a high potential in this sector [1, 2]. New approaches, initially
based on Blockchain and distributed ledger technologies (DLT) have been getting
a lot of attention in the past 3–4 years and are promising to disrupt the digi-
tal identity market [3]. Such approaches, often also called Decentralized Identity
Management (DIdM) and Self-sovereign Identities (SSI), are often marketed as
the future of digital identity management [4, 5]. In the following, we will use the
term Decentralized Identity Management solutions (DIdM) for these approaches.

Numerous companies and projects (Sovrin, Jolocom, W3C Decentralized
Identifier Working Group, Decentralized Identity Foundation, Hyperledger of
the Linux Foundation etc.) are currently working on technologies that make
it possible to use decentralized identities for trustworthy and privacy-friendly
identification in digital interactions. The European Commission supports such
approaches, for example through the European Self-Sovereign Identity Frame-
work (ESSIF) as part of the European Blockchain Service Infrastructure (EBSI)
[6] and the SSI eIDAS bridge [7]. Those actors see security and privacy as the
main challenges in the currently available approaches to digital identities and pro-
mise to give the user the power to reclaim control over their own identity data in
digital interactions [8, 9].

Nevertheless, experience shows that technical functionality even together with
high levels of security and privacy protection are not sufficient for the diffusion
of new information technologies [10]. Many technologies in the identity mana-
gement sector that were previously regarded as disruptive, such as CardSpace,
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Uprove, and Attribute Based Credentials, have failed to find adoption by a signifi-
cant share of the market [11, 12]. Hence, it has been argued that the consideration
of multidisciplinary aspects, such as security, usability, and socioeconomics, is
crucial for the success of a software product on the market [13]. However, it
is a common issue that developers tend to focus on the former aspects while
neglecting the latter [14].

We agree that there remains a growing need for identity management solutions
to replace username/password and the solutions provided by the mighty GAFA
platform-corporations (Google, Apple, Facebook, Amazon) — as has been count-
lessly discussed in information (security/privacy) science as well as in the public.
New approaches entering the market for alternative identity management soluti-
ons still struggle with its multi-sided structure, leading to a “chicken or the egg”
dilemma. Uptake with end-users and services providers and the sustainable as well
as balanced trust relationship among the relevant stakeholders is a big challenge
[15]. Therefore, we think that is important to critically assess the current promi-
ses, intentions and practices of DIdM solutions, in order to avoid mistakes that
could, again, lead to the failure of a promising technology on the market. This is
what we aim for with this paper. Our analysis is focused on the usability aspects
of DIdM solutions, and studies them empirically with end users. Our research
approach addresses the challenge of usability in DIdM solutions by conducting a
user study that analyses and evaluates currently available DIdM solutions towards
their practical applicability for end users. This paper presents the results of the
usability tests with end-users that will be later used to build a user-friendly proto-
type and to give design guidelines to DIdM solution developers aiming to increase
the adoption potential of their products. Other important aspects, such as the per-
spectives and requirements of service providers (relying parties) [16], will have
to be kept aside for future work.

Our paper is structured in the following way. In section two we give an over-
view of the background and current state of Decentralized and Self-sovereign
Identities. We briefly introduce the approach and terms, principles being follo-
wed, market overview and related research. Next, in section three, we present our
user test of three DIdM solutions, describing methods, results, and analysis. Con-
tinuing, in section four we discuss the key results of the study and what we regard
as its main outcomes. Lastly, section five presents the limitations and section six
briefly concludes our paper.
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2 Overview:Decentralized and Self-sovereign Identities

Decentralized and Self-sovereign Identities (SSI) are currently being marketed as
the future of digital identity management as opposed to traditional approaches that
are often simply called “legacy systems” [17–19]. The promise of these approa-
ches is that they are able to empower users to take back control over their data
[20, 21], and to overcome the dominance of the GAFA platforms [22, 23].

When it comes to new, alternative, decentralized approaches towards identities,
the term Self-sovereign Identity has become more and more prominent. Although
it is not always being used consistently, Mühle et al. [24] summarize the key
properties of the concept as that a Self-sovereign identity management system
would allow users to fully own and manage their identity without having to rely
on a third party. The origin of the concept under this name can be traced back
to 2016, when Allen published his so called “Ten Principles of Self-sovereign
Identity” [20]. There, he also refers to the earlier proclaimed “Laws of identity”
by Cameron [25], which illustrates that the basic approach is not entirely new.
Following the taxonomy by Lesavre et al. [26], Self-sovereign Identity can be
seen as a bottom-up approach, where no single entity acts as central authority that
has control over identifier origination and/or credential issuance. Identifiers and
credentials are solely managed by the users, without requiring any permissions.
On the other side of the spectrum would be top-down approaches relying on
central authorities as identity providers and federated approaches somewhere in
between.

However, it is important to recognize that the reasoning provided for the DIdM
approach and the SSI principles or laws are not founded on empirical studies of
the requirements of users (and neither service providers). In addition, there are
still some open questions on whether the users actually desire so much control
and whether the solutions not only provide users with the theoretical opportunity
to exercise this control through their technical architecture, but also empower
them in practice and not confuse and overburden them. For users to be able to
fully manage and own their identity without having to rely on a third party, they
are required to somehow understand the concept and be assisted with usable tools
that do not frustrate them. After all, typical users do not use identity management
because it is such great fun, but rather to access services they want to use. Being
in theoretical control of their identity could become a similar experience as the
current total control users have over trackers and cookies when visiting a website.
Having to manage those detailed settings manually through annoying dialogues
might simply frustrate them. The lack of usability could then lead average users to
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simply use privacy unfriendly, but convenient solutions—a pattern we frequently
observe.

One of the potential usability issues of Blockchain-based DIdM solutions is
the fact that the private key that ensures the access to user’s personal data is in
total responsibility of the user [27]. While this is often marketed as one of the
most significant benefits of DLT-based and DIdM solutions, it also comes with
significant challenges such as how to securely store and manage those keys to
avoid irretrievable loss of key and connected accounts [28]. If such issues are not
properly explained and handled, end users will have troubles understanding and
using the new technology. This makes the solutions less attractive to average users
and leads to lower levels of adoption. Especially, if it may seem that they require
more and complex user involvement while not offering other benefits except for
being more privacy friendly (something the average user cannot even personally
assess as we are clearly in some kind of “market for lemons” here [29, 30]).
Moreover, if such solutions are not widely supported by service providers and
thus not integrated into a sufficient variety of services, their value for end users
is even lower.

The issue of usability in privacy and security tools has already been subject of
research efforts for quite some time [31, 32]. Nevertheless, there seem to be only
few attempts to explicit fix user experience challenges for security tools and so
also for DIdM. Following [33–35], the major problems that go beyond the mere
graphical user interface are:

• The concepts and interface presentations do not fit the underlying mental
models of the users.

• Tools offer actions, such as e.g. obtaining, managing, and securing private
keys, passwords, credentials, etc. that are either too complicated to be carried
out, or not presented clearly enough and therefore executed wrongly.

This seems particularly important when it comes to a technology like DIdM that
puts as much power into the hands of the individual user and builds on concepts
such as public and private keys that are not trivial to the average online-shopper.
We see this lack of consideration of the usability and mental models in current
approaches to DIdM as an important potential weakness that needs to be stu-
died empirically with explicit user involvement. Therefore, we want to address it
through our work.

For our user study, we are dependent on publicly available and testable DIdM
solutions. In their public presentations, proponents of DIdM give the impression,
that the technology is ready to replace legacy IdM systems. On their website,
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for example, uPort writes of “easy-to-use data management and control to your
business and customer” [36], Evernym of “The fastest, most efficient way for
organizations to offer an SSI-enabled solution for their users” [37]. That of course
raises high expectations regarding their solutions technology readiness and current
practical applicability.

However, another consideration that needs to be made is that DIdM tech-
nology is still under heavy development and different approaches are currently
being pursued. For example, those can be differentiated according to organiza-
tional structure, models for identifier and credential management, presentation
disclosure, general system architecture design and the use of public registries.
A systematic overview and discussion can be found at Lesavre et al. [26]. First
standards are currently being finalized, e.g. by the W3C [38] and the DID [39],
but the work is still ongoing. This makes interoperability between the different
approaches challenging.

At this time, a significant number of companies and projects are working on
decentralized identity solutions. In a thorough survey of market of Blockchain-
based Identity Management solutions and technologies, Kuperberg [27] analyses
43 approaches with different levels of maturity and availability. He concludes
that only a couple of these approaches could compete with established soluti-
ons when it comes to end-user convenience, though it has to be noted that his
analysis has to remain on a rather high level due to the high number of soluti-
ons considered. What he misses in particular, is a clear and sustainable business
model. Dunphy and Petitcolas [33] analyse IdM schemes of three Blockchain-
based products (uPort, ShoCard, Sovrin) according to the Cameron’s “laws of
identity” [25]. Regarding usability, they conclude that all of those projects have
an “unclear usability and user understanding of […] (the) privacy implications.”
None seems to actively address the issues in regard to fitting mental models and
usability. All this apparently supports need for our research approach.

3 User Test of DIdM Solutions

In our research, we are addressing the challenge of usability in DIdM solution
by conducting a user study that analyses and evaluates DIdM solutions that are
currently (beginning of 2020) available on the market towards their practical app-
licability and acceptance for end users. For our study, we identified 23 DIdM
solutions. In April 2020, those identified solutions were on a sufficient level of
maturity (and/or transparency in public communication) to provide enough infor-
mation for an analysis that would determine whether they would be suitable for



Evaluation of Decentralized Identity Management Solutions 395

an end-user study. In order to identify which DIdM solutions would best fit a
usability study with end users, we analyzed those 23 DIdM solutions by their
differences in maturity, purpose and functionality. The suitability of solutions for
the user test was evaluated according to the following set of requirements: DIdM
as the core technology; minimal level of technology readiness (at least TRL 7);
wide functionality (to be able to carry out at least 3 scenarios for user testing);
availability of the wallet for both iOS and Android platforms; availability of a
demo scenario or even real services to test the solution; interface language Eng-
lish and/or German. According to these conditions, three DIdM digital wallets
qualified for then being evaluated in a systematic study including end-users in a
usability test: Evernym ConnectMe, Jolocom SmartWallet, and uPort ID.

3.1 Method

In order to obtain a full understanding of the user’s impression of each tested
identity solution and the concept of DIdM solutions in general we employed a
combination of usability and user experience evaluation methods (following the
approach of Tomlin [20]).

In Summer 2020, the user tests were conducted remotely via individual video
calls, each with a duration of 80 to 100 min. The tests consisted of a preliminary
questionnaire, a block of 8 tasks to be completed each followed by questions,
the User Experience Questionnaire (UEQ) [19], and a post-questionnaire. Partici-
pants carried out tasks with the smartphone app and the demo websites that were
provided by the solutions.

3.1.1 Pre-questionnaire
The pre-questionnaire consisted of 8 questions to define demographics (gender
and age) of participants and their experience with technologies similar to digital
wallets they were about to test. Moreover, there were questions aimed to under-
stand how participants create and store their passwords, which would give more
information on their further decisions and opinions regarding the seed-phrase
technique all three digital wallets were using to recover user accounts.

3.1.2 Tasks
There were 8 tasks during the test: create an account within a digital wallet (1),
obtain two personal documents (2 and 3), make sure the digital wallet is ready
for future use (4), back-up the digital wallet (5), delete one of the credentials (6),
delete the wallet, re-install the app and restore the account (7), delete the account
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(8). After each task, there were a set of questions to assess whether a participant
managed to perform the task, how difficult it was is to perform the task, how
many attempts it took them to get a certain task done, etc.

3.1.3 User Experience Questionnaire (UEQ)
To cover a comprehensive impression of the user experience aspect of digital
wallets, an established and tested questionnaire was needed. We opted for the
User Experience Questionnaire (https://www.ueq-online.org/) that helps to mea-
sure both usability aspects such as efficiency, perspicuity, and dependability, and
user experience aspects such as originality and stimulation. According to Schrepp
et al., the main goal of the UEQ is to allow a fast and immediate measurement of
user experience of a product, which also allows to compare it with its direct com-
petitors to get information on the comparative position of the product [40]. The
questionnaire has 26 pairs of terms with opposite meanings grouped into six sca-
les: attractiveness, perspicuity, efficiency, dependability, stimulation, and novelty.
The items need to be rated on a 7-point Likert scale from −3 (fully agree with
negative term) to +3 (fully agree with positive term). In order to avoid automatic
response to some terms, half of the items start with the positive term, the rest
with the negative term in randomized order [41]. More information on the UEQ,
its underlying methodology and reliability as well as validity of its scales can be
found at [40–42].

3.1.4 Post-questionnaire
Post-questionnaire consisted of 7 questions and was aimed to find out whether
participants liked the apps or not, what they especially they liked and disliked
in them. Moreover, some of the questions helped to understand what participants
think about the concept of such digital wallets in general and whether they would
be ready to switch from their physical wallet to a digital one.

3.2 Results

This section presents the results of user tests conducted on DIdM solutions
following each step of the test process.

18 persons took part in the evaluation of three applications (6 participants per
app), among which were 9 male and 9 female participants with 78 % of them
being under 30 years old and 22 % above 30. All participants were able to com-
plete most of the tasks except a few cases when users experienced connectivity
issues between the digital wallet and the demo website, which led to failing some

https://www.ueq-online.org/
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tasks. Further, we are presenting the results of each tasks that participants were
asked to do during the test.

3.2.1 User Test Tasks
Task 1. Create an account within a digital wallet. All the users managed to create
an account in all three digital wallets, with 16 % of them finding it a bit difficult
to perform the task.
Task 2. Obtain first personal document. All the user of ConnectMe and uPort
ID performed the task without the external help with half of them having no
difficulties finding the function in the apps. However, a smaller percentage of
SmartWallet testers managed to carry out the task completely on their own—83 %.
Task 3. Obtain second personal document. All of the users that were testing Smart-
Wallet and uPort ID managed to obtain the second credential without any external
help compared to 67 % of those who tested ConnectMe. However, a smaller num-
ber of participants managed to perform the task from the first try in comparison
to obtaining the first credential and the task seemed more difficult to a bigger
number of people.
Task 4. Make sure the digital wallet is ready for future use. The participants were
asked the following questions: “Have you done everything that was necessary
with your digital wallet? Is everything set up now for the use in future?” Not all
the users were sure the digital wallet was all set for future use, with some doubts
being connected to the security of their account and the general purpose of the
digital wallet.
Task 5. Back-up the digital wallet. Almost all the participants managed to back-up
their credentials without the external help, however, almost half of them found
the task somewhat difficult to perform. Moreover, less than 50 % of participants
had the confidence that their documents are indeed backed up: 83 % testers of
SmartWallet, 50 % of ConnectMe users and 33 % of those who tested uPort ID
answered negatively to the question whether they think their documents are well
protected after the back-up process. The most common doubts were about the
back-up choice that was given in the apps and the back-up being saved on the
server of the digital wallet. Another issue appeared in this task was the use of the
“seed” or “recovery” phrase: most of the test participants did not understand its
purpose and had doubts on whether it would help them to restore their account in
future in case of a lost or a compromised device.
Task 6. Delete one of the credentials. None of the SmartWallet users performed
this task due to the absence of this function in the app. A bit more than a half
of ConnectMe users managed to delete one of the credentials with most of them
being confused that they had to delete a connection instead of the credential. On
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the other hand, all of the participant that tested uPort ID performed the task and
found it not difficult at all.
Task 7. Delete the wallet, re-install the app and restore the account. All of the
ConnectMe and uPort ID users managed to perform the task without any external
help and the majority did not find the task difficult. However, only 67 % of them
were sure they would be able to restore their account in case they do not have the
access to their current mobile device (due to the fact that they stored their “seed”
or “recovery” phrase on the mobile device where they interacted with the digital
wallet).
Task 8. Delete the account. The success rate of the task performance is clearly
much lower compared to other tasks. Only half of participants that tested uPor-
tID managed to carry out the task; 17 % of ConnectMe testers and none of the
participants could delete their account in the SmartWallet app. 50 % to 100 % of
participants found it highly difficult to carry out this task for each digital wallet
with almost all of them not being sure that their personal information was deleted
everywhere.

3.2.2 UEQ
As stated earlier in the paper, the User Experience Questionnaire consists of 26
different aspects of design, usability and different requirements that the users had
to rate from −3 to 3. Having subtracted the best and the worst scores for each
digital wallet, we found the following results: ConnectMe received the highest
average score of satisfaction with 1.8, uPort ID followed with a rating of 0.9 and
the SmartWallet had a rating of 0.4. In addition, Users presented the following
results in regards to understanding (3) and not understanding (−3), Smart.Wallet
−0.5, uPort 0.8, and Connect.Me 1.0. Regarding feeling secure (3) and not secure
(−3), users averaged with Smart.Wallet, −1.0, Connect.Me 1.0, and uPort with a
1.3.

3.2.3 Post-questionnaire
A little less than a half of all users found the digital wallets as “rather good”,
however only SmartWallet received 50 % of negative overall evaluation of the app
with none of the testers saying they really liked it. Two other digital wallets were
rated more positively with 33 % and 17 % of them respectively being really liked
by users. The biggest problem found by users of SmartWallet was the fact that it is
not protected by a passcode and the overall interaction was sometimes confusing
with the app not letting to delete the credentials and the recovery process being
difficult. The testers of ConnectMe enjoyed the intuitiveness and the interface
design of the wallet, however some of the users mentioned confusing terms used
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in the app. The users of uPort ID also stated interface design being one of the
advantages of the application and the biggest drawbacks was its functionality:
difficulty to obtain the credentials (except the first one) and not being able to
delete the account.

Overall, most of the test participants of all digital wallets shared the opinion
that the security of their personal information and documents in this kind of apps
is the most important part that needs improving. Some of them also stated that
in case those security aspects are improved, they would consider switching to a
digital wallet.

3.3 Analysis

After carefully analyzing the results of the user study, two main points can be
highlighted. First, the results show the apparent need of improvements of the
DIdM solutions regarding user mental models and user understanding. Second,
there are serious usability problems found in some of the key functions (e.g.
backup and restoration) that are essentially required in DIdM wallets. We
elaborate on these two points in the following section.

3.3.1 User Mental Models and User Understanding
The existing identity solutions are not as intuitive and easy to use as they claim
to be. It would be expected that a market-ready solution is able to compete with
the simple interaction patterns provided by the traditional username-password
approach and the approach provided by web-single-sign-on solutions by Face-
book and Google. This is not the case even for the quite tech-savvy users in our
study: many users experienced problems not only in setting up and launching the
interaction but also in obtaining credentials. In addition, The UEQ results presen-
ted rather weak results for the wallets regarding on whether or not users thought
the app was ‘understandable (3) or not understandable (−3), where Smartwallet
had a −0.5 average score, uPort had 0.8, and Connect.Me had 1. The interaction
paradigm of those DIdM solutions is different and does not fit the user’s esta-
blished mental models and apparently the solutions are still in a relatively early
phase of development.

Moreover, test subjects had a trouble understanding the necessity and import-
ance of backing up their keys (“seed/recovery phrase”). Most of the participants
did not write them down even if the app suggested to do so, which in real life
would lead them to not being able to recover their personal data in case the
device breaks, is lost, stolen, or compromised in any other way. In addition to
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that, some of the tested solutions do not explicitly explain the difference bet-
ween the concepts of “backing up” credentials and setting up a “recovery” of the
account ID and the importance of both functions, which in some cases led parti-
cipants to carry out only one function and not considering the other. Again, this
shows that the mental models of the users do not fit to the user experience that
the DIdM solutions provide — which can lead to frustration, security problems
and finally adoption problems on the mass market (again, this is even the case for
the relatively tech savvy participants of our study).

Problems with mental models become apparent as well from the finding that
it was unclear to most of the test subjects how and where their data is actually
saved. This is quite surprising, as those DIdM solutions claim that local storage
under full control of the user would be their key feature and advantage. This gave
some of the participants an insecure feeling when they wanted to delete their
data “on the servers”—which of course was not possible. Again, a problem of the
users’ mental models that is not being adequately addressed by the DIdM wallets.

Another problem that became obvious in our study is learnability or the ability
for users to ‘learn as you go’ with completing similar tasks. For instance, in some
applications users obtained the first credential and naturally were searching for
the same way to obtain the second credential but were unable to do so.

3.3.2 Usability RegardingVital Functions: Backup and Restoration
The backup and restoration functionality was either not fully implemented (Jolo-
com — for credentials), not very convenient (manually saving a.zip-file, writing
down the mnemonic key phrase), or relied on a server(s) under control of a sin-
gle entity (“Evernym Cloud”) and thus contradicting the whole decentralized and
user controlled aspect of the DIdM approach. That such an essential function of
the digital identity lifecycle is not properly implemented in the current versions
of the wallets that were studied came as quite a surprise — considering how the
solutions claim to be “ready for use” and beyond mere Proof-of-concept stage.

Moreover, not all of the three wallets pointed out the importance of the backup
function enough (even if it was implemented). After all, this is the only way that
users can restore access to their important private accounts if they are managed
through the DIdM solution. Push-notifications and other warning messages would
be advisable to remind users of this important function.
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4 Discussion

According to its advocates, the main benefit of SSI is to put the users in full
control of their identities. This is supposed to help to protect their right of infor-
mational self-determination. However, with more control also comes the burden
of more responsibility and more effort to manage and use these identities and cre-
dentials. To be able to manage them effectively, users need to form some sort of
rough understanding of how the technology works (aka mental model). Though,
our results show that the mental models of the users not necessarily align with
those of the developers that are quite familiar with technologies like public key
infrastructures end electronic signatures. Users quite often form a different under-
standing that is shaped by the traditional, hierarchical solutions they are currently
using and therefore experience problems when trying to use and manage the cre-
dentials in a decentralized architecture. This is especially apparent when it comes
beyond the simple use case of issuing and verifying credentials. Important aspects
of the identity lifecycle like backup and recovery as well as deleting credentials
or whole accounts, constitute huge challenges for the users of the DIdM solutions
in our study.

These difficulties are further emphasized by the fact that the basic usability
of current DIdM solutions leaves a lot to be desired. This leads to further frus-
tration of the users. Another problem for the approach is that the development
of the available solutions is often not as advanced as it is being advertised by
their advocates. Essential features are often missing which can be observed by
the fact that out of the 23 solutions we examined, only three could offer all the
features that we required for our study. And even those three resembled more a
work in progress than a mature market ready solution. As just one example, one
wallet application (Evernym ConnectMe) in the Fall of 2020 completely remo-
ved the backup functionality. It had been available during the user tests, but an
update of the application removed the function. Such a gap between promises and
actual performance that can be delivered at this point could lead to exaggerated
expectations that can only be disappointed if one wants to implement the imma-
ture technology right now. This might sustainably damage the reputation of DIdM
solutions. The danger is that this could also be regarded as another example that
privacy friendly solutions just do not work in practice.

Moreover, to be successful on the market, DIdM faces the same challenge as
all other competing and often much more mature identity management solutions.
It has to attract a high amount of users and relying parties to benefit from net-
work effects in a two sided market [15]. To achieve this, the perceived benefit by
users and relying parties or relative advantage of the DIdM solutions has to be
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higher than the competition. The main question will be if — in the eyes of the
end users and service providers — the perceived benefit of more user control and
more privacy will outweigh the drawbacks such as increased effort to manage the
credentials (potentially more annoying dialogues to answer), higher responsibility
e.g. to secure the device that is used to control the identity, more complicated
backup in case of lost credentials, and particularly at the current state, poor usa-
bility and lack of maturity. An empirical user study on web identity management
raises some doubts in this regard [43]. Their results show that users do not value
control over their identity data as much as many proponents of DIdM apparently
expect. Therefore, we believe that it is essential for developers of DIdM to address
the current drawbacks we pointed out in a multidisciplinary fashion to improve
the likeness of their success on the market.

5 Limitations

Our empirical user study and the derived analysis have undoubtedly some limita-
tions, particularly regarding the sample of end users that participated in the test,
the testing setup and the development state of the digital products that were tested.

A sample of 18 participants certainly cannot be regarded as representative of
the general population. Most of the test participants were young people around
30 years. In most of the cases they reported themselves as being tech-savvy and
could speak a high level of English while living in a non-native English-speaking
country, which points to a higher level of education. However, while this is cer-
tainly biased sample, we can reasonably assume the results of the user tests could
have been even more negative for the case that a broader sample of participants
would have been available for us. An example would be end-users who are not
as confident with smart phones, scanning QR-Codes, and other relatively new
technology.

Another fact that needs to be considered is that the participants tested the
DIdM solutions at home having a good internet connection for their smartphone
(and desktop computers if used as well). Thus, at least connectivity-wise the
whole process (e.g. obtaining credentials) ran smoothly for most of them. Howe-
ver, even under such perfect conditions there were cases when the connection
between the digital wallet and the demo website was broken for some time and
there was no way of getting back seamlessly to the process. Some of the tested
wallets did not offer any solution for such cases and users had to start the whole
process from the beginning. It would be interesting to learn about how DIdM
solutions relying on mobile smartphone wallets perform in practice when there is
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actually still a significant number of situations when smartphone connectivity is
limited (Sign on at a desktop computer with no WiFi available for the smartphone
and no high speed mobile internet connection).

Also, the evaluation of wallets was conducted at a particular time (April to
June 2020) and only the three selected DIdM digital wallets had the level of
maturity that was necessary for our user tests. However, even at that time these
products were constantly changing significant aspects of their functionality (e.g.
backups), one became temporarily unusable.

Finally, we could test the available digital wallets only with demo scenarios
provided by the solutions themselves. The use cases were chosen by solutions,
thus might be selective to work particularly well, and this was of course not
a productive environment. Still, even in this optimized environment, the issues
were apparent.

6 Conclusion

After conducting an initial analysis of 23 Blockchain-based DIdM solutions and
performing 18 user tests with three of the more advanced applications, the cur-
rent usability problem of DIdM and SSI solutions can be defined as significant.
Principally, we found the overall issue that the new concept of decentralized iden-
tity while apparently seeming self-evident to its developers is not explained well
enough to the end users, which leads to substantial problems that encumber the
practical use and purpose of the technology.

In addition, the major importance of easy-to-use functionalities to backup and
recover the account as fundamental step in the identity lifecycle does not seem
to be understood by the developers. Its importance is not prominently highlighted
in the applications — maybe as the functions currently are too complex for the
average user and their practicality is debatable.

We want to conclude by highlighting the concern that even though such solu-
tions are marketed as ready to be practically used, their usability and current state
of the technology stack might deprive end users of experiencing the entire range
of claimed privacy and security benefits. DIdM solutions that exist nowadays need
to provide a solidified explanatory basis and carefully guide the user with a good
user experience, for example through the interface. This requires an explanation
that is beyond providing basic instructions on how to use certain functions but
also providing clarification of why certain functions need to be carried out in one
way, while solutions that are more traditional and familiar to users have been
offering similar functions in another way. To sum up the results of our study, to
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our knowledge the existing market does not yet offer Blockchain-based DIdM
solutions with usability mature enough to be accepted and securely used by end
users.
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