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ABSTRACT A key technology for the communication in the Industrial Internet of Things (IIoT) is the Open
PlatformCommunications UnifiedArchitecture (OPCUA). OPCUA is a standard that enables interoperable,
secure, and reliable communication between industrial devices. To defend against cyber attacks, OPC UA
has built-in security mechanisms that protect the authenticity, integrity, and confidentiality of data in transit.
Before communicating securely, it is essential that OPC UA devices are set up in a secure manner. This
process is referred to as secure provisioning. An improper provisioning can lead to weak or insecure
OPC UA deployments that enable adversaries to eavesdrop or even manipulate communication between
industrial devices. Such insecure deployments can also be maliciously provoked by adversaries who tamper
with insecure provisioning solutions. Despite secure provisioning is essential for OPC UA security and
usability, there exists no overview and systematic analysis on the patchwork of different solutions in industry
and academia. This article presents the first investigation of secure device provisioning solutions for the
OPC UA communication protocol. First, desired objectives and evaluation criteria for secure provisioning
of OPC UA devices are defined. Next, existing and emerging OPC UA provisioning solutions are analyzed
and compared based on the elaborated objectives and criteria. Additionally, an outlook into the future of
OPC UA provisioning is given, based on solutions from the IoT domain. Finally, the analyzed OPC UA
secure provisioning solutions are compared, recommendations are given, and research gaps are identified. It
is shown that contemporary provisioning solutions offer an insufficient level of security. Emerging and future
solutions provide much higher security guarantees but impose a tradeoff between usability and requirements
on devices and infrastructures.

INDEX TERMS Communication system security, device provisioning, Industrial Internet of Things (IIoT),
industry 4.0, network security, OPC UA, secure provisioning.

I. INTRODUCTION
In the course of the emerging Industry 4.0 [1], components for
industrial automation systems, such as controllers, sensors,
and actuators are becoming increasingly interconnected. This
increase in connectivity facilitates data collection, data anal-
ysis, and automation, which eventually improves the produc-
tivity and efficiency of industrial facilities. A key technology
for enabling the communication between industrial systems
is the Open Platform Communications Unified Architecture
(OPC UA) [2]. OPC UA is a common standard that allows
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seamless data exchange and interoperability between devices
from different manufacturers. However, increasing connec-
tivity between industrial components also raises their risk
of being target of cyber attacks. To defend against attacks,
OPC UA defines multiple security modes that enable devices
to protect the authenticity, integrity, and confidentiality of
data in transit.

Before devices are able to protect their communication
using the OPC UA security modes, they must be securely
provisioned. During secure provisioning, devices are trans-
formed from their manufacturing state to a configured state
that enables using the devices in a functional and secure
manner. In case of OPC UA, secure device provisioning
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TABLE 1. Overview of investigated products, standards, and academic
works.

includes supplying devices with the necessary configuration,
user credentials, device credentials, and trust relationships for
secure communication. Since every device needs provision-
ing, the effort for device provisioning scales at least linearly
with the number of devices. Large installations of devices are
therefore highly sensitive to delays introduced by provision-
ing. Especially manual tasks are time-consuming and thus
impractical for large installations. For this reason, it is desired
to automate device provisioning as much as possible, up to
a degree where no manual intervention is required, which is
referred to as zero touch provisioning.

Automated provisioning solutions not only provide the
means to scale deployments from single to dozens of
devices, they also have an essential impact on the security
of OPC UA deployments. An inappropriately executed pro-
visioning can lead to insecure OPC UA configurations that
enable adversaries to eavesdrop or even manipulate com-
munication between industrial devices. By performing such
attacks, adversaries can steal confidential data or tamper
with industrial processes, causing economical damage, phys-
ical damage, and human harm [3]. Despite the availability
of partly automated mechanisms for secure provisioning of
OPC UA and guidelines on how to apply them [4], correct
application of these mechanisms is still a challenge. In fact,
it has recently been shown that 92% of all Internet-facing
OPCUA devices are configured deficiently, e.g., due to miss-
ing access control, disabled security modes, use of deprecated
cryptographic primitives, or certificate reuse [5]. In addition
to properly applying a provisioning solution, it is also vital
that the solution itself provides a sufficient level of security.
Insecure provisioning solutions enable adversaries to manip-
ulate the provisioning process. This allows adversaries to
maliciously configure and corrupt OPC UA deployments.

Although secure provisioning is essential for OPC UA
security and usability, it is so far inappropriately addressed
both in industry and academia. Today, a mixture of propri-
etary, standardized, and academic provisioning solutions are

prevalent and there exists no work that has systematically
analyzed and compared these solutions. This makes it hard
for users and operators to reason about the requirements,
degree of automation, applicability, and security properties
of OPC UA secure provisioning solutions.

This article presents the first investigation of secure device
provisioning solutions that are available for OPC UA or
could be applied to OPC UA. The investigation includes
existing provisioning solutions for OPC UA from industry
and academia, as well as related provisioning solutions from
the Internet of Things (IoT) domain. Table 1 provides an
overview of the investigated products, standards, and aca-
demic works. To enable a fair and systematic comparison,
fourteen evaluation criteria are defined and applied to the
regarded provisioning solutions. Finally, the results of the
comparison are discussed and recommendations are given.

A. CONTRIBUTIONS
This investigation of secure device provisioning solutions for
OPC UA provides the following contributions:

• Definition of objectives and evaluation criteria that are
used for subsequent evaluations of OPC UA secure
device provisioning solutions (Section III)

• Analysis and evaluation of

- - state-of-the-art secure device provisioning solu-
tions for OPCUA, collected from existing standards
and industrial products (Section IV)

- - emerging secure device provisioning solutions for
OPC UA, gathered from academic works and cur-
rent standardization efforts (Section V)

- - potential future secure device provisioning solu-
tions for OPC UA, based on solutions from the IoT
domain (Section VI)

• Identification of research gaps and recommendations on
secure provisioning for OPC UA (Section VII)

II. BACKGROUND
This section covers an introduction to OPC UA security
mechanisms and the objectives of secure device provisioning
for OPC UA.

A. OPC UA SECURITY
The OPC UA specification [29] defines three security
modes for secure communication: None, Sign, and SignAn-
dEncrypt. These modes offer unprotected communication
(None), authenticated communication (Sign), and authenti-
cated as well as confidential communication (SignAndEn-
crypt). In addition, multiple security policies are defined
that specify the cryptographic algorithms and their param-
eters to realize the different security modes. All security
modes and policies have in common that an OPC UA client
and an OPC UA server first need to perform a security
handshake to establish an OPC UA communication chan-
nel. Figure 1 illustrates this security handshake. During the
security handshake, client and server authenticate themselves
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FIGURE 1. Illustration of establishing a secure OPC UA connection between an OPC UA client and OPC UA server.

using their OPC UA Application Instance Certificate, which
are X.509 compliant digital certificates. These certificates
are mutually exchanged and verified between devices when
initiating a secure communication session. To verify received
certificates, each device maintains a Trust List. This list con-
sists of certificates that are trusted by the device. A received
certificate is considered valid, if it is either in the trust list
itself (see client in Figure 1) or part of a certificate chain that
has an anchor in the trust list (see server in Figure 1). Devices
store their certificates in a so-called Certificate Store, which
contains a separate location for own certificates (Application
Instance Certificates) and trusted certificates (Trust List).

In OPC UA, the management of certificates and trust
lists can be carried out by a Global Discovery Server
(GDS), as defined in part 12 of the OPC UA specification
(OPC 10000-12) [16]. The GDS can automatically discover
devices on the network and provide them with the necessary
certificates and trust lists. The GDS can also serve as a link to
an existing Public Key Infrastructure (PKI) that can be used
to issue certificates for OPC UA devices and applications.
Unfortunately, the GDS does not solve secure provisioning.
This is because OPC UA does not specify how a GDS and a
device initially establish trust in each other. For this reason,
trust on first use (TOFU) is a common approach that is fol-
lowed when the GDS and a device communicate for the first
time. In the TOFU model, it is assumed that the certificate
received from an endpoint on the first connection attempt is
genuine. Devices store this certificate in their trust list and
use it to verify all subsequent connections to the respective
endpoint. TOFU relies on the assumption that an adversary
does not tamper with the first connection to the device.
An adversary who can tamper with the first connection can
impersonate a GDS towards a benign device or impersonate
a device towards a benign GDS. Thus, TOFU allows the
adversary to corrupt the provisioning of devices and under-
mine the security guarantees provided by OPC UA. For more
information about the GDS, please refer to Section IV-A,

which provides a detailed analysis of the OPC 10000-12
specification.

In 2016, the German Federal Office for Information Secu-
rity (BSI) published a security study of OPC UA [4]. In the
study, the OPCUA specification in version 1.02 was analyzed
and the ANSI C implementation of the OPC Foundation
was tested. The security study concludes that OPC UA pro-
vides a high level of security and that no systematic errors
were detected. Unfortunately, provisioning was not studied in
detail, mainly because part 12 of the OPC UA specification
(OPC 10000-12) was still in an early state.

Please note that part 14 of the OPC UA specification
defines an additional publish-subscribe mode (OPC UA
PubSub) [30]. OPC UA PubSub is outside the scope of this
article, as it uses different security mechanisms. Instead of
relying on a mutual authentication with certificates, it makes
use of a central key server that distributes symmetric keys for
protected communication.

B. SECURE DEVICE PROVISIONING OBJECTIVES
Device provisioning is the task of transforming a device
from its manufacturing state into an operational state. Secure
device provisioning adds security as a requirement to this
process. The end result of secure provisioning is a functional
state of the device that complies with the security objec-
tives of the operator. A secure functional state depends on
the particular application setting. For OPC UA, it includes:
(i) configuration of security modes and policies, (ii) configu-
ration of user credentials (e.g., users, groups, and passwords),
(iii) configuration of credentials on the device itself as well
as on related devices (e.g., Global Discovery Servers, Aggre-
gation Servers), and (iv) establishment of trust relationships
(e.g., configuring the appropriate certificates in the respective
trust lists). For a secure provisioning, the transformation of
the device from the manufacturing state to the operational
state must happen in a secure manner. A secure transforma-
tion includes:
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• Device Identification and Authentication: Only legiti-
mate devices can connect to an operator’s network.

• Network Identification and Authentication: From a list
of available networks, the device only connects to legiti-
mate ones. This is more important in wireless use cases.

• Configuration: Transfer the necessary information for
the device to operate in a secure way. This may, in addi-
tion to necessary configuration for functional operation,
also contain information to connect to another network
(i.e., when the first network is used only temporarily as
a provisioning network).

The aforementioned secure provisioning objectives are
referred to in the next section, when defining the comparison
criteria.

III. SECURE OPC UA DEVICE PROVISIONING
COMPARISON CRITERIA
This section presents criteria that enable analyzing, compar-
ing, and assessing device provisioning solutions for OPCUA.
In general, secure device provisioning solutions impose dif-
ferent requirements on involved parties and vary in their
assumptions and goals. For a thorough comparison between
secure device provisioning solutions, their differing proper-
ties need to be considered. In specific, the following compar-
ison criteria are regarded:

1) DEVICE REQUIREMENTS
Secure provisioning solutions impose different requirements
on devices, since they require devices to possess certain
hardware properties to operate or to achieve their security
goals. In particular, the following device requirements were
identified:

• Hardware Resources: Necessary computational
resources to implement and execute the respective pro-
visioning solution, e.g., enough computing power to
perform expensive cryptographic operations.

• Secure Hardware: Hardware features to enable support
for specific security operations, e.g., secure boot, remote
attestation, or secure storage for cryptographic material.

• Out-of-band Communication Channel: An additional
way to get information from the device, e.g., via NFC,
Bluetooth, USB dongle, or QR code printed on device
casing.

The fewer device requirements a secure provisioning solu-
tion has, the more devices are suited to implement the solu-
tion. Thus, low device hardware requirements are desirable.

2) INFRASTRUCTURE REQUIREMENTS
Secure device provisioning solutions impose different
requirements on the infrastructure of actors that are involved
in the supply chain, e.g., manufacturers, vendors, integrators,
or operators. Thus, actors must initially set up the neces-
sary infrastructure before a specific secure provisioning solu-
tion can be put into operation. The following infrastructure
requirements were identified:

• Unique Device Credentials: Manufacturers must have
the necessary production infrastructure to equip
each manufactured device with unique cryptographic
credentials.

• Offline Manufacturing CA: Manufacturers must main-
tain a Certificate Authority (CA) that signs electronic
information during the manufacturing of devices, e.g.,
IEEE 802.1AR DevID certificates [31].

• Online Manufacturing CA: Manufacturers must main-
tain a CA that is remotely accessible and signs electronic
information for devices during the provisioning phase.

• Global Discovery Server: Operators must maintain
a Global Discovery Server (GDS) that automates
the OPC UA certificate management according to
OPC 10000-12 [16] (see Section IV-A).

• Provisioning Device:Operators must maintain a specific
device that automates the secure provisioning of devices.

Low infrastructure requirements are desirable to minimize
the cost, complexity, and effort for setting up the necessary
secure provisioning infrastructure.

3) DEGREE OF AUTOMATION
Secure provisioning solutions impose a varying degree of
manual effort on actors. The degree of automation largely
impacts the scalability of a provisioning solution, as man-
ual effort constitutes the bottleneck for provisioning. Three
degrees of automation are considered in this work:

• Low Automation: Solutions in this category need sig-
nificant manual effort per device. This is, for instance,
the case, if a device certificate needs to be manually
generated and copied to each device.

• Medium Automation: Solutions in this category provide
semi-automated provisioning with lowmanual effort per
device. For example, when each device must be con-
nected to an automated provisioning tool.

• High Automation: This category contains solutions that
provide automated provisioning with practically no
manual effort per device. For example, when after a
one-time manual configuration of the provisioning sys-
tem, devices only need to be connected to the network.

To reducemanual effort and increase scalability, provision-
ing solutions should strive for a high degree of automation.

4) INDUSTRIAL APPLICABILITY
The applicability of a secure provisioning solution is another
important evaluation criteria. It determines the effort required
to apply a solution to the industrial (IoT) environment.
The specific properties of the industrial environment, which
may differ from typical IoT environments, need to be con-
sidered. These properties include, for example, limited or
non-existing connectivity to other networks (incl. Internet
access), unavailability of a directory service (like Active
Directory), or real-time demands. The following categories
are regarded:
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• Low Applicability: Substantial efforts are needed to
apply the provisioning solution in industrial environ-
ments.

• Medium Applicability: The solution can be applied to
most industrial use cases, but may require workarounds.

• High Applicability: The solution can be used in indus-
trial environments without requiring modifications.

A high industrial applicability is most desirable, as it leads
to improved adoption chances of a provisioning solution.

5) APPLICABILITY TO OPC UA
This evaluation criteria assesses the effort required to apply
the solution to OPC UA. The following categories are
considered:
• Low Effort: The solution can easily be integrated into
OPC UA, for example by mapping the necessary steps
of the solution to methods already available in OPC UA
and using services already defined in OPC UA.

• Medium Effort: To apply the solution to OPC UA, new
concepts have to be introduced to OPC UA that are not
yet defined in the OPC UA specification.

• High Effort: The solution would need fundamental
changes in at least some OPC UA concepts or introduce
new dependencies outside of OPC UA and would hardly
be compatible with existing OPC UA implementations.

The lower the effort, the fewer changes need to be made to
the provision solution or an OPC UA implementation, which
is most desirable.

6) SECURITY PROPERTIES
Secure device provisioning solutions aim at different security
goals and thus offer varying levels of security. To analyze
security, it is crucial to define the attacker’s capabilities.
This work assumes the well-known Dolev-Yao adversary
model [32] that includes the characteristic capabilities of
an internal attacker. Hence, the adversary can eavesdrop,
modify, delete, or insert any message between devices in
the network. To fulfill the secure provisioning objectives,
a secure provisioning solution must accomplish the following
security properties against a Dolev-Yao adversary:
• Authentication of Devices: Devices authenticate
themselves towards the operator’s network during pro-
visioning. Note that this may require the exchange of
credentials, e.g., certificates, before provisioning.

• Authentication of Operator: The operator’s network
authenticates itself towards the device during provision-
ing. Note that this may require the exchange of creden-
tials, e.g., certificates, before provisioning.

• Protected Communication Channel: The integrity and
confidentiality of data that is exchanged during pro-
visioning is protected, including, for instance, secret
information, such as private keys.

In general, secure provisioning solutions that offer a high
security level are favorable. However, depending on the
particular deployment scenario, certain security goals may

not be required, e.g., authentication of the network towards
devices.

IV. OPC UA SECURE PROVISIONING: STATUS QUO
In this chapter, the state-of-the-art in OPC UA device pro-
visioning is investigated by first summarizing the existing
OPC UA specification in Section IV-A and then analyzing
OPC UA products on the market in Section IV-B.

A. CURRENT STANDARD: OPC 10000-12
Secure device provisioning is mainly addressed in part 12,
Discovery and Global Services, of the OPC UA specifica-
tion [16]. OPC 10000-12 describes the various functions of
the Global Discovery Server (GDS). Most relevant for secure
provisioning are the Certificate Management functions of the
GDS. They are used to manage and distribute certificates and
trust lists to OPCUA applications. This is performed by using
either the Pull or Push Management operation mode. In Pull
Management, a client calls functions on the GDS to request
a new application certificate or retrieve a list of trusted cer-
tificates. In Push Management, the GDS is remotely calling
functions on an OPC UA application to trigger the creation
of a certificate request, install new certificates, or update
the certificate trust list of the application. The specification
envisions Pull Management to be used by OPC UA clients
and Push Management to be used for OPC UA servers.

Concerning the initial provisioning, the specification gives
only few references on how to handle it securely. The GDS
shall operate in a mode where any OPC UA application
can connect with an arbitrary certificate and use admin-
istrative credentials to authenticate against the GDS. For
OPC UA servers, the specification proposes a provisioning
state. OPCUA servers in provisioning state allow clients, e.g.,
a GDS, to connect with an untrusted certificate, authenticate
with administrative credentials, and perform the certificate
provisioning using Push Management. After this provision-
ing, only clients with trusted certificates shall be able to
connect and perform certificate management actions. The
specification also describes the possibility for an application
vendor to use an out-of-band channel for the initial certificate
provisioning.

1) EVALUATION
While the usage of secure storage is encouraged by the
OPC UA specification, it is not mandatory. All provisioning
steps can be achieved using the OPC UA protocol itself
without relying on out-of-band channels. OPC 10000-12 does
not pose any infrastructure requirements other than having a
GDS available and enables a highly automated provisioning.
It is fully applicable to the industrial environment, as only
local infrastructure is needed. As it is part of the OPC UA
specification, its implementation requires only low effort and
all communication is protected by OPC UA secure chan-
nels. However, TOFU is proposed for the first connection
between devices and the GDS. Thus, there is no authenti-
cation of neither the operator nor the device itself during
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provisioning. This allows an adversary to perform so-called
Man-in-the-Middle (MITM) attacks, in which the adversary
impersonates a device towards a benign GDS and vice versa.
This way, the adversary can first sniff the administrative
credentials from a connection with the benign GDS and then
use those credentials to authenticate itself towards the benign
device. Thus, the adversary has complete control over the
provisioning and can deploy forged certificates to undermine
the security of all subsequent OPC UA connections with the
device.

B. OPC UA COMMERCIAL PRODUCTS
This section investigates OPC UA Programmable Logic
Controllers (PLCs) and OPC UA gateways on the market
to analyze the state-of-the-art in secure device provision-
ing for OPC UA. The analysis focuses on the most pop-
ular OPC UA products coming from manufacturers with
the largest market shares. More specifically, four PLCs, the
B&R X20 System [6], WAGO PFC200 [7], Phoenix Contact
AXC F 2152 [8], and Siemens SIMACTIC S7-1500 [9],
as well as three OPC UA gateways, the Unified Automa-
tion UaGateway [10], Softing uaGate SI [11], and Turck
RFID-Gateway [12], are regarded. It is refrained from map-
ping findings to specificmanufacturers and products. Instead,
the amount of products fulfilling a particular criterion is
quantified and compared to the rest of products. This way,
anonymity is guaranteed to some degree without distorting
conclusions that can be drawn from the analysis. The findings
are based on information from product manuals as well as
investigations of the provided product tools and testing of the
actual products. Table 2 summarizes the main results, which
are elaborated in the following paragraphs.

There are two options provided by the investigated prod-
ucts to manage OPC UA certificates: (i) a Web-based Man-
agement (WBM) interface, and (ii) an engineering software.
Three out of the seven devices implement aWBM. Thus, they
run a Web server that can be accessed with a Web browser to
configure the OPC UA server. In addition, five of the seven
devices enable OPC UA management over their engineering
tool. Engineering tools are commonly used by technicians
to configure and program the PLC or gateway device. One
device offers OPC UA management over both WBM and
engineering tool. In this case, the engineering tool provides
more configuration options than the WBM.

On all devices, the first connection with the web browser
or engineering tool to the device is either unprotected or
based on a not yet established trust relationship. In case of
WBM interfaces, two devices make use of default administra-
tor credentials over a plain (unprotected) HTTP connection.
After connecting to the device, the default credentials can be
changed, but protection via HTTPS cannot be activated. Thus,
an adversary who eavesdrops on the communication between
an administrator and the devices, can sniff the administra-
tor credentials and then impersonate the administrator to
control the device. On the third device that offers a WBM,
the security level is slightly higher, since the device is shipped

TABLE 2. Summary of OPC UA product analysis.

with a self-signed TLS certificate and unique administrator
credentials printed on the device casing. However, as long
as the WBM certificate is not in the administrator’s trusted
root certification authorities store, an adversary can perform
MITM attacks and likewise sniff credentials during login.
This is in particular the case for the initial connection, where
the administrator receives the device’s WBM certificate for
the first time.

A similar level of security is provided by the investigated
engineering tools. Initially, all devices communicate with
their engineering tools over an unprotected communication
channel using default administrator credentials. After login,
the devices allow administrators to change credentials and
to protect the communication channel by deploying certifi-
cates and using TLS. Nevertheless, this mechanism like-
wise allows an adversary to perform MITM attacks on the
initial connection, sniff credential, and bypass any security
measures established thereafter. For this reason, none of the
analyzed products fulfill any of the defined security goals (see
Section III-6) on a secure provisioning solution.

After login to the WBM or engineering tool, OPC UA
certificates can be managed as follows: All investigated prod-
ucts initially come with a self-signed OPC UA certificate.
This certificate can be regenerated ad hoc in all but one
product. The particular product only allows to upload a new
OPC UA certificate that has been generated externally (e.g.,
by openssl). Using the WBM interface or engineering tool,
all products allow retrieving the current OPC UA certificate,
which is needed to install the certificate in the trust list of
OPC UA communication partners. WBMs and engineering
tools also support the other way around, as they allowmanag-
ing the products’ trust list by adding and removing OPC UA
certificates from other parties.

To ease the deployment and management of OPC UA
certificates, the tool of one device is additionally capable
of managing CA certificates. It allows generating a CA
certificate and corresponding OPC UA certificates that are
signed by the CA. This is useful when provisioning multiple
devices, as only a single CA certificate needs to be provided
to communication partners, instead of multiple self-signed
certificates.
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When it comes to guidelines and best practices on secure
provisioning for OPC UA, there exists a specific certifi-
cate deployment strategy only for one product. In all other
cases, OPC UA certificate deployment and management is
left unspecified. Furthermore, only two devices support a
Global Discovery Server (GDS) for managing certificates
after provisioning, of which only a single device supports
both push and pull model (see Section IV-A). The rest of the
devices only allow certificate deployment and management
over their respective provisioning tool. In addition, one device
is equipped with an IEEE 802.1AR IDevID certificate [31] by
themanufacturer. IDevID certificates can be used to bootstrap
trust by verifying the authenticity of the device. They are
typically used by more advanced device provisioning solu-
tions (see Sections V-B and VI-B). However, the particular
device provides no mechanisms to make use of the equipped
IDevID certificate and the certificate is also not mentioned in
the documentation.

1) EVALUATION
All analyzed OPC UA products offer tools for deploying
and managing OPC UA certificates, either in form of a
WBM interface, an engineering software, or both. The device
requirements are medium, since devices have no secure stor-
age or special hardware features, but need to run a dedicated
service for communicatingwith aweb browser or engineering
software. Demands on the infrastructure of manufacturers
and operators are typically very low. This is because only one
manufacturer equipped his product with unique credentials
and a certificate signed by the manufacturer CA. Further-
more, since provisioning is performed via WBM and/or engi-
neering tool, operators are not required to maintain a GDS
or a particular provisioning device. Due to the low device
and infrastructure requirements, applicability in the industrial
context is high. On the other hand, the degree of automation is
low, since the provisioning is a highly manual process for the
operator who needs to manually connect to involved devices
and modify their trust list and their OPC UA application
certificates. In addition, a lack of guidance and best practices
make the secure provisioning of the analyzed products an
obscure process that requires external knowledge in OPC UA
as well as security. Furthermore, most products still do not
support OPC 10000-12, despite the standard being released
for more than five years. Thus, certificate management after
provisioning requires manual effort, leading to scalability
issues in large networks. Most concerning, however, is the
weak security level of the provisioning process in the ana-
lyzed OPC UA products. In all cases, the initial connection
phases are prone to attacks that enable undermining any
security measures provided by OPC UA. The root cause for
this security issue is the absence concepts and mechanisms
to bootstrap trust before initiating secure connections. For
instance, trust can be bootstrapped from certificates that are
deployed via a secure out-of-band channel, as described in
the following chapters.

V. OPC UA SECURE PROVISIONING: EMERGENCE
In this chapter, emerging OPC UA device provisioning
solutions are investigated. Section V-A summarizes aca-
demic solutions related to secure provisioning for OPC UA.
Section V-B describes the OPC 10000-21 draft, an upcoming
standard for secure provisioning of OPC UA devices.

A. ACADEMIC WORK
The different possible trust models in OPC UA, based on cer-
tificates, have been discussed and evaluated by Fernbach and
Kastner [22]. Furthermore, Karthikeyan and Heiss [23] stud-
ied the usage of certificates in OPC UA and the challenges
thereof. Both publications come to the conclusion that the
certificate management process of OPC UA requires further
study, but both works do not inspect the actual provisioning
of devices, thus, the bootstrapping of trust.

More relevant investigations for the bootstrapping of trust
in OPC UA have been conducted by Birnstill et al. [24]
and Bienhaus et al. [25]. They researched the utilization of
trusted platform modules (TPMs) for integrity attestation and
key management in OPC UA applications. This approach
can guarantee that credentials or specific application states
are unmodified (e.g., using remote attestation). Nevertheless,
both works do not solve the provisioning, since they assume
credentials or anchors of trust to be distributed beforehand.

In order to solve the provisioning issue, two major types
of approaches have been proposed so far. The first approach
makes use of certificates or keys that are stored on mobile
USB dongles or SD cards [26], [27]. Blume et al. [27]
described an approach for industrial environments, where a
USB dongle is connected to a network participant, which has
to run a specific software. This software is used to enable
the OPC UA-based communication between the dongle and a
Licence Central (LC). This way, the certificates stored on the
USB dongle can be used by applications on the device and
are manageable by the LC. An alternative has been presented
by Meier et al. [28] based on an approach that establishes
initial trust using a portable provisioning device. By using a
direct wire connection between the provisioning device and
a target device, the target device is provided with secure
onboarding credentials. This mechanism has been applied
to OPC UA based on standardized GDS functions. For this
purpose, the provisioning device hosts a GDS that provisions
the target device using TOFU. Security is ensured by the
direct connection between provisioning device and target
device, which prevents the presence of a Dolev-Yao attacker.

1) EVALUATION
Both approaches, solving the provisioning issue, leverage
additional hardware and out-of-band communication [27],
[28]. However, whereas the first approach [27] requires a pro-
prietary software on each network participant and the dongles
must remain connected to the devices in order for them to
remain functional, the second approach [28] requires just one
provisioning device that is only used for the short period of
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provisioning and does not demand any additional software on
the provisioning target. Furthermore, both techniques require
certain (local) PKI- and/or GDS-functionality and offer a
moderate level of automation. Due to the high hardware- and
software-requirements, the industrial applicability of the don-
gle solution is in the low to medium range. The provisioning
device solution, however, is highly applicable to OPCUA and
in industrial systems due to its compliance to the OPC UA
standard. Since the dongle approach is basically an external
certificate store, it should also not require much effort to use it
with OPC UA. Security of the provisioning device approach
has been successfully validated against a Dolev-Yao attacker.
Yet, security has not been analyzed for the dongle approach.
However, since both approaches exclude the actual network
from the provisioning, the security criteria from section III
can be argued to be met by both of them.

B. UPCOMING STANDARD: OPC 10000-21 DRAFT
OPC 10000-21 is an emerging standard for the secure and
automated provisioning of OPCUA devices [33]. While most
device provisioning use cases focus on the relationship and
security functions between device, manufacturer, and opera-
tor, OPC 10000-21 also takes intermediate steps of the device
lifecycle into account. It assumes that a device is handled
by a multitude of parties before it is put into operation:
manufactured by a vendor, assembled into a compound device
by a machine builder, sold by a distributor, installed, and
configured by an integrator, and finally operated, maintained,
and decommissioned by an operator. OPC 10000-21 sets the
goal of not only providing a secure device identification and
authentication but also a secure log of all stages. Figure V-B
illustrates the security measures of OPC 10000-21 during the
device lifecycle, which are also described in the following.

To bootstrap security, manufacturers equip devices with an
asymmetric key pair and an IEEE 802.1AR Initial Device
Identity (IDevID) certificate [31] for this keypair. The IDevID
is used as trust anchor for the device to prove its identity.
Using the IDevID, manufacturers produce a so-called Devi-
ceIdentityTicket, a separate digital document that describes
a device (e.g., device name, revision, and serial number),
and that is signed by the manufacturer with a separate PKI.
Through the IDevID, a DeviceIdentityTicket is bound to the
specific device. Once trust in a DeviceIdentityTicket is estab-
lished by checking the manufacturers signature, trust in the
source and genuineness of the device can be established by
checking if it has the private key to the corresponding IDevID.

Since OPC 10000-21 takes the whole lifecycle of a
device into consideration, it also provides mechanisms for a
MachineIdentityTicket, which may include a number of Devi-
ceIdentityTickets. A MachineIdentityTicket is produced and
signed by a machine builder. Trust into a machine includes
recursive trust into all included devices, which can be checked
via the included DeviceIdentityTickets. With these mecha-
nisms, each actor in the lifecycle can use the tickets provided
by the previous actor to establish trust in devices. This works
even for large composite devices. Eventually, the last actor in

the chain, the operator, verifies the authenticity of the (com-
posite) device before deployment. After verification, opera-
tors rely on OPC UA discovery (using the OPC 10000-12
standard) to securely provide new devices with necessary
configurations and certificates for the network. This way,
in combination with OPC 10000-12, protection against mali-
cious devices and eavesdropping as well as manipulation of
the used communication channels is provided.

However, the current draft does not include mechanisms
to protect the device itself from being provisioned by a mali-
cious actor, since there are no mechanisms for identification
and authentication of the operator and its network. This func-
tionality can be added with standard OPC UA user authenti-
cation, though, if manufacturer and operator can agree on the
necessary credentials.

1) EVALUATION
Although a strong trust anchor is needed for devices, there
are no additional device requirements, given that the selected
cryptographic primitives can be used for OPC UA secure
channels as well (e.g., using an RSA keypair). If the
IDevID keypair uses cryptographic primitives that are not
used in OPC UA, then the implementation of these cryp-
tographic primitives are an additional requirement for the
device. Cryptographic keys are recommended to be stored
in a hardware-protected memory. All communication with
the device is done via OPC UA. Devices do not need an
additional out-of-band communication channel, which saves
complexity and cost in manufacturing. Having no additional
communication channel also saves security hardening effort
in operation. Infrastructure requirements, however, are sig-
nificant. For unique device credentials, manufacturers must
adjust manufacturing processes to generate these credentials
and sign them via an (offline) manufacturing CA. Addition-
ally, the ticket system needs another, potentially unrelated
PKI, which - in theory - could be realized as a separate
offline PKI but is more likely to be implemented by using
the already existing web PKI. Provisioning infrastructure
needs not only compliant provisioning servers, but also an
OPC 10000-12 GDS implementation. These applications
could potentially reside on the same physical server. How
tickets are managed and distributed is out of scope for the
standard. It is likely, though, that automated solutions for this
will emerge. Given that ticket management can be automated,
OPC 10000-21 allows for a high automation degree, is fully
applicable to the industrial use case, and - being an OPC UA
standard - realizable in OPC UA with low effort. While secu-
rity properties include full authentication of devices towards
the operator’s network, support for authentication of the oper-
ator’s network towards devices is not implemented in the
current draft. Otherwise, a high level of security is achieved.

VI. OPC UA SECURE PROVISIONING: OUTLOOK BASED
ON THE INTERNET OF THINGS DOMAIN
Secure provisioning is also an important process in the lifecy-
cle of IoT devices [34]. Since OPC UA is a communication
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FIGURE 2. Illustration of OPC 10000-21 security measures during device lifecycle. A vendor manufactures a device with a
public/private keypair, an IDevID certificate and a signed DeviceIdentityTicket that includes a reference to the certificate.
A machine builder assembles a machine using two devices and checks the corresponding DeviceIdentityTickets in the
process. For the new machine, a MachineIdentityTicket is generated and signed. An operator finally checks the
MachineIdentityTicket, the included DeviceIdentityTickets, and uses the certificates for establishing secure OPC UA
channels with the devices.

protocol for Industrial IoT (IIoT), there are similarities and
synergies between secure provisioning for IoT, IIoT, and
OPC UA. Therefore, in this chapter, an outlook into the
potential future of secure provisioning for OPC UA is given
based on solutions from the IoT domain. Section VI-A takes a
deeper look into the provisioning of contemporary IoT prod-
ucts. Section VI-B then outlines current and future standards
for the provisioning of IoT devices.

A. IoT COMMERCIAL PRODUCTS
To investigate the secure provisioning in commercial IoT
products, this analysis focuses on the most wide-spread and
mature IoT platforms. In specific, three platforms are inves-
tigated: (i) Microsoft Azure’s IoT Hub Device Provisioning
Service (IOT-DPS) [13], (ii) Amazon’s AWS Device Provi-
sioning [14], and (iii) Google’s Cloud IoT Core [15]. It is
again refrained from naming specific products in the findings.

In general, device provisioning follows the same principles
on all three platforms. They all require devices to be ini-
tially equipped with specific credentials that enable them to
securely connect to the provisioning service of the respective
platform. Over this secure connection, the provisioning ser-
vice configures the device, such that the device then securely
connects to the actual service on the platform. However, there
are differences between platforms in the way devices initially
authenticate themselves towards the provisioning service.

All three platforms allow authentication based on a
self-signed or CA-signed X.509 device certificate that
belongs to a unique device key. In this case, a CA certificate
or self-signed certificate that enables verifying the device
certificate must be provided to the respective service before
provisioning. In addition, there are three more authentica-
tion mechanisms, each offered by one platform. The first

is authentication based on a symmetric key that is shared
between device and service. The second is authentication
based on the device’s TPM, where the TPM endorsement
key is used to bootstrap security. In this case, the device’s
attestation key and registration ID must be provided to the
platform before provisioning. The third mechanism is boot-
strapping security from a trusted user. It allows a trusted
party, e.g., a mobile app, to obtain a temporary provisioning
certificate for the device that should be provisioned. Using
the temporary provisioning certificate, the device securely
retrieves a permanent certificate and configuration for regular
operations from the provisioning service.

1) EVALUATION
On average, device requirements are comparable to the previ-
ously described OPC 10000-21 draft (see Section V-B) and,
thus, medium. Exceptions are (i) TPM-based authentication,
which demands secure hardware features, and (ii) authenti-
cation based on a symmetric key, which relies on less com-
putationally intensive cryptography and thus demands less
hardware resources. Requirements on the infrastructure are
dependent on the particular party. Manufacturers must equip
each of their devices with unique credentials, which may also
imply maintaining a (local) CA to issue X.509 certificates.
In addition, demands on the platforms are high. They must
realize a provisioning service that is always accessible via
Internet, which includes maintaining one or multiple CAs,
databases, APIs, etc. Since the heavy-lifting is done bymanu-
facturers and platforms, on the operator’s side, infrastructure
requirements are low and the degree of automation is high.
In specific, operators must only ensure Internet access for
devices to realize a fully automated provisioning. Neverthe-
less, for security or infrastructure reasons, industrial devices
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are often disconnected from the Internet. Therefore, applica-
bility in the industrial context is problematic. In addition, sig-
nificant effort is needed to port the platform-based provision-
ing approaches to an OPC UA use case. Finally, the provided
security properties are high. With the offered authentica-
tion mechanisms and the platform-centric approach, mutual
authentication is realized during provisioning. This is not
achieved with any OPC UA-related provisioning solution.
The only exception is authentication based on a trusted user,
which provides less security guarantees, but enables an alter-
native approach for cases where devices cannot be equipped
with credentials beforehand.

B. EMERGING IoT SECURE PROVISIONING STANDARDS
The basis for several IoT provisioning protocols is
RFC8366 [17], which is well-known in the domain of IoT
provisioning standards. RFC8366 specifies a voucher arti-
fact, which is a YANG-defined [35] JSON document that
can be used to securely integrate a new device, called pledge,
into a network. It expects the device to be equipped with an
IDevID. The details of the secure provisioning process using
this artifact are defined by subsequent specifications based on
RFC8366. The voucher artifact is signed by the manufacturer
of the pledge, who implements a Manufacturer Authorized
Signing Authority (MASA). It holds a defined set of provi-
sioning information, including an expiry date, the device’s
serial number, assertions, and a nonce. Most importantly, the
voucher can convey a pinned-domain-cert that the device can
use to authenticate the owner. The validity of vouchers can
vary, ranging from one-time use to time-bound usages.

The IETF draft BRSKI [19] is one of the specifications
that are based on RFC8366 vouchers. It extends the Enroll-
ment over Secure Transport (EST) [36] standard to establish
secure provisioning, enabling the pledge to also establish
trust in the network using the owner’s registrar. It defines the
respective steps for the secure provisioning: Discover, Iden-
tify, Request Join, Imprint, Enroll and Enrolled. In BRSKI,
devices are exclusively identified using their serial-number. It
also extends the RFC8366 voucher definition, adding a prior-
signed-voucher-request, as well as a proximity-registrar-cert.
This enables a proximity confirmation of the pledge and
registrar. BRSKI also extends EST with multiple well-known
addresses to perform the voucher handling. Being based on
RF8366, BRSKI depends on an initial device identity cer-
tificate that needs to be installed by the vendor. In BRSKI,
the trust establishment with the manufacturer is out-of-scope.

RFC8572 [18], also referred to as Secure Zero Touch Provi-
sioning (SZTP), is another voucher-based secure provisioning
specification. It aims at enabling non-technical workers to
securely bring-up new devices in remote networks, without
the need for prior configuration. Its functionalities include
updating the boot image, adding an initial configuration, and
executing arbitrary scripts. After executing SZTP, a device
should be able to establish secure connections with the net-
work. In SZTP, the sources for these information can be
removable media, a DNS server, a RESTCONF bootstrap

server, or DHCP. SZTP requires devices to follow a specific
boot sequence. Because SZTP is relying on RESTCONF [37]
andNETCONF [38], it allows to enroll certificates at any later
time, in contrast to BRSKI.

The 6tisch Zero-Touch Secure Join protocol [20] is a pro-
file of the Constrained-Voucher Draft [39], which adjusts
RF8366 to low-end devices. It aims to enable the secure intro-
duction of new nodes to a 6tisch network without requiring
direct modifications of the node. Compared with BRSKI, the
following protocol details are changed or replaced: HTTP is
replacedwith CoAP, TLS is replacedwith EDHOC/OSCOAP
and CoAP, Anchor certificate is replaced with Raw Public
Key, PKCS7 signed JSON is replaced with COSE signa-
tures, GRASP discovery mechanism is replaced with beacon
announcement, and proxies as well as expiry dates are not
used. The main purpose of these changes are to improve the
applicability to resource constrained devices.

In contrast to the previously described standards,
the Device Provisioning Protocol (DPP) [21] does not build
upon RFC8366. Instead, it was developed by the WiFi
Alliance as a successor of the WiFi Protected Setup (WPS),
and is part of WPA3. Its goal is to easily integrate clients
into a WiFi network while eliminating the weak points of
WPS. With DPP, devices can join a network without the
need to enter login details, like an SSID and a key. Thus,
DPP is, in particular, suited for IoT devices that have no user
interface. For secure provisioning, an access point and an IoT
device make use of an out-of-band communication channel,
e.g., established via QR code or NFC tag. The operator uses
a smartphone with a provisioning app to initiate a secure
channel between access point and IoT device based on the
out-of-band channel. Finally, the access point configures the
device over the secure channel.

1) EVALUATION
In general, device requirements are medium. RFC8366 rec-
ommends the usage of HSMs to protect cryptographic
material, while DPP prescribes the implementation of an out-
of-band communication channel. The infrastructure needs
depend on the standard. Voucher-based solutions have very
high infrastructure requirements. They demand that manu-
facturers equip their devices with unique IDevID certificates
and maintain a provisioning service that issues certificates
during the provisioning process. Furthermore, they require
operators to set up a provisioning device or service, for
example, the registrar in BRSKI. DPP, on the other side, only
needs a smartphone with an app and a compliant access point
as infrastructure. RFC8366-based solutions can be highly
automated and the provisioning steps are clearly defined.
Manual steps mainly concern security checks of logged infor-
mation. In DPP, manual effort is needed to obtain information
from the out-of-band channel with the smartphone, which is
why the degree of automation and industrial applicability is
medium. Because RFC8366-based solutions implement an
online process for voucher request and creation, these solu-
tions are not fully applicable to typical industrial use cases.
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TABLE 3. Summary of evaluation for secure device provisioning solutions

All described standards can be applied to OPC UA, albeit
requiring significant amendments. RFC8366-voucher solu-
tions provide sound security, as communication is protected
and devices as well as networks can be authenticated. DPP
provides a lower level of security. This is because devices
cannot verify the authenticity of the network. In addition,
security heavily relies on the integrity of the smartphone and
the proximity between devices and the smartphone to ensure
exclusive access on the out-of-band channel.

VII. DISCUSSION
This chapter provides a final evaluation of the investigated
provisioning solutions from Section IV, V, and VI. The
considered products, standards, and academic works are
discussed, compared, and assessed. Table 3 provides an
overview by mapping the investigated solutions against the
comparison criteria from Section III. Finally, this chapter
ends with an identification of research gaps and proposal for
future work.

A. COMPARISON & ASSESSMENT
Section IV has shown that there is a clear need for improving
the state-of-the-art in secure provisioning for OPC UA. This
is because the current OPCUA standard only provides a solu-
tion for securelymanaging keys and certificates during opera-
tion, but leaves establishing initial trust relationships between
OPC UA endpoints undefined. In the best case, this leads
to manufacturers recommending a TOFU provisioning for
their OPC UA products. TOFU, however, relies on the strong
assumption that an adversary cannot interfere with the provi-
sioning process. If this assumption is unmet, an adversary is
able to manipulate the provisioning and bypass any security

mechanisms provided by OPC UA. Yet, potentially more
severe, the rest of the manufactures leave the provisioning
process undefined, instead of proposing TOFU. This leads to
engineers being overwhelmed by securely provisioning and
configuring their OPC UA devices. Thus, it is no surprise
that 92% of Internet-facing OPC UA devices have shown to
be configured deficiently, e.g., with disabled security func-
tionality, deprecated cryptographic primitives, or certificate
reuse [5].

Fortunately, Section V demonstrated that there are emerg-
ing solutions both from standardization efforts as well as
academia that aim to improve the status quo. They offer not
only a well-defined provisioning process, but also an authen-
tication of OPC UA devices during provisioning. However,
this increase in security comes with additional requirements
on devices and infrastructures. In fact, the solutions demand
secure hardware or an out-of-band communication channel
on devices, as well as a PKI, a GDS, or a provisioning device
as additional infrastructure. On the upside, the usability,
in particular, themanual effort and degree of automation, does
not suffer. This is surprising, as security solutions typically
entail a tradeoff between usability and the level of protection.
Nevertheless, there is still room for improvement regarding
the provided security properties. This is because the emerging
solutions either provide only an implicit device authentication
or no operator authentication.

Section V showed that solutions offering a mutual authen-
tication during provisioning can be found in IoT standards
and products. To this end, the vendor, e.g., a manufacturer,
maintains a dedicated provisioning service that authenticates
and authorizes the user, e.g., an operator, for provisioning
an IoT device. Since IoT solutions were not designed with
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OPC UA and industrial applicability in mind, much effort is
needed to use them for provisioning OPC UA devices. First,
an IoT provisioning solution would have to be adapted to
the provisioning objectives of OPC UA (see Section II-B).
In addition, IoT solutions demand Internet access during the
provisioning process, which prevents their usage in many
industrial applications. This is because safety-critical sys-
tems have for security and infrastructure reasons typically no
access to the Internet.

B. RESEARCH GAPS
Examining the currently emerging technologies, a trend
towards higher security guarantees can be observed. This
is achieved using cryptographic trust anchors, i.e., keys and
certificates, that are exchanged between involved parties prior
to the actual provisioning process. This means that the trust
establishment is chronologically separated from the actual
highly automated provisioning of devices. How exactly the
required trust between manufacturers, vendors, integrators,
and operators is arranged upfront is outside the scope of
existing solutions. Thus, additional research is needed to
define methods and processes for establishing and managing
trust between the different actors in the supply chain, prior to
applying the technical provisioning solution.

Another topic for future research are transitional solu-
tions towards the presented emerging provisioning standards.
Due to high requirements on devices and infrastructures,
the buy-in for implementing an emerging provisioning stan-
dard is considerable. This barrier of adopting novel provision-
ing standards could be diminished by transitional solutions
that enable current installations to be incrementally upgraded
to the extensive new requirements. Such incremental solu-
tions would propel the market to quickly adopt emerging pro-
visioning standards, which is urgently needed from a security
but also usability perspective.

VIII. CONCLUSION
This article presented an investigation of contemporary and
emerging secure device provisioning solutions for OPC UA,
including an outlook into the future, based on solutions from
the IoT domain. The provisioning solutions were evaluated
based on a set of fourteen criteria, covering device require-
ments, infrastructure requirements, usability, and security
properties. The evaluation shows that state-of-the-art secure
provisioning solutions for OPC UA offer an insufficient level
of security that allow a network adversary to tamper with
the provisioning and undermine the security guarantees of
OPC UA. In addition, provisioning is often overly complex
and vaguely described in product manuals, which leads to
OPC UA deployments with disabled security functionality
or security misconfigurations. Yet, emerging and future pro-
visioning solutions offer more clarity and a higher level of
security. On the other hand, they also involve higher require-
ments on devices and infrastructures. For manufacturers,
vendors, integrators, and operators this entails additional
effort and costs, as they become more and more involved in

the provisioning process. Therefore, especially transitional
solutions towards upcoming OPC UA secure provisioning
standards are an important direction for future research. Such
transitional solutions could foster the adoption of emerging
provisioning solutions that offer the urgently needed level of
security and usability.
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