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Abstract

Cloud computing has recently emerged as a new com-
puting paradigm in many application areas comprising
office and enterprise systems. It offers various solutions
to provide a dynamic and flexible infrastructure to host
computing resources and deliver them as a service on-
demand. Since industrial automation systems of the future
have to be adaptable and agile, cloud computing can be
considered as a promising solution for this area. How-
ever, the requirements of industrial automation systems
differ significantly from the office and enterprise world.
In this paper we describe a case study that implements
a concept of PLC as a service within a cloud based in-
frastructure and provides a performance evaluation with
respect to legacy PLCs.

1. Introduction

Future automation systems should meet fast growing

market demands by providing agile and flexible produc-

tion lines. In-addition, competitive production costs and

scalability of the automation system would be an impor-

tant topic for the industry 4.0. Technical processes are

often consist of distributed subsystems controlled by in-

dividual PLCs [2]. Each new hardware PLC brings addi-

tional costs and maintenance efforts. The virtualization of

industrial controller functionality (PLC-as-a-service) [9]

could be a promising approach. Though, some inherent

challenges such as accessibility and security needs to be

addressed for industrial automation applications [4]. In

the presence of a comprehensive resource distribution pol-

icy, multiple instances of virtual PLCs can be created and

allocated to control underlying physical subsystems [10].

The main research question for this work arises as: ”Is
it possible to implement a control functionality as a ser-
vice, employing a cloud infrastructure with a comparable
performance guarantee as that of a dedicated hardware
based PLC?”

Virtualization is an enabler technology for cloud com-

puting. Additionally, some other features such as service

oriented paradigms, security [12] and resource manage-

ment are employed in cloud computing to improve the

virtualization core [10, 9]. In this paper we present a case

study that investigates the potential of cloud computing

(a technique mainly coming from IT industry) for control

level applications. This is with a focus on the performance

aspects, for being an important factor for the industrial au-

tomation systems.

This paper is organized such as: section 2 provides

some background and state of the art introduction, which

includes an overview of some possible cloud computing

architectures for industrial automation systems. An ap-

proach to deliver control-as-a-service is described in sec-

tion 3. Followed by a case study and evaluation results in

section 4. The last section concludes the work and briefly

address future work in this area.

2. Background

During recent years, industrial automation witnessed

the new demands and trends in different areas. Field de-

vices become more intelligent by embedding new func-

tionalities inside IO devices or sensors and actuators.

Similarly, industrial communication has been developed

significantly by improving communication standards and

protocols, e. g. Profinet [7] and OPC in the control and

field level which makes devices more connected. These

trends might require the definition of new automation ar-

chitectures differing from the current hierarchical automa-

tion pyramid. Among these newly proposed architectures,

Vogel-Heuser et. al. [15] introduced a new architecture as

global information architecture for industrial automation.

This architecture is shown in Figure 1. In their pro-

posal, time-critical parts of control and field levels still

exist in a traditional way based on the well-known au-

tomation pyramid. However, the upper levels have been

changed. Since these are basically providing non-physical

functions and services, it is possible to migrate them into

the cloud.



Figure 1. Global Information Architecture
with use of Cloud Computing [11], based on
[15]

The proposal in [15] described the new model as a mo-

tivation and introduction for future automation systems.

They promised an improvement in engineering life-cycle

and more flexible operations. However, there is not much

research work related to cloud computing for automation,

especially in control and field levels [5]. The cloud based

applications are often operate in public domain. Since au-

tomation systems always have stringent reliability require-

ments, a private cloud model could be a solution. Unlike a

public cloud, a private cloud has no connectivity with In-

ternet and public networks and is accessible only from lo-

cal network. Hence, it offers the highest degree of perfor-

mance, privacy and security comparing with other cloud

types [1].

Several private cloud products are currently available

from different vendors. Among them, VMware’s vCloud

suite was selected for our implementation, since it has

some features such as VMDirectPath I/O pass-through

and VMCI [3] which make it compatible with industrial

networks. These features will be discussed further in the

next section.
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Figure 2. VMware’s vCloud Suite Architec-
ture [14]

VMware’s vCloud suite architecture with components

used for our implementation is shown in Figure 2. As

illustrated, vCloud suite is a combination of different

VMware components to offer a package of a cloud plat-

form. VMware vSphere plays the role of virtualization

hypervisor while vCloud Networking and Security pro-

vides the connectivity and security for the VMs. vCloud

Director is used to pool the prepared resources, automatic

provisioning of them, and deliver them to the users as ser-

vice when they demanded [14].

3. Cloud-based Approach

The proposed solution approach aims at offering

control-as-a-service for an industrial automation use case

as illustrated in Figure 3 for a process module n. Based on

application requirements for each specific module, PLC

could remain in the shop floor as a physical device tradi-

tionally as shown for module 1 to gain more reliable con-

trol functions. Alternatively, PLC can be implemented as

a virtual entity and be delivered to the field as a service

from a cyber-physical system via the network as shown

for module n.
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Figure 3. A Generic Cloud-based Control
Approach

This system will be realized as a private Cloud plat-

form with capability to offer virtual PLC appliances us-

ing VMware’s vCloud suite [3] solution discussed in sec-

tion 2 which is connected to the Profinet real-time Eth-

ernet system (RT) via physical interface. In order to in-

crease bandwidth, the number of physical interfaces could

be increased by connecting more network adapters to the

hypervisor computer. The used virtual switch (vSwitch)

is directly managed by vCloud Networking and Security

component shown in Figure 2. Network rules and policies

such as access permissions for virtual machines defined

for the cloud will be applied by vSwitch. For enabling

industrial communications such as Profinet on vSwitch,

Virtual Machine Communication Interface (VMCI) [13]
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is enabled for the adapter driver of VMs. VMCI is a high-

speed interface which boosts the communication between

VMs and the host computer [13].

A virtual PLC appliance is connected to each virtual

interface. Technically, each appliance includes a virtu-

alized operating system which runs a PC-based software

PLC. In our implementation, Microsoft Windows 7 32-bit

is selected as guest operating system for virtual machines

since it is recommended by the PLC vendor. PC WORX

SRT [8] Software PLC is running on VM to handle con-

trol tasks. This product is designed to support soft real-

time(RT) control applications with a minimum task inter-

val of 2 milliseconds. The installation and configuration

of VM performs manually once on a vCloud Director tem-

plate. This template will be automatically provisioned on

vSphere by vCloud Director numerously to provide new

instances of virtual PLC as it demanded by plant engi-

neers.

4. Case Study

The evaluation of the proposed cloud platform is per-

formed on a PC hardware with Intel(R) Core(TM) i5-2400

processor having four 3.10GHz CPU cores with enabled

hardware virtualization support (Intel VT-x), 8 GB of

RAM, 1 TB HDD, and three 100Mbps network adapters.

For each VM, a single core 3.10GHz CPU, 1GB RAM,

and 20 GB of SCSI Virtual HDD is allocated. VMCI is en-

abled for all the VMs. A clean installation of Windows 7

32-bit is running on each VM. To compare the evaluation

results with a legacy setup, a Phoenix Contact hardware

PLC (ILC 350 PN) is used as reference benchmark.
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Figure 4. Case study setup

Both hypervisor computer and hardware PLC are con-

nected to a Profinet RT network including an I/O Device

(Phoenix Contact TPS-1 Board) as drawn in Figure 4. A

IEC 61131 project is developed to read the input of the I/O

device generated by a signal generator periodically with a

fixed interval of TI and to write the inverted value to the

output. This task repeats cyclically in determined time in-

tervals and the output will be measured and recorded by

an oscilloscope. In Figure 5, the input signal interval is

shown with TI while output interval is shown with TO.

Typically, outputs will be influenced by some delays and

a variation for output called ΔT will be observed for each

output as shown in equation (1).

TO = TI +ΔT (1)

Since in this setup, network is not fully synchronized,

cycle update time should be considered when frames start

to be transmitted on the network. This time value is shown

as TCD in equation (2) and is the Profinet cycle update de-

lay. This delay would be 2TCD in the worst case where

a frame waits for a whole cycle time at its upstream and

downstream times. The TCD of devices in the setup is

maximum 1 ms in the worst case. TControl is the con-

trol task interval time plus execution time performed by

the PLC to process each control task. The minimum sup-

ported value for the used PLCs is 2 ms. Due to simple

inverting operation, execution time expected as a small

value comparing with entire TControl value. TN is the

network delay for a frame to send over the network. In

our case, each Profinet frame is 64 Bytes and its TN is

7μs which is a small value. The sum of these delays will

be defined as End-to-End delay for the system as shown

in equation (2). This delay will cause the mentioned vari-

ance ΔT for each output.

TE2E = 2TCD + TControl + 2TN (2)
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Figure 5. Sequence diagram of measure-
ment

The mean value of ΔT for N experiments defined with

ΔT in equation (3) is considered as a metric to evaluate

the performance of the system between a hardware PLC

and a cloud-based virtual PLC. To ensure that the results

are not highly variable due to a short measurement run,

the experiments has been recorded for N=1000 times with

a confidence of 90%.

ΔT =
1

N

∑N

j=1
ΔTj (3)

As shown in Figure 6, for the first test scenario, a

hardware PLC is used to run the control task and ΔT is
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recorded for different input intervals. The same test case

is done for virtual PLC where three instances are running

on the cloud platform simultaneously to control three dif-

ferent processes and output for one of them is captured

to calculate the ΔT . Results of the evaluation show a

reduction of performance for cloud-based scenario com-

paring with a hardware PLC. Especially for shorter input

intervals the workload of the system will increase numer-

ously, as it is observed from CPU usage of PLCs and net-

work traffic, the ΔT value will be higher which shows

less performance for the system. The performance differ-

ence between virtual PLC and hardware PLC is basically a

function of resource sharing on the cloud platform. These

shared resources mainly include computing and computer

I/O resources which are allocated to separate virtual en-

tities from the hypervisor concurrently. This will result

a performance overhead for the running services on the

VMs [6] as shown in in Figure 6 with higher ΔT value for

virtual PLC. However, the performance reduction could

be acceptable for soft real-time applications since inter-

vals for changing sensor values or TI is higher for this

kind of applications. Furthermore, for hard real-time ap-

plications, there are some available real-time hypervisors

which can be replaced by our used non real-time hypervi-

sor to guarantee a high performance resource sharing [16]

that will be focused by future works.
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Figure 6. Performance comparison between
Hardware PLC and Cloud-based PLC

5. Conclusion and Outlook

In this paper, a virtual PLC solution based on cloud

computing has been analyzed in order to estimate their po-

tential for a deployment on the control level of automation

systems. The analysis is based on an implementation of a

cloud-based PLC for the control level. The performance

of the proposed solution is evaluated in a case study and

compared to a legacy PLC. Even though the comparison

of the results shows a lower performance of the cloud-

based system, the obtained difference is less than 3 ms.

After our first observations, the solution looks promising

for soft real-time applications. However, more experi-

ments from different perspectives are needed, especially

in terms of security issues.

Our future research will mainly address hard real-time

cloud platforms by using available real-time hypervisors

e. g. RT-XEN [16] as virtualization component of the

cloud. Furthermore, the achievable performance with re-

spect to the number of virtual PLCs will be investigated.
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