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Management Summary

Unlike other e-business integration concepts to
date, Web Services promise to provide flexible
cross platform communication, thereby easing
integration issues between systems as well as
reducing interoperability challenges for users.
Web Services connect computers and devices
with each other using the Internet to exchange
data and combine data in new ways, thus enab-
ling on-the-fly business relations to a much
greater extent than before. It is no surprise that
Web Services are said to have a considerable
impact on the future development of the Inter-
net as a means for conducting business transac-
tions. The sheer prospect that Web Services may
one day become the common way of enabling
machine-to-machine interaction is influencing the
strategic orientation of big software suppliers
(Microsoft, IBM, SAP, among others) and start-
ups. The possibility to be able to cost-efficiently
and easily integrate heterogeneous IT systems
seems to be very tempting, compared to ‘tradi-
tional’ integration methods where such systems
could be interconnected only with huge develop-
ment efforts.

What stands behind the term ‘Web Services'? In
short, Web Services are self-contained business
functions that operate over the Internet. They are
composed according to strict specifications to
work together and exchange data. Among these
functions are messaging, directories of business
capabilities, and descriptions of technical services.

Since Web Services are built on a common set of
technical specifications, they make it possible for
many systems developers to enter the market,
which increases competition and brings down
costs. Competition among vendors also encoura-
ges the willingness to bring about more innova-

tion in the products and services offered to
business customers. And developing systems that
are based on standards helps prevent being
limited to a specific vendor or type of computer
or software.

Also, compared to alternative approaches, Web
Services technology promises easier implementa-
tion and application of cross-company business
processes — as a result of the high degree of
standardisation of application-to-application
communications this technology offers. This
enables business partners to implement cost-
efficient cross-company business process automa-
tion. Therefore, the considerable potential of
reducing process costs and organisational
overhead can be fully realised.

Both business-to-consumer and business-to-
business relationships are likely to change sub-
stantially as a result of the use of Web Services.
By publishing services in a standardised form,
demanders get the opportunity to quickly and
efficiently find suitable business opportunities. It
can be safely assumed that, in contrast to former
approaches, with the deployment of Web Servi-
ces technology ad-hoc business opportunities
and »on-the-fly« service creation become feasi-
ble with reasonable effort in terms of monetary
costs and time. This may lead to situations where
organisations move away from one business
partner to another more easily and quickly, which
may result in a decrease of customer loyalty and
— as a conseguence — in an increase of competi-
tion.

Despite the great potential Web Services techno-

logy offers, there are still some issues to consider
before Web Services will become successful.

»Web Services« 11



Management Summary

First of all, the development of Web Services
technology is still a work in progress. Some of
the standards are still new and not fully tested,
and many of the potential business applications
are still getting started.

With the widespread dissemination of Web
Services, quality requirements will become impor-
tant selling and differentiating criteria. Quality
determines service usability and utility, both of
which influence the popularity and raise awaren-
ess and acceptance of Web Services. The issue of
quality comprises a whole range of requirements
that challenge service requesters and service
providers. These requirements focus on issues
such as bottlenecks affecting the performance of
Web Services, approaches of providing service
quality, transactional services, and a simple
method of measuring the response time of Web
Services.

A key aspect of the provision and adoption of
commercial Web Services will be the ability to
rate the quality of offered services. Methods of
providing a rating and revenue chain manage-
ment solution will be of great interest for provi-
ders of commercial Web Services. In this context,
the challenge is to provide an objective rating
mechanism of Web Services capabilities as well
as the degree of these capabilities.

Where data processing is concerned, security
issues always need to be addressed. Particularly
with regard to e-business, meeting security requi-
rements for privacy, integrity and confidentiality
is essential. »No security« effectively means »No
trust« and »No trust« means »No business«.
With Web Services, it is just the same. If this
technology should be adoptable for business

12 »Web Services«

purposes, security issues must be addressed as
with any other technological approach. While
Web Services might differ from competitive
technologies, the security requirements do not.

Security is no quality characteristic that can be
optimised and improved over time. Security is
nothing less than a hard prerequisite for imple-
menting Web Services technology in a business
environment. While it is true that some business
scenarios do not have equally strong security
needs as others do, this does not change the fact
that every scenario’s security requirements have
to be covered, or Web Services cannot be
applied to this scenario at all. There is no such
thing as »half-good« security. Either an applica-
tion is sufficiently secure or it is not. There is no
in-between.

The security need for Web Services has been
addressed by a large number of technical security
specifications for Web Services. By the use of
these specifications the security need for Web
Services can be covered — in theory. However, at
this time, there are almost no products available
on the market that implement these specificati-
ons in a complete manner. Some of these specifi-
cations are still too new to be considered stable.
It is still possible that some of them will undergo
significant changes in the future — what might be
a reason that many companies are somewhat
cautious not to implement a product based on
these specifications too early. It has to be clearly
stated that before products are not available on
the market Web Services security will not happen
at a large scale. In conjunction with the fact that
lack of security is one of the largest obstacles for
implementing Web Services in a business envi-
ronment, it should be clear that resources must



be assigned to this matter with high priority.
Further difficulties can be found in the missing
legal regulations regarding Web Services. In order
to be used for commercial purposes, Web Servi-
ces need accepted and established models for
contract completion and contract execution.

Last but not least, it should not remain unsaid
that the promotion of further research in the
field of Web Services technology and application
of this technology is still needed. A considerable
effort needs to be spent to close the existing gap
between technological capabilities of Web Servi-
ces technology and its current state of business
applicability. A framework needs to be set up by
public and non-profit organisations such as
standardisation bodies in order to address legal
and administrative issues to foster a wide-spread
use and to ensure the availability of appropriate
skills for the new technology. Moreover, gui-
dance is required to enable the user community
to leverage the benefits of Web Services to a
degree that corresponds to the vast array of
potentials ascribed to this promising technology.

Management Summary
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1 Introduction

The situation

One of the most promising aspects of e-business
lies in its potential to achieve and support inte-
gration on various levels. Both for enterprise
application integration, business-to-business
application integration and business-to-business
process integration, many enterprises have imple-
mented a multitude of differing technical soluti-
ons, each one designed to fulfil a certain busin-
ess purpose, in order to cope with ever
increasing global competition. At the same time,
companies are undergoing various fundamental
changes, manifesting themselves in a previously
unknown intensity of company takeovers, mer-
gers, spin-offs, outsourcing projects, and the like.
In order to be able to electronically replicate
those changing conditions, it is necessary to find
mechanisms and technologies that allow flexible,
efficient and effective integration of business
partners, end consumers, governmental organi-
sations and service providers. Major problems are
of technical nature, caused by different commu-
nication protocols, different application server
technologies, different interface formats and so
forth. Therefore, a technology is necessary that
helps overcome current obstacles of business-
process and systems integration. It is true that
several technical approaches, such as CORBA or
DCOM, were being developed to address these
needs. However, they all have some problems of
their own which as yet have hampered wide-
spread adoption of these technologies (refer to
chapter 2 for details).

What are Web Services?

From a technical perspective, the Web Services
concept seems to be a suitable solution to these
problems. Web Services constitute the core of a
new concept supposed to facilitate inner-com-

pany and cross-company integration of distribu-
ted applications by means of standard, XML-
based Internet technology. The Web Services
concept represents a ‘software as services’
approach. The basic idea is to loosely connect
distributed, disparate applications independent
of operating systems, hardware, or programming
languages, in order to be able to take advantage
of flexible business opportunities.

The W3C offers the following definition of Web
Services:

»A Web Service is a software application identi-
fied by a URI, whose interfaces and binding are
capable of being defined, described and disco-
vered by XML artefacts and which supports direct
interactions with other software applications
using XML based messages via Internet based
protocols. «

Since the W3C is one of the major standardisa-
tion organisations for Internet technologies — and
thus Web Services technology as well — this
definition will be taken as the foundation of this
study.

The opportunities

Unlike other e-business integration concepts to
date, Web Services promise to provide flexible
cross-platform communication, thereby easing
integration issues between systems as well as
reducing interoperability challenges for users.
Web Services connect computers and devices
with each other using the Internet to exchange
data and combine data in new ways, thus enab-
ling on-the-fly business relations to a much
greater extent than before. It is no surprise that
Web Services are said to have a considerable
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1 Introduction

impact on the future development of the Inter-
net as a means for conducting business transac-
tions. The sheer prospect that Web Services may
one day become the common way of enabling
machine-to-machine interaction is influencing the
strategic orientation of big software suppliers
(Microsoft, IBM, SAP, among others) and start-
ups. The possibility to be able to cost-efficiently
and easily integrate heterogeneous IT systems
seems to be very tempting, compared to ‘tradi-
tional" integration methods where such systems
could be interconnected only with huge develop-
ment efforts.

On the user side, the Web Services concept is
also causing excitement. Should the theoretical
implications become a reality, this technological
approach may very likely help businesses to
address constantly changing demands much
more effectively, thereby increasing productivity
and profitability. As they think about the imple-
mentation of a Web Services strategy, company
decision-makers intend to gain more freedom as
to which electronic services should be made
available to customers and partners, or — from a
demanding point of view — which services should
be used from Web Services suppliers. Companies
would then be able to quickly create new busin-
ess opportunities, establish flexible partnerships,
speed application integration, and build up effec-
tive connections with their customers.

Ideally, Web Services provide both for a separa-
tion of functionality and usage and for a separa-
tion of business purpose and technical imple-
mentation. Web Services promise to increase
process efficiency by eliminating media disconti-
nuity and improving information flows, thereby
accelerating workflows and lowering error rates.

16 »Web Services«

Moreover, Web Services are said to strengthen
the orientation towards business processes when
building up and extending an IT infrastructure;
processes need no longer be pressed into the
straitjacket of monolithic IT systems.

The challenges

From what has been outlined so far, it can be
assumed that Web Services may serve as an
excellent catalyst for the collaboration of systems
and applications. Provided this potential can be
largely exploited in reality, e-business would be
confronted with a really novel concept for imple-
menting distributed systems and applications.
What has to be considered, however, is the
degree to which Web Services contribute to the
value creation within and between organisations.
A deliberate strategy has to be developed which
allows to fully take advantage of Web Services
based applications. Sustained and economically
reasonable framework conditions for the provi-
sion and use of Web Services must be created, in
which profitable business models may yield the
desired results.

But what are practicable solutions for the use of
Web Services in an overall business context?
There is a broad consensus among experts that
e-business integration will gradually call for more
flexible IT infrastructures, especially with regard
to cross-company integration. In this context,
Web Services are regarded as having the poten-
tial to achieve a degree of interoperability which
allows companies to employ various software
platforms, since Web Services standards (SOAP,
WSDL, UDDI) are independent of underlying
programming languages, operating systems and
transport protocols. This fact lets us come to the
conclusion that the number of business partners



to be linked electronically to a company’s systems
can be significantly increased, if XML based
interfaces are implemented. However, the addi-
tional flexibility enabled by Web Services techno-
logy has a few problems of its own which need
to be considered. For example, new laws and
regulations are needed to cope with the specific
requirements caused by conducting new ways of
business. Also, from a more technical point of
view, the higher degree of integration demands
new approaches to connect these interfaces by
business-process flows.

Compared to other infrastructure technologies,
Web Services allow an evolutionary, step-by-step
procedure, thereby improving the cost-benefit
relation of application integration; legacy systems
can be equipped quite easily with Web Services
interfaces, and the flexibility of XML allows to
modify interfaces without penetrating existing
connections. Web Services are highly reusable, so
each one can be used for several business purpo-
ses or combined with other Web Services to
support entire process chains. Yet in order to
fully exploit the potential of Web Services, new
know-how and skills must be developed, not
only on the part of Web Services developers but
also on the part of Web Services providers and
users. In highly integrated Web Services networks
many applications will exchange function calls
and parameters and process the results. There-
fore Web Services enabled applications have to
be developed more carefully than previously
common forms of Web applications. In such an
environment, processing errors could quickly
propagate from one application to another and
cause even more errors. And, last but not least,
new security risks have to be addressed to enable
the use of Web Services in a business environment.

1 Introduction

Objectives of the study

The basic objective of the study is to discuss the
potentials ascribed to Web Services. Expectations
on Web Services technology are extremely high,
although the concept is still young and largely
unproven in real-existing business scenarios.
Therefore, the study will at any stage take into
account the critical aspects of the Web Services
idea instead of ballyhooing about the revolutio-
nary potentials of another killer concept.

— First of all, the basic technological and concep-
tual elements that constitute Web Services will
be illustrated in order to provide a common
understanding of the nature of this novel
approach.

— The study will then elaborate on important
security and quality issues related with the
Web Services concept.

— Subsequently, possible application areas of
Web Services will be examined. Three example
scenarios will be developed to show how
concrete Web Services based applications may
look like, which previously problematic aspects
may be improved and facilitated by Web
Services, which critical issues still exist despite
the use of Web Services, and what difficulties
and obstacles actually result from the use of
Web Services.

— Furthermore, the study will focus the actors on
the developing/supplying side of Web Services
and possible business models both for existing
players (how will they be affected by the
advent of Web Services?) and new players
(what roles can they take over in the market?)
etc.

»Web Services« 17/



1 Introduction

— Also, the user side will be addressed. The
central questions are: What impact will Web
Services have on enterprises’ business habits?
What benefits can enterprises expect that take
advantage of Web Services? What problems
may arise?

— Finally, the study will address standardisation
and regulation issues (which have always been
an important aspect in the e-business and
e-commerce context, but which experience a
new level of complexity when it comes to
promoting Web Services on a broad basis).
Here, the role that superior authorities may
play in establishing sustained framework
conditions for Web Services will be of special
interest.

Web Services technology can be provided and
used by anybody, regardless of regional and
national aspects. Because of this fact, the study
did not undertake the effort to conduct market
analyses and determine dissemination rates with
regard to specific countries or regions.

Instead, the study examined Web Services-related
market opportunities and possible business
models of relevant actors in the e-business mar-
ket and outlined the changing conditions that
are likely to occur if Web Services technology
would be established in the market. On the side
of potential Web Services users it was examined
what potentials and benefits Web Services could
yield and how Web Services could affect the
value-adding chain.

18 »Web Services«

Methodology of the study

The objective of the present study was to con-
duct both primary and secondary data analysis in
order to gather information about Web Services.
With regard to primary data collection, it was
decided to follow a qualitative research approach
and to conduct exploratory (in-depth) interviews
with e-business/Web Services experts both of
organizations acting on the supplier/developer
side and organizations on the user side. The
intention of the secondary data collection was
both to gather qualitative information (from
statements of experts in specialized magazines,
in specialized books and on relevant websites)
and to search for quantitative and quantifiable
data provided by surveys of opinion poll resear-
chers.

The overall aim of the primary data collection
was to make implicit knowledge explicit in a very
young thematic field where interviewees could
not necessarily be expected to have profound
knowledge or justifiable assumptions. The inten-
tion was to conduct in-depth interviews with an
openly designed topic guide in order to encou-
rage two-way communication between the
interviewers and the interviewees. To this pur-
pose, a semi-standardized, semi-structured que-
stionnaire was constructed which allowed the
interviewers to be flexible with the order of
guestions, to leave out questions or entire blocks
of questions (in case the interviewees would not
feel competent or willing to provide information)
or to go more into detail in thematic blocks
where the interviewees would be very keen to
talk about.



Due to the fact that Web Services are still a quite
unknown phenomenon and hardly implemented
in real-world cross-company business scenarios,
efforts to gain interview partners from different
industries in order to collect primary data on the
user side largely resulted in failure. Persons initi-
ally willing to take part in an interview later
became very reluctant and sceptical as to
whether they would be able to really provide
expert information about the topic. Although
these persons were told that the interviews will
have exploratory character (means that the inter-
view would rather be a talk inter pares about
basic issues concerning Web Services in particular
and IT/e-business issues in general) and that the
questionnaire would rather address generalists
(with background knowledge both in IT and
business issues), not Web Services experts, most
of the interview commitments were withdrawn.

However, three interviews took place with
experts on the supplier/developer side (Rosetta-
Net, OASIS and Fraunhofer). A great deal of the
findings of these interviews were implicitly
(means not explicitly marked as the opinion of an
individual or group of individuals) included into
the corresponding sections of the study.

In order to take into account the fact that pri-
mary data collection could not be conducted to
the desired extent, the secondary data analysis
was further extended to provide a sound empiri-
cal basis for the study. Since a very lively discus-
sion about Web Services has taken place for
some time, the authors of the study had no
difficulties in finding comprehensive qualitative
data in specialized magazines, in specialized
books and on relevant websites.

1 Introduction

The situation with quantitative and quantifiable
data, however, is different. The present study
does not include, build upon or refer to statistical
data regarding the future market potential of
Web Services. Since Web Services represent a
very young technological approach, reliable and
valid statistical data is rare. No statistical survey
of a renowned supplier of statistical data could
be found that offers a quantitative prediction of
the future development and dissemination of
Web Services in Europe and the U.S. Other data
by less known opinion research institutes survey-
ing the acceptance and dissemination of Web
Services were taken note of. Since these resear-
chers fail to provide a transparent understanding
of their methodology and used terminology,
however, the authors of the present study came
to the conclusion that these surveys do not take
into account the obvious, inevitable inability of
people on the user side to provide usable infor-
mation. Very frequently, it appears that the
notion of Web Services is mixed up with what
must be considered Web-based services — and
more often than not the survey designers do
little to clear this misunderstanding.

Besides, the quality and accuracy of many stati-
stical analyses resulting from opinion polls and
interviews about e-business issues has proven to
be not very convincing, to say that in moderate
words. In issuing far too optimistic statistical
forecasts, many opinion research experts comple-
tely went astray in their efforts to predict e-
business market trends correctly, both with
regard to the dissemination of individual techno-
logies and applications, and with regard to esti-
mated sales figures and revenues. The authors of
the study decided not to fall back on questiona-
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1 Introduction

ble statistical data but to stick to a serious analy-
sis of the core aspects of Web Services techno-
logy and Web Services applicability.

20 »Web Services«
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2 Technological aspects

It is no secret that Web Services are not the first
technological approach to address the issue of
effectively implementing distributed applications.
Several different approaches deal with remote
function calls (the three most important
approaches are very briefly illustrated below).
Particularly the use of XML and standard Internet
protocols is what differs Web Services from older
approaches for distributed applications. The
latter often use proprietary interfaces or run only
on certain operating systems. As default, Web
Services use the HTTP protocol — the same proto-
col as the WWW itself. However, it is also possi-
ble to use other protocols, such as SMTP.

As for the interactions with Web Services, it is
possible to call a service via a direct remote
procedure call (RPC) or alternatively, to work
document-oriented. When using RPCs, the meth-
ods or procedures on the target system are
directly called using their respective parameters
and the answer is sent back in real time (which
means, it is a synchronous method). The docu-
ment-oriented approach is about parsing and
processing entire documents (e.g. business trans-
actions). Here, the response might be generated
much later (that means, that it is an asynchro-
nous method).

—

2.1

Technologies for implementing distributed
applications

2.1.1
Distributed Computing Environment (DCE)

Behind DCE is the idea to create a standardised
programming interface for all platforms, from

super computers to small Windows based PCs.
DCE was developed by the Open Software Foun-
dation (OSF). Apparently, the most important
element of DCE is its Remote Procedure Call
(RPC) mechanism, which allows to call up and
execute functions on remote computing systems.
DCE must be considered a failure, however. A
main reason for this negative judgement is the
high complexity of DCE, which comprises about
600 API functions. Besides, DCE was knocked
out at an early stage by approaches of higher
technical quality, such as CORBA or RMI.

2.1.2
Common Object Request Broker Architecture
(CORBA)

CORBA was defined as an architecture for dis-
tributed object-oriented applications. A crucial
aspect of this approach is its independence of a
certain programming language. A runtime com-
ponent, the Object Request Broker (ORB), allows
to call objects remotely by means of an RPC
mechanism. CORBA uses the Internet Inter-ORB
Protocol (IIOP).

Besides its complexity, one major problem of
CORBA is its lack of compatibility regarding
different ORB implementations.

2.1.3
Distributed Component Object Model (DCOM)

DCOM, developed by Microsoft, is a technologi-
cal approach which is very similar to CORBA. The
RPC mechanism, however, was deducted from
DCE. Another origin of DCOM lies in the Object
Linking and Embedding (OLE) architecture, which
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allows communication among different, indepen-
dent Windows applications (e.g. OLE enables to
integrate an MS Excel table into a MS Word
document). Since it was the objective to not only
facilitate communication among applications
running on the same computer but to accom-
plish cross-computer communication of applica-
tions, OLE was extended to DCOM. Like with
CORBA, access to objects is made possible over
interfaces. DCOM is not affected if objects are
realised in different programming languages. The
definition of the interfaces is done by a propri-
etary programming language, Microsoft Interface
Definition Language (MIDL). In order to be able
to locate objects, these objects must be regis-
tered in the system. Network nodes exchange
information about objects which they accommo-
date, so that this information is also locally avail-
able and may be accessed.

A major disadvantage of DCOM is the fact that
this technology can only be used in connection
with MS Windows operating systems.

I
2.2
Web Services

So, what is new about Web Services? Like all
approaches mentioned above, \Web Services
provide a way to call functions remotely. The end
user of Web Services based applications might
not even notice the difference between such an
application and a conventional Web application
(e.g. based on JSP technology). What is actually
new about Web Services is »under the hood«:
Web Services based distributed applications use a
common set of protocols. A major advantage of
the Web Services concept is that this technology
takes into consideration the structure of the
WWW, which is not a network of fixed, perma-
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nently active connections. On the contrary, the
WWW is characterised by ad-hoc connection and
disconnection of participants. Usually, communi-
cating participants do not know each other
before a connection is set up. Therefore, by
means of hyperlinks and the HTTP protocol, the
WWW offers a technology by which systems can
set up connections and exchange data over a
defined mechanism. Web Services follow exactly
this philosophy. Users can use the Universal
Description, Discovery and Integration Registry
(UDDI) in order to find the Web Services they
need on the WWW. Furthermore, with the Web
Services Description Language (WDSL) a descrip-
tion language is provided which determines how
Web Services must be addressed and what struc-
ture a Web Service's response is made of. Eventu-
ally, the Simple Object Access Protocol (SOAP)
provides a mechanism which first transmits the
actual request to the Web Service and then
returns the response, if any, to the calling sys-
tem.
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Figure 1:

Structure of a typical Web Services architecture in a business-
to-business environment



The above figure illustrates the basic idea of
making available and using a Web Service (please
note that not all components depicted in the
figure are mandatory at all times, e.g. the Web
Server or the ERP at the Service user side). First,
the provider of a Web Service must register this
Web Service with an UDDI operator (step 1) in
order to make information available about the
specific Web Service. The information on this
Web Service can now be delivered as the result
of a search request to the UDDI operator (step
2). After that, the requestor must get necessary
information as to how the Web Service has to be
addressed. For this purpose, a WSDL description
is used (step 3) which is not accommodated at
the UDDI operator’s site but at some other loca-
tion of the Internet. After the requester has
downloaded the WSDL document (step 4), the
Web Service can be called under consideration of
the specific information which the WSDL docu-
ment contains. The actual calling of the Web
Service is achieved by a SOAP document (step 5),
which transmits the information about the
desired functions and their calling parameters to
the Web Services provider. Having received the
request, the Web Service provider sends a
response to the demander, also by means of a
SOAP document (step 6).

The three specifications will be further illustrated
in the following sections. Example source code
for these specifications that might be helpful in
understanding this technology is also available in
the appendix.

2 Technological aspects

2.2.1
Universal Description, Discovery and Integration
(UDDI)

Universal Description, Discovery and Integration
(UDDI) is a repository services which allows to
locate information about specific Web Services.
UDDI provides a possibility to search for Web
Services according to certain criteria. UDDl is a
technological specification and a real-existing
service at the same time. This service is offered
on the WWW by corporations such as IBM or
Microsoft, of which both substantially
contributed — together with Ariba — to the devel-
opment of the UDDI specification.

The way UDDI works slightly resembles the oper-
ation mode of the Internet Domain Name Service
(DNS). Web Services suppliers can register their
services with a UDDI registry provider. Relevant
information about specific Web Services is then
included into the respective UDDI database. It
makes no difference which UDDI registrar is
provided with that Information, since the data
pools are being mapped with each other on a
regular basis. UDDI also comprises mechanisms
that are supposed to guarantee data security and
data quality. For example, organisations that
want to make information available over UDDI
first must acquire entitlement from a UDDI regis-
trar. Also, during the registration procedure an
encrypted connection (SSL) must be used. As a
result of the registration, each newly registered
organisation is given a Universally Unique Identi-
fier (,UUID"). Such a UUID is also allocated for
each individual UDDI registered Web Service.
After the data has been integrated into the UDDI
database, they are made available by every regis-
trar.
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UDDI provides three categories of information:

— White Pages contain the basic contact infor-
mation about a supplier of a Web Service,
such as company name, address, URL of the
homepage etc.

— Yellow Pages provide information about the
supplier portfolio, products, locations etc.; for
this purpose, classification systems
(e.g. UN/SPSC', NAICS? and ISO 3166°) are
used, which offer requesters support for the
searching process.

— Green Pages accommodate technical infor-
mation about the type and functionality of
each Web Service; here, also, a reference to
the respective WSDL document, if any, is given.

UDDI is capable of processing any Web Service
description, i.e. proprietary formats can be used,
too. This means that the use of WSDL is possible
but not mandatory. Also, the concrete data
management of the individual UDDI registrars
may vary, as long as the generation of XML
Schema documents as defined by UDDI is guar-
anteed.

For the use of UDDI, three Application Program-
ming Interfaces (APIs) are available: the ‘Publisher
API" serves for registering information about Web
Services, the ‘Inquiry API" is used for searching
and retrieving this information. Finally, the ‘Sub-
scriber API' can be used to notify users of

' United Nations Standards Products and Services
Classification

2 North American Industry Classification System

> A classification for geographical regions and countries
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changes in the registry. The functions of these
APIs are called by means of a SOAP document.*

UDDI provides a flexible, powerful and at the
same time easy-to-use mechanism for storing,
locating and calling information about Web
Services and their suppliers in a standardised
way. However, UDDI does not solve all the prob-
lems connected with searching for Web Services.
The lack of universally unique systems for classi-
fying organisations, products and services and
the difficulties resulting from that fact with
regard to the search process cannot be elimi-
nated by UDDI.

222
Web Services Description Language (WSDL)

Although with UDDI an elaborated repository
service for finding Web Services has been cre-
ated, successfully locating a Web Service does
not mean that this Web Service is ready to be
used. By means of the Web Services Description
Language (WSDL), which was mainly developed
by Microsoft, Ariba and IBM, the interfaces, data
formats and protocol bindings used for a specific
Web Service can be described. So the demander
of a Web Service is enabled to correctly address
the specific service and interpret the returned
answer. In order to use the functionality of a
Web Service, the requester must only have access
to the WSDL description of the respective service
from which all relevant information can be taken.
WSDL itself is independent of specific data for-

4 A full presentation of all API functions would exceed this
paper. For further information please see
http://www.uddi.org/specification.html



mats and network protocols, but mainly it is used
with SOAP, MIME and HTTP GET/POST.

WSDL defines a service as a set of abstract »end
points« of network connections exchanging
messages. For WSDL, the messages, representing
a description of the data exchanged, are also an
abstract themselves. Furthermore, WSDL includes
operations which describe single sub-actions of
the service. All these definitions are executed in
an abstract fashion. It is not until a later stage in
the procedure that WSDL puts this information
into a concrete form for certain network proto-
cols, data formats and URLs.

The elements used by WSDL are illustrated in the
following picture. (For further information, please
see the selected bibliography in the appendix.)

Figure 2:
Structure of WSDL

2 Technological aspects

To sum it up, it can be said that WSDL provides
an elaborated mechanism for defining Web
Services. Due to their complexity, WSDL docu-
ments are difficult to read and comprehend for
humans, but this fact is not problematic since for
creating and interpreting WSDL documents
mostly software tools are used.

2.2.3
SOAP

SOAP is probably the most important component
of Web Services technology. SOAP is responsible
for the actual data transfer. It provides a standard
mechanism both for the sender and the
addressee.

Like WSDL, SOAP is based on XML, representing
an extension of the XML-RPC specification. SOAP
was first published in 1999, and it was submitted
to the W3C one year later. Main developers of
SOAP are Microsoft and IBM, but with regard to
an extension of SOAP other well-known organi-
sations have taken part in the collaboration
meanwhile. The latest version, SOAP 1.2, has
now received a very high status (»recommenda-
tion«) by the W3C, implying that this specifica-
tion is recommended to be used as a standard.
Today, SOAP implementations exist for nearly all
important application platforms, e.g. for Java 2
Enterprise Edition, Microsoft .NET, and for all
major programming languages. Besides the
actual structure of the SOAP message, the SOAP
specification also contains rules for the serialisa-
tion and deserialisation of data types and a
binding for the HTTP protocol.
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In order to be able to use SOAP in connection
with a Web-based application, besides a conven-
tional Web server (such as Apache or IIS) a SOAP
processor is required for the parsing and inter-
preting of the SOAP documents. However, SOAP
is not restricted to be applied for the Internet but
can be used in any network.

A SOAP message basically comprises three main
elements, called envelope, header and body. The
envelope is the root element, defining the begin-
ning and the end of a SOAP message. The
header is optional and may consist of one or
more blocks which may contain meta-informa-
tion about the message itself. The body, eventu-
ally, contains the actual message.

| SOAP Envelope

Figure 3:
Structure of a SOAP document

The HTTP protocol itself is not modified in any
way. Rather, it can be considered —in a
metaphorical sense — as a »beast of burden« that
carries SOAP.

SOAP provides a technology for exchanging any
kind of data in networks. Crucial advantages of
SOAP are its simplicity and extensibility. Another
characteristic of SOAP is that this protocol, being
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basically nothing else but usual HTTP, can pass
through most firewalls without difficulties.
Reconfiguration of security systems is therefore
not necessary. Of course, this advantage may
also be turned into a disadvantage, for SOAP has
the ability to trigger application functionality
behind the firewall, thus touching basic security
issues. As a consequence, system administrators
have the duty to very carefully inspect the ser-
vices offered with regard to security gaps. Finally,
it must be said that SOAP does not include many
of the functions desired for the exchange of data
in networks, such as security mechanisms,
process support, and transaction management. If
such functions are required, the user has to
implement or apply additional technology (some
of which are described later).

—
23
Development platforms for Web Services

SOAP, WSDL, UDDI and other Web Services
technologies are still not directly available prod-
ucts which can be applied at once. Rather, these
formats must be considered as technical specifi-
cations which remain to be implemented in
concrete software architectures before they can
be used. There are currently several endeavours
under way that deal with that challenge. Two
approaches are very likely to achieve broad dis-
semination: Microsoft .NET and Java 2 Enterprise
Edition. Fortunately, both architectures are basi-
cally compatible amongst each other, at least in
that both are built upon the same specifications
and use these specifications in the same way.



2.3.1
Microsoft .NET

Microsoft .NET is primarily based upon Windows
operating systems and their functionality. For
example, the development tools and server plat-
forms offered by Microsoft are very closely linked
with Windows while not being available for
alternative operating systems. Like with JAVA,
however, the .NET software itself is executed by
a virtual machine, so that .NET software can
basically run on any platform for which a virtual
machine exists. The .NET applications are there-
fore not translated into a code for a specific
processor (e.g. Intel x86) but into an intermedi-
ate code, Microsoft Intermediate Language
(MSIL). The architecture of the virtual machine
for .NET is called Common Language Infrastruc-
ture (CLI). The concrete implementation of this
architecture is the Common Language Runtime
(CLR). The latter translates the MSIL intermediate
code into the actual code for a certain processor.

Unlike JAVA, however, .NET is independent of
the used programming language. It is therefore
possible to implement an application with various
languages, for example a combination of Visual
Basic and C++. All programming languages
supported by .NET fall back on a uniform class
library and uniform interfaces, so that single sub-
applications may communicate with each other
without difficulties. The Windows APl and the
Microsoft Foundation Classes (MFC), previously
common under Windows, are entirely replaced
by the .NET variant CLR.

2 Technological aspects

2.3.2
Java2 Enterprise Edition

Compared to Microsoft .NET, J2EE is the older
approach. The J2EE technology spectrum, which
is primarily coined by Sun Microsystems, com-
prises well-known technologies such as Java
Servlets, Java Server Pages (JSP) and Enterprise
Java Beans (EJB). Also, APIs for security and
transaction management as well as for the use of
directory services belong to the J2EE environ-
ment. As of the publication of .NET, J2EE was the
only serious approach for implementing modern
Web applications which achieved a broader
dissemination in the market.

In the wake of Web Services technology, J2EE
was extended with further functionality, e.g.
comprehensive support of XML and XML-based
technologies.

2.3.3
Open-source initiatives

In addition to commercial approaches, several
open-source initiatives (such as Apache Axis) exist
in the Web Services context which have the
potential to provide serious alternatives to com-
mercial products and to exert a strong impact on
the acceptance of Web Services. More and more
open-source products are in the development
phase, which will most certainly provide all nec-
essary means to implement Web Services tech-
nology based applications solely built upon open-
source products.

It can be safely assumed that all advantages of
the open-source philosophy well known from
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2 Technological aspects

such successful software as LINUX or the Apache
Web Server will also apply to the Web Services
environment. Beside the fact that open-source
software is free of license fees in most cases, the
possibility to read and alter the source code to fit
specific needs of the users is probably the most
significant advantage of open-source software.
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3 Web Services-enabled business processes

E—
3.1
Introduction and scope

Given the functional interplay of SOAP, WSDL
and UDDI, Web Services are primarily a technol-
ogy for implementing application-to-application
communication, i.e. a software application may
directly use the functionality and services of
another software application, provided that both
applications support Web Services technology. By
using simple Internet technology, such as http for
transmitting data, the implementation of distrib-
uted systems across company boundaries is
facilitated. Software systems directly access the
functionality of external applications, resulting in
process simplification due to the fact that no
common runtime environment, such as an ORB
(see chapter 2.1.2), needs to be at hand in each
participating company.

Web Services get further significance when they
are used on a business-process level. A business
process consists of a set of sub-processes that
are related to each other. Some sub-processes
may only be executed sequentially, since their
inputs and outputs are interdependend. Other
sub-processes may be executed in parallel, what
may require synchronization within the overall
process.

In order to define and execute business processes
within companies, suitable software systems are
used, such as document management systems or
workflow systems. If a company wants to inte-
grate business partners directly with their pro-
cesses, these business partners usually must use
an equal or compatible system, since the systems
partially use proprietary formats and structures.

In the field of Web Services technology, specifica-
tions are currently being developed that deal
with that aspect. The objective is that companies
willing to participate in cross-company business
processes use Web Services technology in order
to make the business functionality available
which they want to offer partners as single sub-
processes. By means of certain specifications,
such Web Services can be combined to form one
overall process.

Process descriptions, which relate Web Services
to each other, are then used as input for process
engines responsible for correctly calling the Web
Services and transporting the data. As illustrated
in Figure 4, Enterprise A uses a sub-process
provided by Enterprise B by means of a Web
Service. The cross-hatched areas represent the
process steps that form the enterprise’s interfaces
with external partners for exchanging data. The
cross-hatched process step in Enterprise A is a
representative of the sub-process running in
Enterprise B. Enterprise A does not need to know
any details about this sub-process; only the
interface needs to be defined.

Enterprise A

Enterprise B

Figure 4:
Cross-company business processes
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3 Web Services-enabled business processes

There are a great number of different specifica-
tions which are dealing with business processes
or the coordination and orchestration of web
services, every specification with a special main
focus but naturally there are also common
aspects in these specifications. A not complete
list of specifications is:

— The Workflow Process Definition Language /
XML Process Definition Language
(WPDL/XPDL) of the Workflow Management
Coalition (http://Awww.wfmc.org);

— The Business Process Modelling Language
(BPML) of the Business Process Modelling
Initative (http:.//www.bpmi.org);

— The Web Service Conversation Language
(WSCL) hosted by the W3C and initially
developed by Hewlett Packard
(http://www.w3.0rg/TR/2002/NOTE-wscl10-
20020314/);

— The Web Service Choreography Interface
(WSCI) hosted by the W3C
(http://Awww.w3.org/TR/wsci/),

— XLANG by Microsoft;

— The Web Service Flow Language (WSFL) by IBM;

— The Business Process Execution Language for
web services (BPELAWS);

— The Web Services Composite Application
Framework (WS-CAF) by Sun, Oracle, IONA,
Fujitsu and Arjuna
(http://www.arjuna.com/standards/ws-caf/).
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In the following sections, we will give a short
description of four of theses specifications: one
process-oriented specification, namely BPML (see
3.2), one more technical specification not
focussed on web services, namely XLANG (see
3.3) and two technical specification addressing
especially web services, namely WSFL (see 3.4)
and BPEL4AWS (see 3.5).

3.2
Business Process Markup Language (BPML)

Business Process Markup Language (BPML) is a
specification developed by an industry consor-
tium, the Business Process Management Initiative
(BPMI). The current version of the specification
was published Nov. 13, 2002 and is labeled »Last
Call Draft«, meaning that the specification’s
content has been fixed and that inconsistencies,
if any, will be eliminated by Dec. 13, 2002 (see
Arkin, 2002). Companies that have substantially
contributed to BPMI are CSC, Intalio, SAP, SeeBe-
yond, Sun and Versata.

BPMI defines the focus of BPML as follows (see
BPMI, 2000):

»The Business Process Modeling Language
(BPML) is a meta-language for the modeling of
business processes, just as XML is a meta-lan-
guage for the modeling of business data. BPML
provides an abstracted execution model for
collaborative & transactional business processes
based on the concept of a transactional finite-
state machine.«



BPML provides constructs that allow the defini-
tion and manipulation of the data flow as well as
the definition of single process steps and of the
control flow of these process steps. With regard
to control flow, four types are distinguished (see
Thiagarajan et.al., 2002):

»value based«: The dependence of single
process steps (activities) is determined by the
values of the process data at runtime.

»state based«: The state of the process
determines the dependencies.

»time based«: The control flow is limited by
total runtimes or is subject to a timetable.

— »cycle based«: The control flow is done by
repetition of one or more activities (similar to
loop constructs in programming languages).

3 Web Services-enabled business processes

BPML also offers the opportunity to use nested
activities and to define the way (sequential or
parallel) a group of activities is to be executed.
Furthermore, BPML offers transaction support for
both ACID (coordinated) and long-running
(extended) transactions as well as methods and
constructs for exception-handling.

Figure 5 gives an overview of the different activi-
ties that may occur within a process or a group
of activities. In order to coordinate single process
steps within a group or a process, contexts can
be defined that pass information about the actual
state of the process between single activities.
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Figure 5:
Different activities

of the BPML specification
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BPMI is currently working on a specification for
graphically representing business processes,
called Business Process Modeling Notation
(BPMN). Based on the graphical representation,
it becomes possible to automatically generate
documents that define the business processes.
At present, BPML and BPEL4WS are supported.

I
3.3
XLANG

Microsoft's product in the field of process inte-
gration is the Microsoft BizTalk Server. This prod-
uct is complemented by a set of tools providing
support in process integration, e.g. the »BizTalk
Orchestration Designer«. This tool, which is
based on Microsoft Viso, allows to model the
process in order to couple single process steps
directly with adequate software fragments, e.g.
Web Services (see Figure 6). However, Web Ser-
vices technology is only one option among oth-
ers in this context.
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BizTalk Orchestration Designer
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Based on the so-called »XLANG Scheduler Draw-
ing«, an »XLANG Schedule« is generated by the
Orchestration Designer. The basis of XLANG
Schedule is »XLANG«, a language defined by
Microsoft (see Thatte, 2001). Microsoft defines
the focus of XLANG as follows:

»A language that describes the logical sequenc-
ing of business processes, as well as the imple-
mentation of the business process by using
various application services.« (see Microsoft,
2002)

Execution of a process defined by an XLANG
Schedule is then done over the »XLANG Sched-
uler« of the Microsoft BizTalk Server.

Microsoft will not continue the development of
XLANG, because Microsoft is participating since
August 2002 in the development of the Business
Process Execution Language for Web Services
(BPELAWS), which is described in chapter 3.5

34
Web Services Flow Language (WSFL)

Web Services Flow Language (WSFL) (see Ley-
mann, 2001) is a language developed by IBM for
composing Web Services. The first version of the
specification (Version 1.0) was published in May
2001. IBM is also participating in the develop-
ment of the BPELAWS, so that WSFL will be
replaced by BPELAWS. Therefore only a few basic
principles of WSFL will be presented here.

3 Web Services-enabled business processes

WSFL distinguishes between two kinds of mod-
els, each focusing a certain aspect of the compo-
sition:

— The »flow model« primarily describes busi-
ness processes. The roles of the partners
involved in a certain process are identified,
and single activities (process steps) within the
process are defined and related to each other
(business rules), e.g. by defining the control
flow (»control links«). Besides, data flows are
modeled, i.e. it is defined which input and
output data correspond and must be trans-
formed, if need be (»data links«). The flow
model defines a »public interface« represent-
ing the exterior view of the new, composed
Web Service.

— »Global models« do not define any control
flows or other process rules. Global models
only define the interactions among all Web
Services involved, including the overall Web
Service which is composed of other Web
Services. By means of »plug links«, the opera-
tions of the public interface are combined
with operations of the providers of the sub-
processes.

Two brief scenarios might provide for a better
understanding of the models:

Scenario 1: An enterprise wants to implement a
certain business process by coupling various
(both own and external) Web Services. In this
case, a flow model is used in order to relate the
process steps (i.e. the single Web Services) to
each other, thereby defining the control flow,
transitioning conditions, data flow etc.
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Scenario 2: An enterprise wants to offer busi-
ness partners an integrated Web Service (which
is the result of a combination of several Web
Services). Like in the first scenario, the flow
model is used, but there is no fixation of certain
service providers. Instead, roles and activities are
defined on an abstract level. The concrete
involvement of the service providers is now
defined by the global model. Service providers
may be selected according to certain conditions
and rules by WSFL Service Provider Locators.

Figure 7 shows the relations among flow models,

public interfaces and global models. A flow
model defines activities and exports a public

interface, which is described by WSDL (see chap-

ter 2.2.2), for the combined Web Service. Here,
selected activities correspond to operations. By
means of the plug link, in the global model the
operations of the public interface are then
mapped onto the operations of the used ser-
vices.

WSFL WSFL
Flow Model Global Model

Flow

WSFL

\

N N
| Exportv> [Plug I|nk>

WSDL WSDL

Figure 7:

NG /

Relations between flow models, public Interfaces

and global models (see Leymann, 2001)
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WSEFL is already supported by several software
tools, which are not being developed by IBM
solely. Information about an open-source initia-
tive can be found, for example, under
http://flowrider.sourceforge.net/.

E—

3.5

Business Process Execution Language for
Web Services (BPEL4AWS)

As already mentioned, BPEL4WS is the official
successor of XLANG and WSFL. Business Process
Execution Language for Web Services (BPELAWS)
was published in August 2002 by Microsoft, IBM
and BEA (see Curbera, 2002) with version 1. The
current version 1.1 was published in May 2003.
The further development of this specification will
be hosted by OASIS (http://www.o0asis-open.org),
more exact the OASIS Web Services Business
Process Execution Language TC.

Similar to WSFL distinguishing between flow
model and global model, BPELAWS makes a
difference between »abstract processes« and
»executable business processes«. For example,
during a usual procurement process, the buyer
and the seller each take up a certain role which
are both characterized by an abstract process: a
buying process and a selling process. In the
description of an abstract process only the data
are used which are necessary for the respective
business partner. The connection of the two
processes is done by a service link.

This degree of abstraction, however, is not suffi-
cient to actually execute the procurement
process. To do so, both sides may define private,



executable processes which implement the public
interface. Here again, aspects such as the control
flow of process steps and data manipulation is of
relevance. BPELAWS offers constructs for both
types of the process view.
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Figure 8:
Schema of a BPEL4WS process

The schema of a process definition in BPELAWS is
shown in Figure 8. First, the various roles of the
business partners involved in the process are
defined and containers are provided which
include the data that are exchanged among the
individual process steps. For handling invalid

3 Web Services-enabled business processes

actions during the process, specific handlers and
compensators are defined. Correlation sets offer
a possibility to relate and identify exchanged
data. These data are required because the indi-
vidual process steps of the modeling at runtime
are realized in different, mutually independent
instances. For the overall execution of a process,
however, it must be possible not only to identify
the data of one process step but of an instance
of a process step. In BPELAWS, this is achieved by
correlation sets.

The following further activities are defined — the
meaning of which can be identified by their
names —, which can be used for the above
scheme:

— Receive — Empty

— Reply — Sequence
— Invoke — Switch

— Assign — While

— Throw — Pick

— Terminate — Flow

— Wait — Scope

— Compensate

The »scope«-activity allows to use own error-
handling procedures for a defined number of
process steps instead of using the procedures of
the overall process. The activites »sequence« and
»flow« are used to define the execution order of
sub-processes: activities within a flow activity
may be executed in parallel, activities within a
sequence activity only one after another. In order
to get control over the sequencing of parallel
activities anyhow, the link construct allows to
relate two activities to each other.
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I
3.6
Business process related activities in ebXML

ebXML is meant to be the overall framework of
B2B electronic commerce. Though still under
development, ebXML will offer a complete set of
standards to be used by businesses, organisations
and authorities for their mutual electronic com-
munication. ebXML comprises both technical
standards for registries, repositories, protocols,
profiles, agreements, etc. and standards for
business modelling, information components and
entities, registration procedures, etc. ebXML is a
set of specifications that together enable a mod-
ular electronic business framework. ebXML
enables a global electronic marketplace where
enterprises of any size and in any geographical
location can meet and conduct business with
each other through the exchange of XML-based
messages. ebXML is jointly sponsored by the
United Nations (UN/CEFACT) and the Organisa-
tion for Structured Information Standards
(OASIS).

ebXML is composed of four infrastructure com-
ponents as depicted in the following figure (see
OPENXCHANGE, 2002).

The general ebXML architecture addresses busi-
ness process integration and automation not only
at run-time, but also at design time. It provides
specifications to automate the description and
matching of process profiles of different compa-
nies as well as for the execution of business
process instances.

Whilst Web Services technologies provide techni-
cal oriented solutions to overcome the obstacles
of business process integration, ebXML provides
the business process oriented input and provides
process specifications that could be based on
Web Services technologies. Web Services and
ebXML are therefore complementary in the area
of business process automation and integration.
However, overlappings can be identified in the
area of registry and messaging specifications.

Figure 9:
ebXML Infrastructure Components
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3.7
Conclusion

Four specifications were illustrated which aim at
modeling business processes, both inner-com-
pany and cross-company, by means of XML. All
four specifications require that each respective
process step is implemented as a Web Service —
a requirement which is still far from reality.

Of the four specifications outlined, two will not
be developed further: XLANG and WSFL. The
initiators of these two specifications, IBM and
Microsoft, have recognized that it makes little
sense to work on different specifications for the
modeling of business processes and the imple-
mentation of those processes as Web Services.

Although the approaches differ only slightly from
each other, adaptation efforts in business-to-
business integration projects are still very time-
consuming and cost-intensive. However, this
contrasts with the basic idea of Web Services: to
enable application-to-application integration as
simple and cost-efficient as possible. There are
enough problems to deal with on a semantic
level so that additional problems on the level of
technical integration, caused by diversified speci-
fications, would entirely question the Web Servi-
ces approach.

The willingness to enable standardization, or at
least interoperability, exists, which becomes
obvious best by the fact that BPMN supports
both BPML and BPEL4WS, and that BPMI also
has published a position paper on BPELAWS.

3 Web Services-enabled business processes
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4 Quality aspects

With the widespread dissemination of Web
Services, quality requirements will become impor-
tant selling and differentiating criteria. Quality
determines service usability and utility, both of
which influence the popularity and raise awaren-
ess and acceptance of Web Services.

The issue of quality comprises a whole range of
requirements that challenge service requesters
and service providers. These requirements focus
on issues such as bottlenecks affecting the per-
formance of Web Services, approaches of provi-
ding service quality, transactional services, and a
simple method of measuring the response time
of Web Services.

A key aspect of the provision and adoption of
commercial Web Services will be the ability to
rate the quality of offered services. Methods of
providing a rating and revenue chain manage-
ment solution will be of great interest for provi-
ders of commercial Web Services. In this context,
the challenge is to provide an objective rating
mechanism of Web Services capabilities as well
as the degree of these capabilities.

Although crucial for the dissemination and adop-
tion of Web Services, currently there are no
commonly accepted products and quantifiable
measurement systems available for rating the
quality of Web Services.

The core questions which arise in conjunction
with that issue are:

— Is a rating system for Web Services feasible at
all?

— What criteria should be rated and in what way
should they be rated?

— Who should/could do the rating?

— Who rates the rating agency?

— Can the rating agency be held responsible for
faults or misbehaviour of Web Services?

— Must ratings be available within the UDDI
registry?

— What about the price readiness of the market?
Will achievable payments be enough to
sustain objective rating processes?

— Who will be charged for rating services (the
Web Services provider or the Web Services
user or both)?

— Should a rating agency have a monopoly in
the industry (if not, what can be done about
it)?

In this context, the question arises as to which
quality aspects should be taken for benchmar-
king Web Services. Also, one has to decide on
the indicators to be used for the measuring. In
the evaluation process of Web Services the follo-
wing quality aspects regarding non-functional
properties should be considered (following IBM
»Understanding quality of service for Web Servi-
ces«).

As far as multilinguality of Web Services is con-
cerned, the authors of the study would like to
point out that multilinguality on the level of Web
Services technology, which per definition is used
to enable machine-to-machine communication
and must not be mixed up with web-based
services, is not considered a quality aspect that
has to be taken into consideration here.

The following quality aspects and quality criteria

regarding Web Services can be applied analo-
gously to similar technologies and services.
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]
4.1
Availability

Availability is the quality aspect of whether the
Web service is present or ready for immediate
use. Availability represents the probability that a
service is available. Larger values represent that
the service is always ready to use while smaller
values indicate unpredictability of whether the
service will be available at a particular time. Also
associated with availability is time-to-repair,
which represents the time it takes to repair a
service that has failed. An indicator for measu-
ring availability could be the percentage of
daily/monthly/yearly availability.

—
4.2
Accessibility

Accessibility is the quality aspect that represents
the degree a Web service is capable of serving a
Web service request. It may be expressed as a
probability measure denoting the success rate or
chance of a successful service instantiation at a
point in time. There could be situations when a
Web service is available but not accessible. High
accessibility of Web services can be achieved by
building highly scaleable systems. Scalability
refers to the ability to consistently serve the
requests despite variations in the volume of
requests.
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4.3
Integrity

Integrity is the quality aspect of how the Web
service maintains the correctness of the interac-
tion in respect to the source. Proper execution of
Web service transactions will provide the correc-
tness of interaction. A transaction refers to a
sequence of activities to be treated as a single
unit of work. All the activities have to be comple-
ted to make the transaction successful. If a tran-
saction is not completed, all the changes made
are rolled back. A possible indicator for measu-
ring integrity could be the percentage of correc-
tly processed transactions.

4.4
Performance

Performance is the quality aspect which is mea-
sured in terms of throughput and latency. Higher
throughput and lower latency values represent a
good performance of a Web service. Throughput
represents the number of Web service requests
served at a given time period. Latency is the
round-trip time between sending a request and
receiving the response.



I
4.5

Reliability

Reliability is the quality aspect that represents the
degree of being capable of maintaining the
service and the service quality. The number of
failures per month or year represents a measure
of reliability of a Web service. In another sense,
reliability refers to the assured and ordered deli-
very for messages being sent and received by
service requesters and service providers.

I
4.6
Regulatory

Regulatory is the quality aspect in conformance
with the rules, the law, compliance with stan-
dards, and the established service level agree-
ment. Web services use a lot of standards such
as SOAP, UDDI, and WSDL. Strict adherence to
correct versions of standards (for example, SOAP
version 1.2) by service providers is necessary for
proper invocation of Web services by service
requesters.

I
4.7
Security

Security is the quality aspect of the Web service
of providing confidentiality and non-repudiation
by authenticating the parties involved, encrypting
messages, and providing access control. Security
has added importance because Web service
invocation occurs over the public Internet. The

4 Quality aspects

service provider can have different approaches

and levels of providing security depending on the
service requester. Please see the next chapter for
detailed information on security of Web services.

The degree of fulfilment of both these quality
aspects and the security aspects (see chapter 4)
will have a crucial impact on Web Services based
»high value / high risk« business scenarios. If
cross-company processes involving high financial
transactions are to be executed by means of
Web Services, compliance with strict quality and
security requirements is an indispensable prere-
quisite. Not meeting these requirements would
lead to Web Services being used only in uncriti-
cal, strategically irrelevant domains.

E—
438
Usage Scenario 1: Quality aspects

The relevance and importance of the quality
aspects outlined above will now be illustrated by
means of an example business scenario.

1 »Pharma&Health«, a producer of pharmaceuti-
cals, is confronted with problems regarding
the procurement of raw materials. Despite the
implementation of an electronic procurement
system, the execution of procurement proces-
ses is characterised by high inefficiencies,
resulting in high transaction costs. One major
problem is the fact that the materials are
procured over a number of different electronic
trading platforms. Due to the high volatility of
prices, the procurers always have to compare
up-to-date prices and find the most attractive
offers on the various platforms before they
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can make a purchase order. This sub-process, 4 Pharma&Health mandates that the Web
which can be executed only with a high Service satisfies all of the following quality
degree of manual activities (e.g. by phone or criteria:

e-mail), is very extensive and cost-intensive.

2 The situation is equally difficult for the trading  Criteria Indicator Value
partners of Pharma&Health. »Premium Materi
als« is a large raw-materials wholesaler that Availability Yearly availability 99%
provides one of the electronic platforms
Pharma&Health is using for procurement. Accessibility Probability measure
Premium Materials complain about the fact denoting the success rate 99%
that — despite having implemented the electro-
nic platform — the desired cost savings could Integrity Correctly processed
not be accomplished. One reason for that is transactions 100%
that the company has to deal with a high
number of price inquiries made by phone or Performance Response time < 40 sec
e-mail, which must be manually processed by
the sales staff. Reliability Number of failures 2 per

month

3 »Web Services Development & Consulting,

an IT company, gets to know about the pro- Regulatory Certification Yes
blems of the two companies and decides to
implement a Web Service for optimising sour-  Security Certification Yes

cing processes, allowing procurers to easily

and flexibly make price inquiries to the co--

operating platforms. This requires that the If the desired values cannot be fulfilled,

Web Service developed by Web Services Pharma&Health and Premium Materials will not
Development & Consulting must be made use the Web Service. The business model of Web
available on the platforms. Web Services Services Development & Consulting would then
Development & Consulting has the Web end in failure. The initial situation at

Service registered at an UDDI registry operator.  Pharma&Health and Premium Materials, charac-
Raw-materials wholesalers using the Web terised by massive inefficiencies, would remain
Service are charged on the basis of a license unchanged, and the investments for licensing the

model. The advantage for the wholesalers: by ~ Web Service would have been made in vain.
using the Web Service they benefit from

increased customer satisfaction and reduced

process costs, mainly achieved through a

significant reduction of manual activities.
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5 Security aspects

Where data processing is concerned, security
issues always need to be addressed. Particularly
with regard to e-business, meeting security requi-
rements for privacy, integrity and confidentiality
is essential. »No security« effectively means »No
trust« and »No trust« means »No business«.
With Web Services, it is just the same. If this
technology should be adoptable for business
purposes, security issues must be addressed as
with any other technological approach. While
Web Services might differ from competitive
technologies, the security requirements do not.

According to a survey of 400 enterprise develop-
ment managers done by Evans Data Corp., the
single biggest obstacle to Web Service implemen-
tation are security issues (45,5% of all answers).

While IT security often is equaled to access con-
trol (in the form of mechanisms to restrict access
to information or systems to authorized users
only), there are actually much more aspects to
consider. For instance, other dimensions of IT
security are confidentiality, data integrity, virus
protection, intrusion detection or the controversi-
ally discussed intellectual property protection (in
its technological incarnation: »Digital Rights
Management«). Not all these dimensions are
equally relevant for all applications of informa-
tion technology. When identifying the relevant
dimensions of security for Web Services, the
result is a list that is basically identical with the
one that also applies to the world of traditional
client/server applications. This is not surprising —
after all, Web Services still can be regarded as a
form of client/server technology.

In conjunction with Web Services, these are the
most relevant dimensions of security which need
to be addressed:

— Authentication / Authorisation (sometimes
also referred to as access control) is basically
the demand to restrict system access to autho-
rised users only. Authentication means that
the system must be able to identify any user.
Intruders should not be able to masquerade
as someone else. Authorisation regulates what
an authenticated user can do (e.g. read some
specific data).

The access control mechanism must be able to
deal with both external or internal attacks on
the system. External attacks are conducted
from outside the system by persons who
should not gain access to the system at all.
Internal attacks are made by users who are in
principle authorised to access the system but
intend to impersonate someone else).

Access control for Web Services can be imple-
mented in different ways that are comparable
to those mechanisms used for securing con-
ventional Web sites. The most widely spread
are the authentication via user name/password
or to restrict access from authorised systems
only (e.g. via IP addresses). However, the latter
is mainly used to secure private networks.

— Data/Message integrity: Data integrity
describes the need to be able to verify data
(or messages) regarding their genuineness.
The system should include mechanisms to
identify and reject data that has been tampe-
red with or data that has been transferred
incorrectly. One possible implementation to
ascertain data integrity is the usage of digital
signatures.
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— Confidentiality: Confidentiality is the
demand that data may only be viewed by
legitimate users, even if other access control
mechanisms are bypassed. Confidentiality first
of all means to secure data from eavesdrop-
pers. It should be impossible for attackers to
intercept and read any data during transfer.
This is especially important for any service
relying on the transfer of confidential data
over insecure networks (like the Internet).
Electronic business regularly makes the trans-
fer of sensitive data necessary.

Confidentiality is usually implemented by the
use of cryptographic algorithms like AES.
However, there are different options to secure
data against eavesdropping. For example it is
possible to encrypt the entire session (e.g. via
SSL) or just the payload (for example, in scena-
rios where the overhead of the SSL protocol is
undesirable).

— Transaction integrity: The demand for tran-
saction integrity has its origins in the world of
database management systems but is valid for
web based services, too (especially when a
Web service conducts write-accesses on a
database). It has be ascertained that data is
changed in a consistent manner, e.g. not
simultaneously changed by two different users
or read by one user while changed by another.

If transaction integrity can not be ascertained
through suitable mechanisms, the corruption
of data will become rather likely. For Web
services it means, that function calls via Web
services that can not correctly executed with a
proper transaction, must be handled in some
way (e.g. error handling, user feedback etc.).
It is desirable to include this features directly
to the protocol. Transaction integrity is usually
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handled by workflow protocols and will not be
sfurther discussed here.

— Privacy: Privacy is a human right. It describes
a person’s right to limit access and use of
individually identifiable information. Personally
identifiable information is often required by
individuals and companies in order to perform
services for the individual (e.g. a doctor requi-
res medical information about his patients).
Privacy relates to control over what is done
with this information, especially whether it is
redistributed to third parties without the indi-
vidual's knowledge or consent. Privacy may be
managed by a combination of technical and
legal means. Confidentiality technology may
be used to protect privacy, but cannot prevent
inappropriate sharing of information.

E—
5.1
General XML security

Web Services are an XML-based technology, and
as such the general issues of XML security also
apply to Web Services. Moreover, the general
XML security specifcations are incorporated in
Web Service specific security specifications. The-
refore, a keen understanding of the general XML
security is an absolute must in order to apply
security to Web Services.

XML-derived languages, such as SOAP, are text-
based and extensible. So, it should be possible to
provide security measures such as confidentiality,
integrity or access control to entire XML docu-
ments or portions of these documents in a way
that doesn’t hamper the advantages of XML,



most important of all the possibility to process
XML documents with standard XML tools. This
has the consequence that most »classical« secu-
rity technology cannot be applied to XML
unchanged. For instance, it would be inappro-
priate in most circumstances to simply encrypt
the entire XML document with a cryptographic
algorithm (as it would be done with binary data),
for the resulting data would not even be reco-
gnizable as XML anymore and thus it would be
impossible to use a standard XML parser to
process this document.

As a result, a specific architecture for XML secu-
rity has been developed. The core XML security
specifications are:

— XML Encryption (XML-Enc) (which addresses
confidentiality)

— XML Digital Signature (XML-DSig) (which
addresses integrity and verifiability)

— XML Access Control Markup Language
(XACML) (which addresses authorization
rules)

— Security Assertion Markup Language
(SAML) (which addresses authentication and
authorization, with a particular focus on
»single sign-on« services)

— XML Key Management (XKMS) (which
addresses key management)

These specifications transfer existing knowledge
and technologies into the XML world to meet
the new requirements of XML. It is possible to
use XML security technology in conjunction with
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existing transport security technologies such as
Secure Socket Layer (SSL) / Transport Layer Secu-
rity (TLS). All these listed XML security specificati-
ons can be applied to Web Services as well and
shall be addressed in more depth.

5.1.1
XML Encryption (XML-Enc)

The XML Encryption specification enables the
application of confidentiality to XML documents.
While transport security technology such as SSL
also could be used, these technologies secure
content only while in transit, not when the con-
tent is stored. XML Encryption can be used to
ascertain confidentiality to XML documents both
while in transit and when stored on a server.
Besides, there are scenarios where SSL simply is
not an option — for SSL operations take tremen-
dous processing time. Also SSL can’t be used
when different portions of the document need
different treatment. For instance, sometimes a
part of the document should be readable by one
person while a different part should be accessible
only to another person.

Also it would be possible to encrypt XML docu-
ments with common cryptography tools. For
instance, the standard cryptographic algorithm
AES (Advanced Encryption Standard) could be
used to encrypt an XML document before sen-
ding it to the recipient. However, this operation
would convert an XML text document to binary
data. It would be no longer possible to use stan-
dard XML tools to process this document since it
no longer can be parsed. In many situations, this
is highly undesirable. XML-Enc does address and
eliminate this problem.
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Like conventional security technology, XML
Encryption makes data confidential using crypto-
graphic algorithms which garble data into a non-
readable and non-understandable form by using
a key. Only a person (or system) in possession of
the proper key will be able to reconvert the
encrypted data into a readable form. In general,
encryption can be done in two different ways:

— Symmetric Encryption uses the same key for
both encryption and decryption. This means,
that both sender and receiver of the data must
have the same key.

— Asymmetric Encryption is sometimes also
referred to as »public key encryption«
(because the encryption key can be made
public without hampering security).
Asymmetric Encryption uses different keys for
encryption and decryption: a public key and
a private key.

XML Encryption supports both encrypting tech-
nologies. It also is possible to apply confidentia-
lity to entire XML documents, portions of XML
documents, single XML elements and even single
element content. Content also can be secured
using different keys for different portions of the
document, so parts of the document can be
made accessible for different recipients. This is
especially valuable when the document has to be
processed by an intermediary before passed on
to the final recipient. In this case, the intermedi-
ary only has access to those parts of the docu-
ment that do concern him.

When XML Encryption is used on XML docu-
ments, the result is still an XML document that
can be processed with standard XML tools (such
as a parser). But XML Encryption is in no way
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limited to XML content. It also can be used to
encrypt arbitrary content, including binary data.
This means that binary attachments (e.g. pictures
or sounds) can also be processed using the XML
Encryption specification.

51.2
XML Digital Signature (XML-DSig)

Digital signatures are the electronic equivalent of
handwritten signatures. They allow data to be
verified as authentically created or sent by a
certain person or system. If a person sends digi-
tally signed data to a recipient, the latter can
positively verify that the data hasn’t been altered
during transport. This is called »Message aut-
hentication«. Any alteration of digitally signed
data would render the attached signature imme-
diately invalid. The recipient can also use a sen-
der’s digital signature for »nonrepudiation«.
This means, the digital signature can be used as
an evidence that the sender really did create the
data. After attaching his digital signature, the
sender can no longer reasonably deny not to
have signed the data. However, it should be not
remain unsaid that nonrepudiation usually takes
some instance of trust along with the digital
signature itself. This is due to the fact, that
despite it is easy to show that a certain digital
signature has been used to sign a message, it is
much harder to show that this digital signature
really belongs to a certain individual. This only
can be ascertained when the digital signature
has been issued by a trustworthy instance (such
as a government body), that has positively veri-
fied the individual’s identity in the process of
issuing the digital signature.



A digital signature is made by computing a digi-
tal »fingerprint« (also called a »hash« or »mes-
sage digest«) of the message to be signed. This
fingerprint is then encrypted with the signer's
private key and attached to the message. To
verify the signature, the recipient computes the
fingerprint of the message again and decrypts
the one in the signature with the sender's public
key. If the two fingerprints are identical, the
message is authentic. If the message was altered,
the fingerprint of the message will differ from
the one in the signature.

Just like XML Encryption, XML-DSig can be used
to sign entire XML documents or portions the-
reof. Usage of this specification is also not limi-
ted to XML documents, for binary data also be
signed using XML-DSig. Nested signatures are
supported as well. This makes it possible to sign
a digital signature with another signature which
can be used to ascertain trust. For instance, a
trustworthy instance could sign an individual’s
digital signature with their own to ascertain a
recipient that this digital signature has been
verified by them as authentic.

51.3
Extensible Access Control Markup
Language (XACML)

The Extensible Access Control Language is a
policy language that can be used to enable
access control to XML documents. Usually, access
control models involve a user making some
access request and the system either authorises
this access request or denies it. This is called a
subject-privilege-object model.
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With XACML it is possible to regulate access to
complete XML documents or portions thereof
(such as single elements). Also it can be specified
which actions on the document or its portions
are allowed and which are not. XACML is not
limited to XML documents, however. XACML
policies can regulate any type of resource via an
XPath expression.

When XACML is applied, a processor is needed
that evaluates each user request to a target XML
document and makes an access decision based
on the associated policies written in XACML. If
the access is to be granted, the request will be
executed and the results delivered to the reque-
ster.

514
Security Assertion Markup Language (SAML)

A general requirement of modern distributed
systems is »single sign-on« authentication. This
means that a user should only need to authenti-
cate once to the system and the authentication
information is shared throughout the entire
system to avoid repeated authentication proce-
dures.

The XML Security Assertion Markup Language
enables »single sign-on« functionality by provi-
ding an XML vocabulary for sharing security
assertions. SAML also includes a request/response
protocol and a SOAP protocol binding. SAML
does create assertions that a specific subject was
authenticated by a specific mechanism at a
specific time. Mechanisms that can be used in
conjunction with SAML range from simple pas-
sword verification to biometric attributes.
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SAML assertions are compounds of one or more
of three kinds of »statement« about a »subject«
(which can be either a human user or a system):
— Authentication

— Attribute

— Authorisation decision

5.1.5
XML Key Management Specification (XKMS)

The XML Key Management Specification (XKMS)
provides protocols for management of public
keys. Public key technology is an essential part of
digital signatures. It also plays an important role
for providing confidentiality in distributed
systems.

Important steps in applying public key cryptogra-
phy include the creation of a public/private key
pair and associate the public key with identity
information of its owner. In case the private key
gets compromised (e.g. by theft), a mechanism
to revoke the thereby also compromised public
key is needed, too.

XKMS defines XML messages for request, res-
ponse, key registration, key revocation and key
updates. The primary objective is to allow a user
of a public key application to easily locate requi-
red keys and underlying key information. XMKS
consists of two parts, the XML Key Information
Service Specification (X-KISS) and the XML Key
Registration Service Specification (X-KRSS). X-
KISS defines protocols for processing key infor-
mation (such as locating keys or key holder
information) while X-KRSS provides support for
key registration services. The registration process
mainly consists of sending a public key along
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with the key user information to a trusted key
registration server. After registration, key infor-
mation may be obtained using X-KISS messages
to send queries to the key server.

5.1.6
Platform for Privacy Preferences (P3P)

The Platform for Privacy Preferences (P3P) is a
protocol developed by the World Wide Web
Consortium (W3C). P3P is an XML format by
which Web sites can describe their privacy poli-
cies in a machine readable format, e.g. whether
personally identifiable data is being collected, the
purpose for this collection and which third par-
ties will have access to the collected data. A
client (such as a Web Browser or a Web Service)
can parse the P3P policy file and then make the
decision of whether or not to use this service.

5.2
Web Services Security

The point of Web Services technology is to let
any system communicate with any other system
by the use of easy-to-implement and widely
spread protocols. However, with these new
possibilities comes a whole range of security risks
that need to be addressed. Web Services techno-
logy will be applied in an environment that is
highly decentralised in both architecture and
administration. Also it is a extremely heteroge-
neous environment in regard to the applied
implementation technologies. Last, the Web
Services environment is one where services are
regularly open to the public Internet. Enforcing



security policies across a highly decentralised and
heterogeneous environment is no piece of cake.

A few of the major security risks that apply to
Web Services are:

Denial of Service Attacks:

A Denial of Service (DoS) attack aims to disable a
system by flooding it with more traffic than it
can handle. With conventional web sites, DoS
attacks are relatively easy to detect. However, in
a Web Service environment, detection of DoS
attacks might be more difficult. Especially when
the Web Service takes a lot of computing time, it
is entirely possible that only a few dozen
requests might disable such a system. However,
to safely detect a DoS attack by automated
intrusion detection systems, many more requests
are necessary.

Malicious Attacks:

Web Services are all about calling functions on
remote systems. They do this by sending SOAP
reguests over the standard HTTP protocol (or
other Internet protocols). The standard HTTP port
is open at most firewall systems - which means
that the SOAP traffic can pass unhindered to the
internal network (or at least to the demilitarised
zone). It must be clearly stated that the possibi-
lity to execute function calls on remote systems
opens this system to hacker attacks who could
use the Web Services interface to try to gain
entry to the system. It is highly advisable to
carefully design the Web Service (and its back-
end applications) with regard to prevent hackers
to exploit weaknesses and thus compromising
the entire system. Also, all incoming SOAP
requests should be parsed and evaluated before
passed on.
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Replay Attacks:

A replay attack is to copy a valid request and
sending it to the recipient repeatedly. An exam-
ple for an application of a replay attack would be
to copy a valid bank order and sending it to the
bank a couple of times to make the bank trans-
fer many times the original sum to you.

Replay attacks can be pretty much prevented by
including a timestamp and a digital signature to
all requests.

Man-in-the-Middle Attacks:

A man-in-the-middle attack is when a malicious
attacker intercepts communication traffic (such
as SOAP messages) between two parties and
modifies, deletes or totally replaces the messa-
ges. By doing so, the attacker can forge messa-
ges to make communication partner A think that
he is talking to partner B while in fact he is
talking to the attacker and vice versa.

A public key infrastructure with a trusted key
issuer can help to prevent such attacks.

Buffer Overflow Attacks:

Buffer overflow attacks try to alter an applica-
tion’s function call stack to either make the
system crash or execute code. This is done by
calling a function and passing longer parameter
values than the function can handle (e.g. a pas-
sword with 200,000 characters). It is sometimes
possible for a hacker to include code of his own
to the function call by passing it as a parameter
value and then make the application execute this
code by using a buffer overflow attack.

Password Attacks:
As with any other system that can be protected
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by password authentication, Web Services are
also vulnerable to the same attacks known from
past experience. A password attack is the try to
access password protected services by guessing a
valid user/password combination. This could be
done either by brute force (trying out every
possible password) or an »educated guess« such
as a dictionary attack that tries a list of popular
used passwords.

5.2.1
WS-Security (WSSL)

SOAP, the core Web Services specification, does
not include any security mechanism. However,
the listed XML security specifications can of
course also applied in conjunction with SOAP.
Moreover, a set of SOAP extensions has been
created that helps implementing confidentiality
and message authentication for SOAP docu-
ments. This specification goes by the name »WS-
Security«, sometimes it is also referred to as the
»Web Services Security Language« (WSSL). WS-
Security supports encryption, digital signatures,
trust domains and security tokens (such as iden-
tity credentials like a user name). It is largely
based on both the XML-Enc and XML-DSig speci-
fications. WS-Security provides a mechanism to
attach a security header block to a SOAP header
which can include security relevant information
such as digital signatures or security tokens.
Because multiple security headers can be inclu-
ded, WS-Security also supports intermediary
security processing.

The WS-Security specification has recently been

updated to be able to support message time-
stamps. These can be used to effectively prevent
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replay attacks. With a timestamp, a system can
easily determine if a message has been sent
more than once.

52.2
The future of Web Services security

With WS-Security, a powerful mechanism to
ensure message integrity and confidentiality has
been created. Currently, research focus on crea-
ting a more complete security architecture for
Web Services. The creators of WS-Security, IBM
and Microsoft, plan to integrate WS-Security in a
broader range of security specifications.

The following figure shows the proposed road-
map by IBM and Microsoft (see: Security in Web
Services World: A proposed Architecture and
Roadmap. IBM Corporation and Microsoft Cor-
poration; 2002):

| WSSecureConversati04 | Ws-Federation | | Ws-Authorization |

I WS-Policy | | WS-Trust | I WS-Privacy

Today

|
WS-Security |
|

| SOAPFoundation

Figure 10:
Future of WS-Security (Source: IBM and Microsoft)

— WS-Policy will describe the capabilities and
constraints of the security (and other business)
policies on intermediaries and endpoints (e.g.
required security tokens, supported encryption
algorithms, privacy rules).

— WS-Trust will describe a framework for trust
models that enables Web services to securely
interoperate.



— WS-Privacy will describe a model for how Web
services and requesters state subject privacy
preferences and organisational privacy practice
statements.

— WS-SecureConversation: will describe how to
manage and authenticate message exchanges
between parties including security context
exchange and establishing and deriving
session keys.

— WS-Federation will describe how to manage
and broker the trust relationships in a hetero-
geneous federated environment including
support for federated identities.

— WS-Authorisation will describe how to
manage authorisation data and authorisation
policies.

I
5.3
Usage Scenario 2: Security aspects

In the following example a Web Services scenario
with considerable security needs will be presen-
ted. It will be illustrated how the different specifi-
cations can be implemented to address the ari-
sing security needs.

»Smith Company« plans to purchase several new
machines at »Machine Company«, a vendor that
sells expensive machines over the Internet. There-
fore, »Machine Company« requires a credit
check before a transaction can be done. Of
course, »Smith Company«’s credit rating is sensi-
tive data, so that it has to be treated confiden-
tial. »Smith Company« has its accounts at »The
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Bank«. The forth player in this scenario is the
»Trust Company« which provides a public key
infrastructure. »Trust Company« also operates an
XKMS key registration server.

That is how it can be done:

1 The IT departments at »Machine Companyx,
»Smith Company« and »The Bank« each
create a public/private key pair that can be
used for digital signatures or public key cryp-
tography.

2 All three register their public keys with »Trust
Company«'s XKMS server via X-KRSS.

3 »Smith Company« retrieves »Machine Com-
pany«’'s public key at »Trust Company« via
X-KISS.

4 »Smith Company« creates a SOAP document
containing the purchase order and digitally
signs it with »Machine Company«’s public key.
The signature information is embedded in the
SOAP Header according to the WS-Security /
XML-DSig specifications. Thereafter, the
purchase order is sent to »Machine Com-

pany«.

5 »Machine Company«’s order processing
system retrieves »Smith Company«’s public
key at »Trust Company« via X-KISS and valida-
tes the digital signature on the purchase order
to ascertain that it is authentic.

6 »Machine Company«’s order processing
system sends an access request to »The
Bank«’s credit rating database and signs it
with its digital signature.
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7 »The Bank«'s credit rating system retrieves 14 »Machine Company«’s order processing
»Machine Company«’s public key at »Trust system verifies the digital signature and
Company« via X-KISS and verifies the digital decrypts the SOAP payload containing the
signature on the access request to ascertain requested information.

that it is authentic.
15 Satisfied that »Smith Company«’s credit

8 »The Bank« charges »Machine Company« for rating is » AAA«, the order processing system
accessing its database and sends a SOAP sends a SOAP document containing a digitally
document containing a SAML assertion to signed order confirmation to »Smith Com-
»Machine Company«. pany«’s procurement system.

9 »Machine Company« retrieves »The Bank«
public key at »Trust Company« via X-KISS.

10 »Machine Company«’s order system creates a
SOAP request to »The Bank«’s credit rating
database, encrypts the payload containing
»Smith Company«’s data via WS-Security /
XML-Enc with »The Bank«’s public key. Then
the order system attaches the SAML assertion
to the SOAP header and digitally signs the
document with »Machine Company«’s digital
signature.

11 »The Bank«’s credit rating database verifies
»Machine Company«’s digital signature and
the SAML security assertion.

12 »The Bank«’s credit rating database decrypts
the SOAP payload using its own private key.

13 Satisfied that both the signature and the
SAML assertion are valid, the credit rating
system at »The Bank« creates a SOAP docu-
ment containing »Smith Company«’s credit
rating, which of course gets encrypted via
WS-Security / XML-Enc using »Machine Com-
pany«’'s public key. The digitally signed SOAP
document is sent to »Machine Company«.
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The described process is illustrated in the following graphic:
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5.4
Conclusion

Security is no quality characteristic that can be
optimised and improved over time. Security is
nothing less than a hard prerequisite for imple-
menting Web Services technology in a business
environment. While it is true that some business
scenarios do not have equally strong security
needs as others do, this does not change the fact
that every scenario’s security requirements have
to be covered, or Web Services cannot be
applied to this scenario at all. There is no such
thing as »half-good« security. Either your appli-
cation is sufficiently secure or it is not. There is
no in-between.

The security need for Web Services has been
addressed by a large number of XML and WS
security specifications.

Authentication / Authorisation is covered by
SAML and XACML. These two specifications are
fully compatible and can probably solve any
possible use case for authentication / authorisa-
tion.

Data Integrity is covered by XML-DSig and
XKMS, which provides mechanisms for digital
signatures and public key management.

Confidentiality is covered by XML-Enc which
allows a flexible application of proven cryptogra-
phic methods to Web Services.

WS-Security combines some of these general

XML security approaches into a security architec-
ture specifically for Web Services applications.
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By the use of named specifications these dimen-
sions of security can be covered — in theory.
However, at this time, there are almost no pro-
ducts available on the market that implements
these specifications in a complete manner. Some
of these specifications are still too new to be
considered stable. It is still possible that some of
them will undergo significant changes in the
future — what might be a reason that many
companies are somewhat cautious not to imple-
ment a product based on these specifications too
early.

It has to be clearly stated that before products
are not available on the market Web Services
security will not happen at a large scale. In con-
junction with the fact that lack of security is one
of the largest obstacles for implementing Web
Services in a business environment, it should be
clear that resources must be assigned to this
matter with high priority.

— The security specifications relevant to Web
Services have to reach a sufficient degree of
stability to enable developers to apply these
specifications in their products. However, it
can be safely assumed that this will happen in
the near future, because most of these specifi-
cations have in the meantime been proposed
to standardisation organisations like OASIS or
the W3C.

— Security awareness has to be created. This
means that Web Services vendors have to be
made aware of the security risks their services
are vulnerable to and the measure they can
implement to address these risks. Past experi-
ence has showed us that some vendors are
strong at security while others are not. In the
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Web Services world where applications and
systems become more tightly integrated than
ever, such weak spots will become more
dangerous than ever.

— Tools will have to be created that address all
these security risks that the XML security
specifications (and products based on them)
alone can not. For instance, we need security
tools that can parse SOAP documents for
malicious content or tools that can be used for

intrusion detection in a Web Services environ-
ment.

A lot of attention will also be required for
carefully designed back-end applications.

If a back-end application is vulnerable to buffer
overflow attacks or if passwords are badly cho-
sen, the system still can easily be compromised,
even if XML security is implemented.
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6 Potentials of Web Services

With regard to an assessment of the degree of
maturity of the Web Services market, it must be
stated that there still is no highly developed Web
Services market. After comprehensive research it
was not possible to find real-existing cross-com-
pany business applications that could be identi-
fied as Web Services according to the definition
of W3C. A respectable amount of companies
seem to be experimenting with Web Services
technology, for example in behind-firewall EAI
scenarios, but are still far from operating a
mature solution that could be categorized or
classified in one way or the other. The bottom
line is: At this moment, the focus of Web Servi-
ces related activities lies in the development and
provision of tools and platforms that support
Web Services technology. For example, a lot of
software developing companies extend their
product suites to support Web Services techno-
logy (such as IBM and SAP) or develop entirely
new products (for example IONA). However, a
real market, as has developed for other e-busin-
ess models such as ASP (Application Service
Providing), has not emerged yet for real-world
applications of Web Services technology in cross-
company scenarios.

I
6.1
Application fields

By means of Web Services technology companies
may provide internal and external users with
access to electronic business functions. This may
take place on a commercial basis or to foster
better business-to-business and business-to-
consumer relationships. Most certainly, Web
services will support this goal by providing new

business opportunities and new business models.
The introduction of software/business functions-
as-a-service will present an opportunity for busin-
esses to use new ways of delivering and gaining
value.

There are a couple of application fields which
seem to be particularly suitable for the use of
Web Services. These application fields already
pose strategic challenges on enterprises aiming
at extending business domains by means of the
Internet and designing and establishing new
(Internet-based) business models by means of
combined technological approaches.

Business process automation

Web services reduce the need to carry out sepa-
rate integration projects with each partner,
customer, or supplier an organisation wishes to
conduct automated business with, thus minimi-
sing integration costs and efforts. This objective
is accomplished by a high degree of standardisa-
tion as to the definition of interfaces, making
externally available business logic that was pre-
viously restricted to be used in backend systems.

Business-to-business integration

Web services make it simpler for an organisation
to interact with other businesses and syndicate
the functions it provides or aggregate the func-
tions provided by others. Organisations will find
greater freedom to outsource not only IT func-
tions but also entire parts of the organisation to
specialised providers, reducing the functional
scope of the organisation and enabling it to
concentrate on its core competencies.
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Enterprise application integration

Today's enterprise application integration pro-
ducts are typically point-to-point solutions built
to integrate specific products with each other.
Web Services will make integration easier and
force an emphasis on the subject of interoperabi-
lity, thus making it easier to work with partners
and to integrate systems.

Software engineering / Application
development

With Web Services businesses will have more
choice as to how they engineer applications.
Instead of being faced with the alternatives of
either keeping all IT in-house or using the servi-
ces of an Application Service Provider (ASP) to
deliver all (or a substantial part) of its IT services,
an organisation can select a mix of in-house and
outsourcing with complete freedom to mix and
match.

6.2
Implications for demanders of Web Services

There are two main business implications of Web
Services: outsourcing (by the company that uses
Web Services based functions of another com-
pany) and externalisation of business func-
tions (by the company that offers the Web
Services based functions), both on a much finer
granularity level than possible today.
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6.2.1
Deployment of Web Services along
the entire value chain

Web Services can be implemented along the
entire value-adding chain — not only on certain
stages. On every stage where the externalisation
of transactions and (sub-) processes may lead to
cost savings and an increase of efficiency, Web
Services could be applied in principle with posi-
tive impacts.

Web Services, which are integrated as external
services in the process structures of an organisa-
tion and which perform clearly defined tasks and
process steps, can yield a significant increase of
efficiency. Organisations using Web Services can
concentrate more on their core competencies
while at the same time being able to offer custo-
mers additional services which have not been
developed in-house and which do not necessarily
belong to the organisation’s core business field.

The following sections contain usage scenarios
that shall illustrate this aspect by showing busin-
ess cases from different areas of the value chain.

Optimisation of distribution channels

In order to optimise distribution channels, a car-
rent company connects business partners (e.g.
travel agencies) to its electronic reservation
system by means of a Web Service. In the past,
electronic bookings were made over EDI, a very
extensive and cost-intensive method. The confi-
guration of the interfaces was quite time-consu-
ming and had to be adapted each time the
system of one of the partners was modified.
Now the company has the possibility to offer
partners a single Web-based interface, resulting



in significant technical and organisational impro-
vements. Due to much lower costs for implemen-
tation and maintenance, it is now possible to
connect much more business partners with the
reservation system.

Opening up new business potentials

A car rental agency plans to open up new busin-
ess potentials and offers its core competence,
which is in the area of vehicle fleet management,
as a new offer on the Internet. Among other
things, the offer consists of several services run-
ning on different back-end systems that have to
be integrated into the newly developed customer
oriented enterprise portal by the help of Web
Services technology. This portal can be used by
customers, e.g. for the conclusion of new con-
tracts. Via Web Services an integration of a
customer's ERP application with the vehicle fleet
management system of the car rental agency can
be implemented.

Qualification of suppliers

In the qualification process of suppliers there
often is the necessity to assess suppliers in order
to optimise or enlarge the company's supplier
portfolio. An individual assessment of every
single supplier, if done by the company itself,
would be costly as well as elaborate. In this
context, external, specialised service providers
promise an increase in process efficiency and
thus reduction of costs. These services could of
course also be offered on the Internet. By the
help of Web Services, the necessary integration
of external service providers with internal systems
can be realised easily and quickly.
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6.2.2
Usage Scenario 3: Business application

A credit rating company offers a Web Services
based application for credit assessment of per-
sons and companies. Third parties (e.g. Web
Shops, banks, mobile communication companies
and so on), can use this service for assessing new
customers or other business partners. This service
could be directly called from the ERP system and
thus tightly integrated with the process of recor-
ding the new customer's data or the order pro-
cessing system. Depending on the result of the
credit assessment, the order can be automatically
processed or rejected.

Here is an example how it works today without
Web Services:

1 John Black has decided to purchase a mobile
phone. He surfs through the Internet in order
to search for suitable offers.

2 After some time he decides on an offer of
»Communications Unlimited«, a mobile-phone
service provider. He is a bit annoyed that
Communications Unlimited offers no possibi-
lity to complete the contract online. But since
the offer seems to be very suited to his needs,
he accepts that he has to go to the nearest
branch office of the company.

3 The sales assistant in the branch office asks
John to fill in and sign the order form. After
that the sales assistant has to enter John's
data into the customer registration mask of
the ERP system of Communications Unlimited.
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4 Before John can be accepted as a new custo-
mer of Communications Unlimited, the gene-
ral business conditions of Communications
Unlimited require that a solvency check has to
be made. Therefore an inquiry is made to
»Prime Financials«, a finance service provider
with which Communications Unlimited holds a
steady partnership.

5 The sales assistant enters John's data into a
form and faxes it to Prime Financials.

6 Thirty minutes later the sales assistant gets a
phone call from a staff member of Prime
Financials who asks for additional information
about John's credit-worthiness. John is still
waiting.

7 A few minutes later, Communications Unlimi-
ted receives a response-fax containing all the
information necessary for completing the
contract. The sales assistant concludes the
customer registration process and John is
ready to take his new mobile phone and leave
the store.

The example is characterised by the extensive
and inefficient execution of the customer regi-
stration process, with media discontinuity leading
to high transaction costs. A major problem lies in
the low degree or complete lack of interconnec-
tivity of the systems involved. A real-time execu-
tion of the processes is thereby impossible.

Such difficulties provide for a decrease of custo-
mer satisfaction. The described scenario is by far
not uncommon in reality, since efficient electro-
nic integration of branch offices of mobile-phone
service providers with information systems of
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external suppliers is still a problem. Here, Web
Services offer cost-efficient and technically feasi-
ble possibilities to improve the customer registra-
tion process, with a number of actors to benefit
from these potentials.

That's how it could work with Web Services
(security and quality aspects are neglected in this
example; please refer to respective chapters for
details):

1 Prime Financials decides to establish the
start-up »ABC Check«, which is supposed to
offer its core competence of conducting
solvency checks of customers on the Internet.
A Web-based business model, built upon Web
Services technology, is supposed to serve as
the basis for the operative business of ABC
Check.

2 ABC Check has its Web Service registered in
the UDDI directory of a renowned organisation
called »World Wide Registry«.

3 Communications Unlimited plans the automa-
tion of customer solvency checks in order to
save transaction costs and accomplish an
increase of efficiency with regard to the pro-
cess of customer registration. The company
decides to integrate that process as an exter-
nal service by means of a Web Service. In
order to find an adequate Web Service, Com-
munications Unlimited contacts World Wide
Registry. After the descriptions of various Web
Services have been examined, Communicati-
ons Unlimited decides on the Web Service of
ABC Check.



4 By means of Web Services technology, Com-

munications Unlimited is able to realise the
technical integration of the Web Service with
the company’s ERP system.

Back to John Black: In the branch office of
Communications Unlimited, the sales assistant
captures John's data and activates the solvency
check by a simple click on a button directly in
the customer registration mask of the ERP
system.

Immediately, a SOAP document is created and
sent to ABC Check over the Web Services
platform of Communications Unlimited. ABC
Check receives the SOAP document and
examines John's credit-worthiness in real-time
over a database inquiry. The result (again as a
SOAP document) is sent back to Communicati-
ons Unlimited.

The ERP system of Communications Unlimited
receives and interprets the result of the sol-
vency check. Depending on this result, the
customer registration process is continued
accordingly.
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Prime Financials gets the possibility to connect
any business partner with its systems flexibly
and cost-efficiently, since the use of Web
Services does not cause dedicated implemen-
tation and maintenance costs (business pro-
cess automation).

New business opportunities arise for both new
and established (technology) companies. The
need for a global registry calls for new
business models allowing to offer users of
Web Services an integrated services spectrum.
For example, World Wide Registry may offer
an added value for their customers by letting
registered Web Services undergo a standardi-
sed and accepted certification process in order
to be able to rate Web Services (for example
as outlined in chapter 3).

By automating and outsourcing of sub--
processes, Communications Unlimited is

able to concentrate on their core competen-
cies. With Web Services technology, the ser-
vice offered by ABC Check is easily and cost-
efficiently integrated into Communication
Unlimited’s internal process structures. Further
savings can be accomplished by the fact that

no development and maintenance efforts are
necessary.

The process requires no manual activities any-
more! Although illustrated in a simplified fas-
hion, it becomes obvious that the customer
registration process is much more efficient with — The seamless integration of ABC Check’s

than without the use of Web Services: services with Communication Unlimited’s ERP
system allows the customer registration pro-
cess to be handled without media disconti-
nuity and time delays, making it possible for
the mobile-phone service provider to accom-
plish successful customer relationship manage-
ment.

— Prime Financials makes available its core com-
petence on new level, thereby establishing
new business fields.

— By means of Web Services, business relations-
hips can be established and dissolved ad-hoc.
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— John Black gets a transparent impression of
the cross-company process. He is satisfied by
a customer-oriented service in which he needs
not bother about long waiting-times. His
loyalty with the supplier is thereby enhanced.

The scenario about solvency checks of customers
has been chosen to offer a closer look at one
possible application field where Web Services
could lead to considerable improvements. We
briefly outlined other scenarios before, but it
must become clear that Web Services are not
restricted to certain application fields, respec-
tively to certain value added stages. Rather, we
should conceive of Web Services implemented
along the entire value-adding chain. Where
externalisation of clearly defined transactions and
processes may lead to cost savings and an
increase of efficiency, the use of Web Services
appears to be reasonable.

The John Black scenario also makes obvious,
however, that certain requirements and problems
of handling business processes cannot be optimi-
sed and solved, respectively, by Web Services.
Additional problematic aspects must be addres-
sed, if Web Services are to become a broadly
accepted technological solution for conducting
business:

— new legal aspects arise that must be dealt
with by legislators (e.g. digital signature),

— reconfiguration of process structures,

— new quality of security requirements,

— quality assurance /certification of services,

— technologically and conceptually optimised
billing mechanisms based on new business
models (e.g. pay per use),

— psychological barriers caused by a new tech-
nological approach,
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— Web Services do not solve logistics problems
(e.g. John Black still has to go to the branch
office).

So, a number of questions arise, which are still
largely unanswered. If these aspects are neglec-
ted, however, the Web Services approach is in
danger of ending in failure before even having
the chance to achieve a critical level of dissemi-
nation and acceptance. The scenario above has
deliberately not taken into account legal aspects
and other framework conditions regarding the
commercial use of Web Services. In this context,
it is an indispensable requirement that binding
framework conditions for a broad use of Web
Services are established, in order to foster Web
Services both by politically motivated (e.g. the
EU) and market-driven, broadly accepted instru-
ments. What is needed is a close cooperation of
different actors, which are directly or indirectly
concerned by this new technology. Let us first
have a look at the actors that will use and pro-
vide Web Services on a commercial basis.

6.2.3
Possible benefits for organisations using
Web Services

Both business-to-consumer and business-to-
business relationships are likely to change sub-
stantially as a result of the use of Web Services.
By publishing services in a standardised form,
demanders get the opportunity to quickly and
efficiently find suitable business opportunities.
On the hand, this may lead to situations where
organisations move away from one business
partner to another more easily and quickly, which
may result in a decrease of customer loyalty and
— as a conseguence — in an increase of competition.



However, the use of Web Services may also yield
positive changes with regard to existing partners-
hips. Here are some examples:

— The mere electronic transfer of data does not
necessarily mean that organisations may
achieve a significant improvement with regard
to process efficiency. In order to benefit from
shorter processing times, shorter delivery
times, lower warehousing costs etc., automa-
tic processing of incoming data by the addres-
see’s systems and automatic generation of
outgoing messages by the sender’s systems is
required. Web Services offer cooperating
businesses a possibility to directly get access to
certain areas of the partner’s systems.

— Distribution cooperations of companies of the
same industry and of the same value-adding
stage, respectively, may benefit from scale
effects and specialisation effects by implemen-
ting a Web Service in order to make available
a common offering of all product variants.
Orders received by the Web Services based
application would then be passed on directly
to the company most adequate to deliver the
demanded products. If one company faces
capacity overload, the Web Service allows to
pass on the inquiry to a partner organisation
that offers identical products and services.

— Companies that participate in a so-called
Virtual Enterprise have the advantage to
bundle single products and services into custo-
mised packages of products and services,
thereby providing customers with a considera-
ble added-value. Here, a network of Web
Services could make it possible for individual
companies to contribute special services which
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are then put together in an overall Web Ser-
vice and offered to specific customers. Particu-
larly, SMEs, which frequently are not able to
provide complete solutions, would benefit
from such a possibility.

6.2.4
Necessary requirements to effectively
realise the benefits

In order to support complex business processes
by means of Web Services, products, services and
competencies are required by which an integra-
tion of single Web Services into an overall, pro-
cess-oriented application is possible. The follo-
wing tasks are relevant:

— Orchestration of Web Services: Single Web
Services are combined to form complex Web
Services based applications. Ideally, such
orchestration tasks can be done by tools that
have a graphical user interface, thereby allo-
wing also persons with no or little program-
ming skills to combine Web Services in order
to get the desired functionality.

— Location of Web Services: Products and
services are required to facilitate the process of
finding and selecting Web Services. Such
offerings could also include quality checks of
Web Services. Possible providers of such servi-
ces can be operators of electronic marketpla-
ces or other electronic platforms.

— Reengineering of business processes:
Existing business processes must be redefined
and — if needed - reconfigured in order to
make sure that they are suitable of being used
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in connection with Web Services. Such modifi-
cations can be extremely difficult and usually
demand extensive consulting.

— Need to establish new technological skills:
The adoption and operation of Web Services
will in most cases demand that new compe-
tencies need to be developed by an organisa-
tion’s staff. Particularly IT departments will be
confronted with considerable changes.

All these necessary requirements for establishing
the Web Services concept on a broad basis will
bring about new opportunities for basically all
kinds of actors in the IT market.

I
6.3
Implications for suppliers of Web Services

The development and dissemination of Web
Services is currently observed by market partici-
pants of various domains with the hope to be
able to take advantage of new business opportu-
nities. Particularly, technology suppliers and
consulting companies, both well-established ones
and new ones, see the chance to enter new
business fields and follow new business models.
Some of the possible implications that are likely
to occur with the dissemination and adoption of
Web Services technology are listed below.

Shift of roles

One consequence of the emergence of Web
Services is that market participants are beginning
to scrutinise their previous roles and trying to
gain a foothold in new business domains. Several
providers of electronic platforms have already
begun to occupy additional business fields as
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system integrators or platform operators. Furt-
hermore, what can be expected is a closer colla-
boration between system integrators and plat-
form suppliers. As far as the role of software
developers is concerned, it can be assumed that
employees who until now have implemented
individual interfaces may take over more complex
integration tasks.

New business fields and business models

It is expected that new service-providing models
will be established which allow Web Services
suppliers to let certain administrative or operative
tasks perform by an external provider. Those
services could be offered by system integrators,
management consultants, product suppliers, or
integration service providers. Such services may
be:

— the management of the Web Services life cycle
(from development to operation to introduc-
tion of a new version; this comprises also
dependence control and version control
issues),

— security, transaction integrity and availability,

— risk management

— control of service-level warranty,

— quality evaluation,

— billing,

— consulting,

— service hosting,

— workflow management,

— logistics.

Particularly, services concerning the billing pro-
cess around Web Services may turn out to be a
real differentiator in the market. Web Services
suppliers may offer their services either on a
time-based or usage-based calculation. One can
also think of agreements which guarantee the



use of a certain Web Service over a defined time
period and at a defined price. Another possibility
is that Web Services are financed by advertising
revenues, as is the case with conventional Inter-
net offerings today.

Development of new skills — Impact on job
market

As integration projects become easier to execute
due to the use of Web Services, the services level
in such projects may play a lesser role in the
future. However, this does not mean that the e-
business-integration services sector will experi-
ence a decrease in importance, since lower costs
for executing integration projects will lead to a
stronger overall demand for integration exper-
tise.

Companies that perform Web Services based
integration projects need to develop new techno-
logical skills in their IT departments. From this
necessity, new job profiles in the field of inter-
face programming are likely to emerge.

New consulting services will particularly be nee-
ded for the efficient orchestration of Web Servi-
ces as well as for the communication of single
Web Services components in complex business
processes.

Finally, the technical development of Web Servi-
ces is another field that requires adequate know-
how, thereby providing new opportunities on the
job market.

6 Potentials of Web Services

General market impact

Provided that Web Services will experience sound
acceptance and broad dissemination over a mid-
term to long-term perspective,

1 EAI suppliers will be confronted with an
increased market pressure, particularly with
regard of the elements which serve the mere
technical integration (e.g. adapters), because
of the now possible combination of enterprise
software and Web Services technology,

2 application-server suppliers may lose momen-
tum in the end-customer market, mainly
because application server are increasingly be
offered free of charge, but also because of the
growing importance of open-source initiatives
in the integration market; however, applica-
tion server may become a part of other inte-
gration products,

3 mainframe specialists will experience a further
reduction of their market share,

4 e-business platform suppliers will gain impor-
tance, since integration projects will focus
more on the mapping and management of
business processes and not so much on purely
technical integration issues anymore; those
suppliers will also benefit from the fact that
technical integration will become easier
through the existence of Web Services techno-

logy.
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7 Conclusions and Recommendations

I
7.1
Potentials and limits of Web Services

A main advantage of Web Services arises from
the fact that this technology is based on well-
known, proven Internet standards (HTTP, XML).
That means that there are no insurmountable
technical barriers that impede an adoption of
Web Services. In order to implement a simple
Web Service, only a standard Web server and a
development environment are required that
support XML and SOAP. Companies get the
chance to collect experiences with Web Services
without having to invest a lot of money, which is
an important aspect in favour of Web Services
particularly for SMEs. More comprehensive soft-
ware architectures, such as CORBA, require much
higher initial investments.

Web Services technology allows to flexibly and
loosely couple single Web Services to compose a
powerful distributed system. It can therefore be
expected that Web Services help lower the deve-
lopment effort of distributed systems, especially
of systems with low complexity. Due to the high
degree of standardisation with regard to the
design of interfaces, individual Web Services
functionality may be substituted by other Web
Services based components (of other business
partners), without substantially penetrating run-
ning processes. By being able to design modular
business processes, Web Services support the
need to flexibly integrate or separate the systems
of business partners.

However, it must clearly be said that Web Servi-
ces technology, despite the high potentials which
they undoubtedly provide, is not able to fully

solve certain problems that occur when distribu-
ted systems are interconnected. For example,
there are still no market-ready methods that
ensure the security of transactions. Also,
methods and products for controlling, measuring
and billing of Web Services based transactions
are far from offering satisfying solutions.

A prerequisite for a successful use of Web Servi-
ces in integration projects is that the applications
to be integrated must support Web Services
technology. This means that functionality must
be made available from operative systems (busin-
ess logic) as Web Services and that receiving
systems must be able to process the results of a
Web Service. But especially at the beginning of
any Web Services engagement, suppliers of
enterprise software are expected to make availa-
ble only part of the complex functionality over a
Web Service.

With regard to converting and mapping issues,
Web Services offer only partial solutions. By the
spread of XML as the universal format for elec-
tronic data exchange, these requirements are
partially addressed, but simplification can only be
accomplished on the syntactical level. The diffi-
cult part of integration projects, the actual defini-
tion of the semantic data transformation, is not
facilitated by Web Services.

Further difficulties can be found in the missing
legal regulations regarding Web Services. In order
to be used for commercial purposes, Web Servi-
ces need accepted and established models for
contract completion and contract execution.
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7.2
Cost and efficiency potentials

Whether Web Services may yield cost savings
depends on the concrete integration task. A
decisive factor is to what extent Web Services
can actually reduce the proportion of the work
of service providers around integration projects.
Due to the reluctance of potential users and the
low degree of dissemination of Web Services at
the moment, cost savings as a result of the use
of Web services are not likely to occur in the
near future.

Generally, it can be said that companies using
Web Services will rather benefit from long-term
advantages that can be realised by the flexibility
of a homogeneous Web Services based IT infra-
structure. However, those companies should
always take into account that previously relevant
business questions remain relevant, that those
guestions have to be dealt with now in a new
context, and that other questions emerge. Com-
panies that decide to employ Web Services must
consider the following aspects:

— the definition of a business model,

— the establishing confidence among business
partners,

— the agreement on skeleton agreements,

— the agreement on business conditions,

— the definition of target groups,

— the definition of price model and service
degree,

— the balancing of the need to provide custo-
mers with customised solutions on the one
hand, and the need for the supplier to achieve
scale effects on the other hand.
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Strategic and operative impediments do not just
vanish only because innovative technology lowers
the costs for providing or demanding services.
The technology, however, allows the supplier or
demander to stronger focus the business challen-
ges of such activities. For example, it can be
expected that the programming of source codes
will become less important in Web Services using
companies. Instead, it will become a crucial
requirement for system developers to integrate
system components of various origin along a
process chain. This will lead to an increased
demand for business-oriented, analytical skills on
the part of system developers and other IT
experts.

7.3
Standardisation

Why is standardisation so important? Standardi-
sation provides the ground for interoperability
between e-business partners and eliminates the
need for bilateral agreements. Ad-hoc e-business
relationships become much more efficient when
built upon standardised conditions. Standardisa-
tion also makes possible a simplification of pro-
ducts. Products that can be handled more easily
reduce the need for developers and users to
acquire sophisticated skills for developing and
utilising those products. Product prices and
implementation costs shrink, which leads to
further dissemination of the standards.

The behaviour of market participants is always a
decisive factor for the success of standardisation
activities. Also with Web Services, the big players
in the market could modify recommended stan-



dards or use own standards in order to gain a
dominant market position. Another crucial aspect
will be whether relevant market participants turn
away from the technical focus on standards and
concentrate more on the business process requi-
rements.

It must be considered that none of the specifica-
tions around Web Services (SOAP, WSDL, UDDI)
are formal standards in terms of being published
by a governmental standardisation authority like
ISO or DIN. However, some specifications, such
as SOAP, have been recommended by non-gover-
nmental standardisation organisations like W3C
or OASIS.

The following standardisation groups and indu-
stry consortia specifically address Web Services:

— OASIS Web Services for Interactive Applicati-
ons (WSIA) Technical Committee, Web Services
for Remote Portals (WSRP) Technical Commit-
tee, Web Service Security (WSS) Technical
Committee,

— Web Services Interoperability Organization
(WS-I),

— W3C's Web Service activities,

— CEN/ISSS Electronic Commerce Workshop,

— ETSI: Specialist Task Force,

— |ETF: Working group with W3C on digital
signatures,

— Liberty Alliance: activity on federated network
identity specifications,

— OMG: Business Enterprise Integration Domain
Task Force.

Also, specifications such as Electronic Business
XML (ebXML) or RosettaNet can be mentioned in
this context, which are partially built on Web
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Services specifications or are compatible with
these specifications, respectively. RosettaNet's
activities in the field of electronic components
and semi-conductor products (High Tech) as well
as the activities of ebXML aim at defining a
uniform vocabulary, descriptions and specificati-
ons, which are valid for all industries and cover
also the semantic and business-process manage-
ment level. Some standardisation initiatives
recommend WSDL for describing interfaces and
SOAP as the basic communication protocol.

However, at the moment these activities appear
to be quite uncoordinated, which causes several
problems. For example, for the description of a
partner company three different sets of master
data exist: UDDI Schema, RosettaNet Directory
and ebXML Core Components. Furthermore,
BPSS in ebXML and BPEL4WS (Business Process
Execution Language for Web Services) offer
different, partially incompatible approaches for
modelling business processes in coupled Web
Services.

I
7.4
Perspectives

The basic level of Web Services functionality
(concerning transportation standards and data
standards, i.e. SOAP, WSDL and UDDI) appears to
yield a success story of Web Services. Other very
important aspects of integration (security, scala-
bility, licensing, warranting, authentication, relia-
ble messaging standards etc.) have not yet achie-
ved a sufficient degree of maturity so that at the
moment Web Services cannot be recommended
to be used for more complex purposes. Because
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of that it is expected that — for the short term —
Web Services will predominantly be implemented
for simple solutions within organisations or for
similarly simple, clearly defined business-to-
business relationships, such as content syndica-
tion. Such projects will serve to develop and
establish Web Services related know-how and
pave the way for more complex tasks which take
into account strategic aspects as well.

Provided that quality and security requirements
will be met to a satisfying degree, Web Services
are likely to be used soon in cross-company
projects conducted by companies that have
fostered long-standing relationships before.
Regardless of such positive prerequisites, it must
be considered that presently installed ERP
systems usually are not Web Services capable,
and that many enterprises do not have the
resources to implement the basic functionality
needed for the operation of Web Services them-
selves. In all probability, it will take some time
until Web Services functionality will be made
available to a significant extent.

As already illustrated in the present paper, a
multitude of cooperation forms may emerge on
the basis of Web Services. In order to provide for
broad adoption of Web Services, proper business
models must be defined and established which
take into consideration the specific requirements
and framework conditions related with Web
Services (i.e. quality control, billing, orchestration
etc.). This requires the development and distribu-
tion of applications and tools that allow to fulfil
these tasks. Particularly, the field of Web Services
orchestration seems to be a promising market
segment for IT companies and consultants.
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Compared to previous applications, the possibility
to orchestrate Web Services allows a much better
integration of the business process level, on the
one hand, and software engineering, on the
other hand. Systems reconfiguration in case of
changing process can be handled quickly and
flexibly. On the long run, the availability of per-
formant tools for the orchestration of Web Servi-
ces could force suppliers of standard enterprise
applications to reconsider their business models.
One possibility to combine different approaches
could be to integrate best-of-breed Web Services
with existing legacy systems.

In order to develop sound strategies with regard
to a sustained use of Web Services, respective
know-how and experience both on the part of
decision-makers and employees has to be esta-
blished. Small pilot projects, initially designed for
inner-company purposes, could help build up
competencies, and comprehensive project eva-
luation could yield valuable findings about tech-
nical interrelations and profitability aspects for
future, large-scale cross-company projects.

As far as standardisation issues are concerned, it
can be said that SOAP, WSDL, and UDDI can be
considered as widely accepted specifications.
What other Web Services related specifications
will finally achieve broad acceptance cannot be
predicted at the moment. Although there are
organisations, such as WS-I or Liberty Alliance,
which pursue the objective of achieving compati-
bility among various standardisation initiatives, it
is not certain that such endeavours will be suc-
cessful, since there is always one or more impor-
tant market actors that do not participate in
either of the standardisation initiatives.



On the user side, many companies are currently

experimenting with SOAP, WSDL, and even UDDI.

Early applications of ebXML can be found in the

insurance sector. RosettaNet is used in high-tech

companies like Cisco, HP and Texas Instruments.

Other Web Services related standards have as yet
not achieved considerable dissemination.

7.5
Recommendations

We have shown that — despite the fact that Web
Services technology is a very promising approach
— there are still many things left to do in order to
help this new concept to succeed. Some aspects
should be regulated by the market, but there are
also several fields of action that should be

addressed by public or governmental institutions.

As for the core technical specifications themsel-
ves (SOAP, WSDL, UDDI), meanwhile they can be
regarded as quite stable. However, as with many
other similar standards and specifications, it can
be expected that they will further grow and
change - at least to a certain degree. The stan-
dardisation process is already organised in the
hand of well-known and respected organisations,
like the W3C or OASIS. As for the question
whether this standards should be regulated by a
governmental body, the answer probably has to
be »influence is desired — regulation is not«. It
can be safely assumed that the market will requ-
late the technological aspects of Web Services
quite well, especially since several important
market players actively participate in the standar-
disation process. This does not mean that the
standardisation process should not be
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fostered and encouraged by political instru-
ments — on the contrary!

What definitely needs to be regulated by govern-
mental bodies is a suitable legal framework
that incorporates the additional legal needs that
result from the new (or changed) business
models and business procedures made possible
by Web Services. Especially, regulations are nee-
ded that make international ad-hoc business
relations with no underlying written agreements
(that will become typical in a Web Services
world) legal proof.

Another area of possible action by public institu-
tions could be the establishment and opera-
tion of Web Services registry services. Cur-
rently, UDDI servers are operated by major
market players for free. It cannot be said with
certainty if and how this will change in the
future. It also is not certain whether it is desira-
ble that the operation of registry servers remains
with companies that also offer Web Services
themselves. And last, it cannot be ascertained
that registry server operators will have a fair
pricing model that offers non-discriminatory
access to all market participants. In this case, it
could become necessary to have neutral organi-
sations operate registry servers. So, it could be
guaranteed that no market player gains unfair
competition advantages by operating — and thus
possibly influencing — registries and registry
entries.

It is also desirable to develop a framework of
commonly accepted quality criteria and mea-
surement indicators for these criteria that could
be used to rate Web Services regarding their
quality. A standardised certification process based
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on this »quality framework« could also be hel-
pful. Also, a »rating organisation« could be
established that does the rating process accor-
ding to the quality standards framework and
issues certifications for complying Web Services.
That could be a critical aspect for raising trust
and acceptance of Web Services technology.

Regarding security aspects, it is considered rea-
sonable to take measures that raise security
awareness of all providers and users of Web
Services technology. Adoption and application of
high security standards are crucial for the success
of Web Services in the business environment.
Small and medium enterprises probably need
special attention, since it can be safely assumed
that often they neither have the budget nor the
necessary expertise to apply state-of-the-art
security techniques all by themselves.

Also, the wide-spread acceptance of Web Servi-
ces will depend on the users’ trust in the new
technology. Trust can be achieved by minimised
investment risks and sound sustainability. To help
Web Services achieve this level of acceptance, a
number of measures might be useful:

— online services for the user community to get
informed on latest developments in the related
area and to learn how to apply the technology
(cp. the DIFFUSE project under
http://www.diffuse.org for the area of electro-
nic data exchange standards),

— combination of global and European fostering
activities by governmental and non-profit
organisations with local initiatives to bring the
technology closer to potential user companies
and make them leverage the benefits of the
technology; the collaboration between the
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Munich Web Services Circle (http://mwsc.net)
on a local level with the CEN/ISSS Web Servi-
ces project group is a first step in the right
direction,

synchronisation of global and European poli-
cies on how to support emerging technologies
with national strategies,

preparation of usability guidelines that facili-
tate Web Services implementation and show
how to integrate with similar approaches,
synchronisation of related standardisation
initiatives, such as RosettaNet, ebXML and
Web Services initiatives.
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Appendix — Example Source Code

SOAP
An exemplary query on a Web Service that delivers stock quotes:

POST / StockQuote HTTP/ 1.1
Host: www. st ockquot eserver.com
Content - Type: text/xm ;
charset ="utf-8"
Cont ent - Lengt h: nnnn
SOAPAct i on: " Sone- URI "
<SOAP- ENV: Envel ope
xm ns: SOAP- ENV="ht t p: / / schemas. xnl soap. or g/ soap/ envel ope/ "
SOAP- ENV: encodi ngStyl e="htt p: // schenas. xm soap. or g/ soap/ encodi ng/ " >
<SQOAP- ENV: Body>
<m Get Last TradePri ce
xm ns: me" Some- URI " >
<symbol >MOT</ synbol >
</ m Get Last TradePri ce>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

The reponse from the Web Service could look like this:

HTTP/ 1.1 200 K
Content - Type: text/xm ;
charset ="utf-8"
Cont ent - Lengt h: nnnn
<SOAP- ENV: Envel ope
xm ns: SOAP- ENV="ht t p: / / schemas. xnl soap. or g/ soap/ envel ope/ "
SOAP- ENV: encodi ngStyl e="htt p: // schemas. xm soap. or g/ soap/ encodi ng/ "/ >
<SOAP- ENV: Body>
<m Cet Last Tr adePri ceResponse
xm ns: m" Sorre- URI " >
<Price>14.5</Price>
</ m Get Last Tr adePri ceResponse>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>
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WSDL

A WSDL description for the "stock quote" Web Service (taken from: Vasudevan, Venu; A Web Servi-
ces Primer; 2001):

<?xm version="1.0"?>
<definitions nane="StockQuot e"
t ar get Namespace="htt p: // exanpl e. com st ockquot e. wsdl
xm ns:tns="http://exanpl e. conf st ockquot e. wsdl "
xm ns: xsd1="http://exanpl e. com st ockquot e. xsd"
xm ns: soap="http://schenmas. xnm soap. org/ wsdl / soap/"
xm ns="http://schemas. xm soap. org/ wsdl / " >
<types>
<schema target Nanespace="http://exanpl e. conl st ockquot e. xsd"
xm ns="http://ww. w3. org/ 1999/ XM_.Schema" >
<el ement nane="TradePri ceRequest ">
<conpl exType>
<al | >
<el ement name="ti cker Synbol " type="string"/>
</all>
</ conpl exType>
</ el enent >
<el ement nane="TradePrice">
<conpl exType>
<al | >
<el enent nane="price" type="float"/>
</all>
</ conpl exType>
</ el ement >
</ schema>
</types>
<nessage nane="Cet Last TradePri cel nput">
<part nanme="body" el enent="xsdl: TradePri ceRequest"/>
</ message>
<nmessage nane="GCet Last TradePri ceQut put" >
<part nanme="body" el enent="xsdl: TradePrice"/>
</ message>
<port Type nanme="St ockQuot ePort Type" >
<oper ati on nane="Cet Last Tr adePri ce">
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<i nput nessage="tns: Get Last TradePri cel nput"/>
<out put nessage="tns: CGet Last TradePri ceQut put"/ >
</ operati on>
</ port Type>
<bi ndi ng nane=" St ockQuot eSoapBi ndi ng"
type="tns: St ockQuot ePort Type" >
<soap: bi ndi ng styl e="docunent"
transport="http://schemas. xm soap. or g/ soap/ http"/ >
<oper ati on nane="Cet Last Tr adePri ce">
<soap: oper ati on
soapAction="http://exanpl e. com Get Last Tr adePrice"/>
<i nput >
<soap: body use="literal"
nanespace="htt p://exanpl e. com st ockquot e. xsd"

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</i nput >
<out put >
<soap: body use="literal"
nanespace="htt p:// exanpl e. com st ockquot e. xsd"

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ operati on>
</ bi ndi ng>
<servi ce name="St ockQuot eService">
<docunentati on>My first service</docunentation>
<port name="StockQuotePort" bindi ng="tns: St ockQuot eBi ndi ng" >
<soap: address | ocation="http://exanpl e.com st ockquote"/>
</ port>
</ service>
</definitions>
<bi ndi ng nane="St ockQuot eSer vi ceBi ndi ng"
t ype="St ockQuot eServi ceType" >
<soap: bi ndi ng styl e="rpc"
transport="http://schemas. xm soap. or g/ soap/ http"/ >
<oper ati on nane="get Quote">
<soap: operati on
soapAction="http://ww. get quote. com Get Quote"/>
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<i nput >
<soap: body type="I1nMessageRequest"
nanespace="urn: | ive-stock-quot es"

encodi ng="http://schemas. xnl soap. or g/ soap/ encodi ng/ "/ >
</input >
<out put >

<soap: body type="CQut MessageResponse"

encodi ng="http://schemas. xn soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ oper ati on>
</ bi ndi ng>
<servi ce nanme="St ockQuot eService">
<docunentati on>My first service </docunentation>
<port name="StockQuotePort" binding="tns: St ockQuot eBi ndi ng">
<soap: address | ocation="http://exanmpl e.com st ockquote"/>
</ port>
</ service>
</ definitions>
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UDDI

The following example shows how to insert organisational information into a UDDI registry database
via a API call (in this case the "save_business" function of the UDDI publisher API).

POST /save_business HTTP/ 1.1
Host: www. st ockquot eserver.com
Content - Type: text/xm; charset="utf-8"
Cont ent - Lengt h: nnnn
SOAPAct i on: "save_busi ness"
<?xm version="1.0" encodi ng="UTF-8" ?>
<SOAP- ENV: Envel ope xm ns: SOAP- ENV="htt p: / / www. w3c. or g/ 2001/ 12/ soap-
envel ope>
<SQOAP- ENV: Body>
<save_busi ness generic="2.0" xm ns="urn:uddi-org:api _v2">

<busi ness_key="">

</ busi ness_key>

<name>

St ockquot e Inc.

</ name>

<descri pti on>

We know any stock quote

</ descri ption>

<save_busi ness>
</ SOAP- ENV: Body>

</ SOAP- ENV: Envel ope>

A call of the API function "get_businessDetail" could look like this:

POST /get_businessDetail HTTP/ 1.1
Host: www. st ockquot eserver.com
Cont ent - Type text/xm ; charset="utf-8"
SQAPAct i on: "get busi nessDetail"
<?xm version="1.0" encodi ng="UTF-8" ?>
<SOAP- ENV: Envel ope xm ns: SOAP- ENV="ht t p: / / www. w3c. or g/ 2001/ 12/ soap-
Envel ope>
<SQAP- ENV: Body>
<get _busi nessDetail generic="2.0" xm ns="urn:uddi-org:api _v2">
<busi nessKey ="100D0815-0815- D7EO- C3EO- 53033007 CDOE" >
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</ busi nessKey>
</ get _busi nessDet ai | >
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

In the example above, a "business key" is used to get detailed information about an organisation.
The business key could have been retrieved, for example, by a prior call of the function "find_busin-

ess .
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XML-Enc
The following example shows a simple XML document and its encrypted counterpart:

<?xm version="1.0" ?>
<CreditCardlnfo xm ns="http://ww.creditcardconpany.org/creditinfo >
<Name>John Doe</ Name>
<Credit Card>
<Nunber >4000 6000 0815</ Number >
<l ssuer >Bank of Pl uto</Issuer>
<Expi rati on>08/2199</ Expi rati on>
<Li m t>5, 000</Limt>
</ Credit Card>
</ Credi t Cardl nf 0>

The completely encrypted version of this document would look like this:

<?xm version="1.0" ?>
<EncryptedData xm ns="http://ww.w3. org/ 2001/ 04/ xm enc#
Type="http://ww. i si.edu/in-notes/ianalassi gnnents/ nmedi a-
types/text/xm’ >
<Ci pher Dat a>
<Ci pher Val ue>A402EF03223CD3F7A2DF77E801324AE623DF7</ Ci pher Val ue>
</ Ci pher Dat a>
</ Encr ypt edDat a>
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A version of the document with only the credit card limit hidden:

<?xm version="1.0" ?>
<CreditCardinfo xm ns="http://ww.creditcardconpany.org/creditinfo >
<Name>John Doe</ Nanme>
<Credit Card>
<Numnber >4000 6000 0815</ Number >
<l ssuer>Bank of Pl uto</I|ssuer>
<Expi rati on>08/2199</ Expi rati on>
<Limt>
<EncryptedData xm ns="http://ww.w3. org/ 2001/ 04/ xm enc#
Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent’ >
<Ci pher Dat a>
<Ci pher Val ue>C6EAA402EFO</ Ci pher Val ue>
</ Ci pher Dat a>
</ Encr ypt edDat a>
</Limt>
</ CreditCard>
</ Credi t Cardl nf o>
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XML-DSIG

The following example shows a simple detached digital signature (taken from Mactaggert, Murdoch:
Enabling XML security. An introduction to XML encryption and XML signature, IBM developer works,
2001):

<Si gnature |d="MFirstSignature"
xm ns="http://ww. w3. or g/ 2000/ 09/ xml dsi g#" >
<Si gnedl nf 0>
<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR/ 2001/
REC- xml - ¢c14n-20010315"/ >
<Si gnat ureMet hod Al gorithn="http://ww.w3. org/ 2000/ 09/
xm dsi g#dsa- shal"/ >
<Ref erence URI="http://ww. w3. org/ TR/ 2000/ REC- xht m 1- 20000126/ " >
<Tr ansf or ns>
<Transform Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-
20010315"/ >
</ Tr ansf or ns>
<Di gest Met hod
Al gorithm"http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<Di gest Val ue>j 61 wx3r vEPQOVKt Mup4NbeVu8nk=</ Di gest Val ue>
</ Ref erence>
</ Si gnedI nf o>
<Si gnat ur eVal ue>MCOCFFr VLt Rl k=. . . </ Si gnat ur eVal ue>
<Keyl nf o>
<KeyVal ue>
<DSAKeyVal ue>
<p>. .. < p>@. . . </ Q@<C. .. </ G<Y>, L <Y
</ DSAKeyVal ue>
</ KeyVal ue>
</ Keyl nf 0>
</ Si gnat ur e>

The information that is actually signed is that in the »Signedinfo« element. »SignatureValue« con-

tains the actual digital signature. The »Keylnfo« element indicates the key that's used to validate the
signature.
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XACML

The following example from the XACML specification shows a sample policy where any user with an
e-mail in the medico.com domain is authorized to execute any action on any resource.

<?xm version=1.0" encodi ng="UTF-8"?>
<Pol i cy xm ns="urn: oasis:nanes:tc:xacm: 1. 0: policy"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_.Schema- i nst ance"
xsi : schemalLocati on="urn: oasi s: nanes: tc: xacm : 1. 0: policy
http://ww. oasi s-open. org/tc/xacm /1. 0/cs-xacm -schema- policy-01. xsd"
Pol i cyl d="identifier:exanple:Si npl ePolicyl"
Rul eConbi ni ngAl gl d="i denti fi er:rul e-conbi ni ng-al gorithm deny-overrides">
<Descri pti on>Medi Corp access control policy</Description>
<Tar get >
<Subj ect s>
<AnySubj ect/ >
</ Subj ect s>
<Resour ces>
<AnyResour ce/ >
</ Resour ces>
<Actions>
<AnyAction/ >
</ Acti ons>
</ Tar get >
<Rul e
Rul el d= "urn: oasi s: names:tc: xacmnl : 1. 0: exanpl e: Si npl eRul el"
Effect="Permt">
<Descri ption>
Any subject with an e-mail nanme in the nedico.com donain
can perform any action on any resource.
</ Descri pti on>
<Tar get >
<Subj ect s>
<Subj ect >
<Subj ect Mat ch Mat chl d="
urn: oasi s: nanmes:tc: xacm : 1. 0: function: rfc822Nanmemat ch" >
<Subj ect At tri but eDesi gnat or
Attributel d="urn:oasis: nanes:tc: xacm : 1. 0: subj ect: subject-id"
Dat aType="urn: oasi s: hanes:tc: xacmnl : 1. 0: dat a-

»Web Services« 85



Appendix — Example Source Code

type: rfc822Nane"/ >
<Attri buteVval ue
Dat aType="urn: oasi s: nanes: tc: xacnl : 1. 0: dat a-
type: rfc822Nane" >medi co. com
</ AttributeVal ue>
</ Subj ect Mat ch>
</ Subj ect >
</ Subj ect s>
<Resour ces>
<AnyResour ce/ >
</ Resour ces>
<Acti ons>
<AnyAction/ >
</ Acti ons>
</ Tar get >
</ Rul e>
</ xacm : Pol i cy>
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The following example shows a sample SAML assertion that a subject named »John Doe« has logged

on to »Smith Corporation« by using a password authentication method:

<sanl : Assertion
Maj or Ver si on="1"- M nor Ver si on="0"
Assertionl D="172.16.1.110. 12345678"
| ssuer="Sm th- Corporation”
| ssuel nst ant =" 2001- 12- 03T10: 02: 002" >
<sanl : Condi ti ons
Not Bef or e="2001- 12- 03T10: 00: 00Z”
Not OnOr Aft er =" 2001- 12- 03T10: 05: 00Z" >
<sanl : Audi enceRestrictionCondition>
<sanl : Audi ence>..Sone URI ..</ sanl : Audi ence>
</ sam : Audi enceRestricti onCondition>
</ sam : Condi ti ons>
<sanl : Aut henti cati onSt at enent

Aut henti cati onMet hod="ur n: oasi s: nanes: tc: SAM.: 1. 0: am passwor d“

Aut henti cati onl nst ant =" 2001- 12- 03T10: 01: 00Z" >
<sam : subj ect >John Doe</sam : subj ect >
</ sam : Aut henti cati onSt at enent >
</ sam : Assertion>
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WS-Security (WSSL)
This example illustrates how a username security token can be included to a SOAP message:

<SOAP: Envel ope xm ns: SOAP="htt p://ww. w3. or g/ 2001/ 12/ soap- envel ope"
xm ns: wsse="http://schenas. xm soap. or g/ ws/ 2002/ 04/ secext " >
<SQOAP: Header >
<wsse: Security>
<wsse: User nanmeToken>
<wsse: User name>John Doe</wsse: User nane>
<wsse: Passwor d>0815</ wsse: Passwor d>
</ wsse: User nameToken>
</wsse: Security>
</ SOAP: Header >
</ SOAP: Envel ope>

This more complete example (taken from the WS-Security specification) shows a SOAP document
with a security token (in the form of a X.509 certificate), a digital signature and encryption of the
contents in the SOAP Body.

<?xm version="1.0" encodi ng="utf-8"?>
<S: Envel ope xm ns: S="http://ww. w3. or g/ 2001/ 12/ soap- envel ope”
xm ns:ds="http://ww. w3. org/ 2000/ 09/ xmi dsi g#"
xm ns:wsse="http://schemas. xm soap. or g/ ws/ 2002/ 04/ secext "
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<S: Header >
<m path xm ns: m="http://schenmas. xm soap.org/rp/">
<m action>http://fabrikaml23. conf get Quot e</ m acti on>
<mto>http://fabrikam23. com stocks</mto>
<m fronmpmail to:j ohnsm th@ abri kanll23. conx/ m fronme
<m i d>uui d: 84b9f 5d0- 33f b- 4a81- b02b- 5b760641c1d6</ m i d>
</ m pat h>
<wsse: Security>
<wsse: Bi narySecurityToken
Val ueType="wsse: X509v3"
| d=" X509Token"
Encodi ngType="wsse: Base64Bi nary" >
M | EZzCCA9CgAW BAgl QEnt JZcOr gr Kh5i . . .
</ wsse: Bi narySecurityToken>
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<xenc: Encrypt edKey>
<xenc: Encrypti onMet hod Al gorithme
"http://ww. w3. org/ 2001/ 04/ xm enc#rsa-1_5"/>
<ds: Keyl nf 0>
<ds: KeyNanme>CN=Hi r oshi Maruyanma, C=JP</ds: KeyNane>
</ ds: Keyl nf 0>
<xenc: C pher Dat a>
<xenc: Ci pher Val ue>d2FpbndvbGRf EOl n4byVO. . .
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
<xenc: Ref er enceli st >
<xenc: Dat aRef erence URI ="#encl"/>
</ xenc: Ref er enceli st >
</ xenc: Encr ypt edKey>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc- c1l4n#"/ >
<ds: Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence>
<ds: Tr ansf or ns>
<ds: Transform Al gorithn="http://...#RoutingTransforni/>
<ds: Transform Al gorithnr
"http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
</ ds: Transf or ns>
<ds: Di gest Met hod
Al gorithme"http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>LyLsF094hPi 4wPU. . . </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
Hp1ZknFZz/ 2kQLXDIbchnbgK. . .
</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<wsse: Securi tyTokenRef erence>
<wsse: Ref erence URI ="#X509Token"/ >
</wsse: SecurityTokenRef er ence>
</ ds: Keyl nf 0>
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</ ds: Si gnat ur e>
</wsse: Security>
</ S: Header >
<S: Body>
<xenc: Encrypt edDat a
Type="http://ww. w3. org/ 2001/ 04/ xm enc#El enment" |d="encl">
<xenc: Encrypti onMet hod
Al gorithm"http://ww. w3. org/ 2001/ 04/ xm enc#3des-chc"/ >
<xenc: C pher Dat a>
<xenc: Ci pher Val ue>d2FpbnmdvbGRf EOl ndby\O. . .
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edDat a>
</ S: Body>
</ S: Envel ope>
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BPEL4WS

The basic structure of BPELAWS looks like as follows (? behind an element or attribute means that
the use of an element or attribute is optional; + means that an element or attribute may occur
several times, but at least once; * means that an element or attribute may occur several times, but
may also occur not at all):

<process name="ncnanme" t ar get Namespace="uri"
quer yLanguage="anyURI " ? expr essi onLanguage="anyURIl " ?
suppr essJoi nFai | ure="yes| no"? enabl el nst anceConpensati on="yes| no" ?

abstract Process="yes| no"?
xm ns="http://schemas. xm soap. or g/ ws/ 2002/ 07/ busi ness- process/ ">
<partners>?

<l-- Note: At least one role nust be specified. -->
<part ner nane="ncname" servi ceLi nkType="qgnane"
myRol e="ncnane" ? part ner Rol e="ncnhane" ?>+

</ part ner >

</ partners>

<cont ai ner s>?
<I-- Note: The nessage type may be indicated with the
nmessageType attribute or with an

i nlined <wsdl: nessage> elenent within. -->
<cont ai ner name="ncnane" messageType="qgnanme" ?>
<wsdl : mnessage nane="ncnanme">? ... </wsdl:nessage>

</ cont ai ner >
</ cont ai ner s>
<correl ati onSet s>?
<correl ati onSet nane="ncnanme" properties="gnane-list"/>+
</correl ati onSet s>
<faul t Handl er s>?

<l-- Note: There nust be at |east one fault handler or default. -->
<catch faul t Name="qgname"? faul t Cont ai ner ="ncnane" ?>*
activity
</ cat ch>

<catchAl | >? activity </catchAll >
</ faul t Handl er s>
<conpensat i onHandl er >?

activity
</ conpensat i onHandl er >
activity

</ process>
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Introduction / General Comments

What is your notion of Web Services? (core components, functions, difference to other/previous
concepts/terms)

Without going into detail: How do you assess the importance and relevance of Web Services, cur-
rently and in the future?

How do you assess the current discussion around Web Services? (suppliers, technology, standards,
degree of dissemination, readiness and maturity of businesses with regard to providing/using Web
Services ....)

Potentials (user side / supplier side)

Who will be the players around Web Services in the future? (e.g. ASPs, SMEs vs. large companies,
new businesses vs. existing businesses with extended range of services ...)

What are the concrete expectations with regard to providing and using Web Services?

What sectors and industries will be particularly affected by Web Services?

What are the value-adding stages which may be particularly affected by Web Services?

What are the economic potentials an enterprise may develop through the provision or use of Web?
How will Web Services affect the profitability of integration projects?

What changes will Web Services evoke along the added-value chain?

What possibilities are there to promote Web Services?

What aspects ought to be taken into account by an enterprise before or during the provision or use
of Web Services?
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Problems (supplier/developer side and user side)

How do you assess the current situation on the side of the suppliers/developers of Web Services?
(What are currently the difficulties with regard to developing and establishing Web Services?)

How should these difficulties be resolved in order to come to broadly accepted basic conditions
concerning Web Services?

Should there be superior authorities to direct regulation and standardisation activities? (What organi-
sations should be substantially involved in the decision process?)

(Critical aspects with regard to) Design of Web Services: quality, security, business models
What would be a good Web Service? (What quality criteria are particularly important?)

How could Web Services be compared with regard to quality aspects? (How could quality assessment
be standardised?)

Who could administrate the quality management of Web Services?
What security criteria are particularly relevant concerning Web Services?
What standardisation activities in the field of XML-/Web security do you know?

Considering the state of the art — what must be improved with regard to Web Services security and
XML security, respectively?

How important are security aspects of Web applications in general in relation to other criteria (e.g.
performance, costs, usability ... )?

What business models could be pursued for operating Web Services?

What problems may occur with business models based on Web services with regard to quality and
security?

»Web Services« 93



Appendix — Questionnaire

Impacts on economy
Will Web Services create new jobs?

What impact will Web Services have concerning the division of labour? Will there be new forms of
division of labour through the existence of Web Services?

Final statement

What are the most urgent challenges to face and steps to take in order to promote Web Services in
general?
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