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Abstract— The intention of the Machine-to-Machine (M2M)
communication paradigm is to connect human and physal
things related to different aspects in our daily fie, in order to
enable the development of Smart Cities. Recently, any
initiatives emerged developing new solutions to a@wve higher
energy efficiency for buildings, better transportaton
management, and stronger Smart Grids. In this paper we
highlight our work in devolving a software referene
implementation of the ETSIl/oneM2M standards, which ppmote
the research and development at academia and indugt to
rapidly realize proof-of-concept testbeds for SmartCity, and
demonstrate the interweaving with other platforms n the M2M
communication and Smart Energy area.

Keywords. Machine-2-Machine; Smart Energy; Internet of
Things, Standard Platform

. INTRODUCTION

Smart City is widely considered as a hot topic; aeer
there is no clear definition of the Smart City cepcamong
practitioners and academia. Authors in [1] represbthe idea
of a smart city as a “system of systems”, whereirnbegrated

systems forms a closed loop and are characterized

functions: sensing, information management, araytnd
modelling, and influencing outcomes. Each systendpces its
own information and consumes others’ informatioraimwell-
defined urban planning.

The connected world is extending exponentially udaig
physical objects besides computers and smartphoreglobal
Internet of Things (IoT). More than nine billionvdees around
the world are currently connected to the Interraetd the
estimations show that by the end of 2020, theré vél one
trillion connected devices world-wide [2]. This Wdllow real
and virtual objects to seamlessly integrate intlarge-scale
Machine-2-Machine (M2M) infrastructure. In contragh

human-to-human and human-to-machine communication,

which mainly involves multimedia sessions, web Ising,
and remote control,

intervention. In M2M systems smart devices are ected
through the network to novel service platforms inself-

M2M provides the opportunity of
deploying new services that works with limited huma
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communication between devices that are under direntan
control.

M2M communication imposes a number of challenges in
the Future Internet infrastructure, such as mamgagievices
with high level of heterogeneity, optimizing comnations
and energy usage, and infrastructure scalability.ti@® one
hand, basic sensing and connecting technologiesufgporting
context-aware systems are available. Currentlyerdar types
of sensors are embedded into smart phones andt table
computers capturing location, acceleration, tentpesa etc.
Additionally, it is expected that billions of “thjis” will be
connected to the Internet before the end of thisadie,
prompted by the decline in hardware and connegtisttsts.
On the other hand, the majority of available M2Nugons are
incompatible and have been built in a vertical imshwhere
data gathered by one platform can't be easily @ byeothers.
Developing a large-scale Smart environment, base®d/12M
communication, demands interoperability at all camioation
layers, between devices, gateways, and services.

In this paper, we highlight the efforts to designl alevelop
standardized M2M platforms, and utilize it for eladp Smart
ity solutions. In our work, we address challengebuilding
Smart Environments, and investigate related rekearc
applications with emphasis on Smart Energy manageme

The rest of the paper is organized as followingctiga I
provides an overview of related work around Smaity C
infrastructure and supported standard activitiesctiSn ||
highlights the communication requirements to enafleh
solutions; Section IV presents the main features thed
OpenMTC platform, highlighting the compatibility thirelated
standards; Section V overviews main projects aint jwork
toward Smart Energy testbeds; Finally the papeoisluded
in Section VI.

I RELATED WORK

A. Smart City Infrastructure

More and more devices are being connected to tieeniet
every day. In the past 5 years, numbers of condegt2M

controlled system. However, the current commuricati devices increased by 300% [2]. In the near futah@ost any

networks are designed to support
communication, concentrating on the optimization thg

human-to-humagind of object will be allowed to seamlessly intetgr into a

large-scale M2M environment, where Smart devices ar
connected through networks to novel service platfin a



self-controlled system; nevertheless, the currentransmitted from/to the base station, and thushupé enrage
communication networks are designed to support dma consumption [8].
centric communication, optimized for devices, whiehe In 2009, the European Telecommunications Standards
under direct human control. Many initiatives haee started Institute (ETSI) created a Technical Committee (VZjose
to address the creation of Smart Cities worldwiS®@me  standardization work is mainly focusing on the &mrv
examples are presented in [3] [4] [5]. The commesearch middleware layer. The ETSI M2M Release 1 standanes
challenges faced by all these initiatives towardsnaart City  finalized in 2012, enabling integration of diffeteiM2M
infrastructure could be summarized as follows: technology choices into one managed platform. Reldahas
1) Scalability: been published in three parts: requirement [9]hisecture
Considering the rapid increase in number of smavicgds [10], and protocol [11]. The Open Mobile Allianc®NIA)
coupled with heterogeneity in sensor networks,adilily is  develops mobile Service Enabler specifications, dras
a main technical challenge for enabling ubiquitawsess several standards that can be mapped into the B2l
including mobility and service continuity in largeale framework. A link has been established between both
deployment of smart environments. Existing techgiel®  standardisation bodies in order to map OMA Enabiets
make the 10T concept feasible but do not fit weilhmthe  ETSI M2M Service Capabilities. The OMA Device
scalability and efficiency requirements at differéevels, Management (DM) protocol is considered as a statalding
including: naming and addressing, communication angboint to provide the desired associations betweEsI B2M
networking, data management, and service provisgni standards and OMA supporting Enablers. OMA DM hearb
2) Governance: designed to provide remote device configuratioates
Smart City services involve many different stakeleos, functions such as: configuration management, perdoice
such as distinct application providers, devicesdees, and management, and fault management. OMA is currently
radio and core network providers. In order to béedb  working on extending lightweight DM protocols for 21
manage the overall system consistently, flexibleéZomtal gateways and devices [12].
solutions are needed for sharing skills, network To avoid the competition between M2M standards a
infrastructures, and devices between stakeholders. consortium of seven standards development bodiekjding
3) Reliable Testbeds: ARIB, ATIS, CCSA, ETSI, TIA, TTA, and TTC has sep &
To perform reliable large scale experimentation foe  new global organisation (oneM2M) in mid-2012. oné?2
validation of research results, the need of asible testbed specified common M2M Service Layer Functions (C8fat
emerges. Many existing testbeds [6] [7] providgamd could become a vehicle to transport Smart seniitesrious
proof-of-concept, however they just offer experitadion  domains (e.g., metering, grid, and health) andedelipon to
and testing limited to specific environments or laggpion connect the myriad of devices in the field of M2M
specific deployments and do not allow conclusiveapplications [13]. More than 260 participating pars and
experimentation. Additionaly, a Smart City deploythe members has joint oneM2M to participate in the
involves different non-technical stakeholders. Hgnmany  standardization of M2M communication system, inahgd
non-technical constraints must be considered saahsars, ETS| and OMA. The participating organizations inteto
public administrations, vendors, government, etarge- transfer all standardization activities in the seopf M2M
scale testbeds are required to provide the negesstical  service layer to the oneM2M. First oneM2M release i
mass of experimental businesses and end-userseddar  expected to be finalized end of 2013.
testing of 10T as well as other Future Internettedogies
for market adoption.
Ill.  REQUIREMENTS OFSMART CITY APPLICATIONS
o : As we move from the static web to social networ b
B. MZM_C?ommumcatlon Standard activates : 2.0) to ubiquitous computing web (Web 3.0), theem?is
Recognizing the need for reliable network infrastuves,  stepping toward a fully integrated Future Interaek the need
various standards developing organizations (SDOYeha for sophisticated Smart applications increases ifgigntly.
recently promoted standardization activities in tN2M The M2M communication promises to enable connecting
domain. everyday existing objects, and allow more non-huamtent
The 3rd Generation Partnership Project (3GPP) estart providers to feed the Internet with data in varidosmats.
standardization activites on M2M in September 2008ler SMart City services should have substance to ese tata in
the title “Machine Type Communications” (MTC). 3Gl  effective and intelligent way. There are many dorsaand
10 specifications cover use cases, service reqeimsnand a eB;IIEtO ncr)r;%rltrsl;Cevghllﬁgtsg;r;rs]teizg\g(;efse\cvv(.)uld likehprove the
functional architecture for MTC intended for applion to a y 2 '
mobile networks. In 3GPP Rel 11, the LTE-advandetE¢ » Transportation and logistics domain.
A) standard defined a set mechanisms to allow ésvic turn

. L : * Healthcare domain.
off their radio interfaces when no data needs toelseived or



* Smart environment (home, office, plant) domain.
» Personal and social domain.

Smart services gained strong momentum through
advances of technology in distributed computingwoeking
and sensor networks. Smart Communication middle\aarns
to enable seamless combination of services thrpug¥iding a
single point of access that support various apiptinalayer
technologies for communication services and netsofihe
main requirements of deploying M2M applicationslange-
scale systems can be summarized as following:

» Supporting services deployed and hosted by 3rd/par

developer.

» Delivering services rapidly to the market.

Table | shows an analysis of required service emabrom
each category in building Smart applications foriows
domains.

the
A. Human-to-Human (H2H) communication:

In H2H both participants of the session are hunmahki
using a Smart devices (e.g. mobile, PC), and wapithange
voice, video or data during the time of the session
Applications targeting H2H communications requiervice
enablers that could value-add the communicatiorsices
between participations, such as: Address book,epoes and
tfile transfer enables.

B. Machine-to-Machine (M2M) communication:
M2M refers to the paradigm of communication thail@as

« Co-existing and collaborating with current core machines to communicate autonomously with eachr atita

networks and new deployment.

» Delivering and handling different kind of contentda
supporting variant bit rates.

» Being compliant with standards based services.

The process of designing Service Enablers and égiin
Programming Interfaces (APIs) is critical becauss intended
to be written once and used many times and forouaruse
cases which can influences the design. Later clsamigepdate
may impact users due to compatibility issues. \W\sgmt here
a taxonomy for centric enablers that will aid infidi@g
requirements of Smart Communication and Futurerniete

litle or no human interaction. It leverage the @pdndent
communication between large number of objects,icdsvand
service platforms, which in turn presumes the trassion of
large amount of data of heterogeneous types ard sizer the
network. Service enablers for M2M should be designéh

keeping in mind the fact that devices are not undiezct

human control.

C. Overarching Services:

This category includes all types of management and
control services that are required in associatidh wW2H and
M2M communications, such as security and Qualitjefvice

Table I. Service enablers required for some applation domains in Smart City

: : Business / Utility —_ Facility -
Enabling Services Collaboration | Metering E-Health | Utilities Management E-Energy | Logistics
Q Push/Pull content X X X X X X
£
& Control devices X X X X X
=
N Subscription/notification X X X
(]
@ -
% Discovery X X X
§ Location X X

AV Call X X X X
S AJV conference X X X X
£
>
T Messaging / File transfer X X X X X
N
<
] Presence X X X
£
T Location X X X X X X X
Address Book X X

2., QoS X X X X
SS9
8 % Device/entity mgmt X X X X X X X
o S
> o .
o Security X X X X X X X




(QoS) controlling.

IV. OPENMTC PLATFORM

The OpenMTC platform [14] implemented features ar
aligned with ETSI M2M Rel.1 specifications [9] [1011].
The aim of the OpenMTC platform is to provide anstard
compliant middleware platform for M2M oriented
applications and services enabling Smart City imyglietation,
through supporting application domain driven sciErsasuch
as eHealth [15], mobile tracking [16], and Smartteriag
services. As illustrated in Fig. 1 the second rdeaf the
OpenMTC platform covers all ETSI M2M architecture
interfaces, and Gateway and Network Service Caifiabil
Layers (GSCL and NSCL). Although the oneM2M
specifications are not finalized yet, however tirst fdrafts
describing the oneM2M architecture are correspontted

ETSI. In the following, we discuss how the OpenMTC

platform can address the requirements identified the
previous sections for M2M Communication and endiieart
City solutions deployment:

1) Applying ETS M2M interfaces

ETSI specifications define three interfaces: mika, énd
mid, as depicted in Fig. 1, which offer generic axtendable
mechanism for interactions with the xXSCL. The niteiface
mediates the interactions between applications e t
application domain (NA) and the Network SCL (NSCthe
dla interface mediates the interactions betweeticgiipns in
the M2M network area - being Gateway applicaticBa) or
Device Applications (DA) — and the gateway SCL, ahd
mld interface mediates interactions between xSGher@MTC
supports a client/server based RESTful architectuned
communication over all interfaces is independent tioé
transport protocol. HTTP is commonly used as trartsp
protocol with RESTful-based services, CRUD opersti¢i.e.
Create, Retrieve, Update and Delete) are mappedTibP

manages a subscription and notification mechanidmough
this mechanism, applications, gateways and the KIpén
platform are able to receive notifications from teauther,
enabling management and control of devices whidbnigeto

She same service provider or using the same tecbyol

family. The MongoDB NoSQL database was used inRA&
implementation, due to its performance and scatgbil
3) Security and privacy

From a security perspective, ETSI M2M builds on adp
existing proven technologies and protocols staridedd by
other organizations. The types of security consitiens
addressed by ETSI M2M include key management,
authentication, and cryptography. OpenMTC rendeisapy
by allowing each entity in the system to assigffedéint access
policies (READ, WRITE, DELETE, UPDATE, DISCOVER)
of its own resources to others. In future work secu
bootstrapping and mutual authentications procedoféd42M
devices and gateways will be implemented in OpenMTC

4) Associated Software Development Kit (SDK)

The OpenMTC platform is associated with a Software
Development Kit (SDK) to support the developmentfivi
applications and make the core assets and serajzabiities
available to 3 party developers. The OpenMTC SDK consist
of a set of high-level abstraction Application Pramgming
Interfaces (APIs) which hide internal system comitye and
allow the developer to focus on the implementatidnthe
application logic. In [17] we present and descidioe work in
designing a set of APIs for the OpenMTC platfornaofting
the RESTful style facilitates the development of N2
applications, due to its simplicity in comparisornithvmost
SOA technologies.

5) OpenEPC Integration

ETSI M2M defines handling between the M2M service
provider and the access network provider for QoS
enforcements, communication channel management and

methods POST, GET, PUT, and DELETE. Currently, onlybootstrapping. Therefore, OpenMTC is integratedhwtie

HTTP is supported as a transport protocol in Ope@GMT
platform. However, M2M devices are generally reseu
constrained devices, i.e. they are limited in mgmenergy,
and computation power. Therefore, HTTP is most ljike
difficult to implement in them, and many protocbigve been
standardized to incorporate such devices intonterriet. The
Constrained Application Protocol (CoAP) is emergitm
support essential features required for constraihg2iv
devices, such as low header overhead. Future work
OpenMTC will consider supporting CoAP.

2) Event-Based Architecture

OpenMTC supports a client/server
architecture with a hierarchical resource treerdefiby ETSI.
This style governs how M2M Applications (xA) andtgaay
and network capability layers (xSCL) are exchangdaja
with each other. Each entity in the M2M system ifgei an
application, gateway, or device) is representedlyniquely
addressable resource in the hierarchical tree, hwhan be

accessed and manipulated by CRUD verbs over differe

stateless transport protocols (e.g. HTTP). The O«
Reachability, Addressing and Repository (RAR) cdjigb

OpenEPC freamwork, which provide enhanced
communication management capacities. Communication
between xSCL and Store and Forward (SAF) for apptos

is handled using the EPC capabilities. This feaamable the
handling of different traffic streams based on rthwiority In
addition, mobility management for gateways and deviis
supported. Policies for handling communication cteds have

to be distributed from the OpenEPC towards the N$@GH
from there via device management to the devicegateways.
For bootstrapping Generic Bootstrapping Architeet(GBA)
and Extensible Authentication Protocol (EAP) withetidods

based RESTfuEAP-SIM and EAP-AKA will be implemented as access

network provider based authentication and will lestad
against OpenEPC. GBA is used for authenticatiomabile
networks like 2G or 3G and EAP will be used in reate like
Wi-Fi and WIMAX. So a flexible deployment with onlysing
the SIM card for authenticating could be achieved.
6) M2M Area Network Integration
For adding sensors and actuators, which use existin

protocols and are not ETSI aware, specific interkivg
proxies are integrated. Each proxy is responsilde &



technology and is acting as a controller for thdemal
devices and map these devices for monitoring amtr@iting
into the M2M resource tree. FS20 and ZigBee arangia
implementations. More inter-working proxies can &eéded
with the help of the associated SDK.

7) Hardware Platforms

The NSCL in the network and the D/GSCL at the gaieswv
and devices have different requirements. The NSEeds
more performance and resources so that it is ysdajployed
at a server with x86 platform running Linux. Dedchave
lesser requirements in
requirements like energy consumption are more itapor so
they run on specific hardware. Like smartphonesclvtdan
act as gateway for other devices in the Personed Aretwork
(PAN), e.g. eHealth sensors.
OpenMTC supports the Android platform for mobilevides
and the Arduino platform for developing with comadted
devices.

Smart Solutions

Data
API
Software Developer Kit (SDK)

Device T

I Network
API F

API

Access and core - OpenEPC MTC-IWF ANDSF PCRF
OpenMTC Gateway
Software Developer Kit (SDK) )
! Y » S\ RY ™ (N
Enyport o o @@ B
Fig. 1.  OpenMTC Architecture
V. TESTBEDS FORSMART ENERGY LAB

Energy efficiency and reduction of carbon emissisnsne
of the promising fields in developing Smart envirant
solutions. Many initiatives address the challengé®nergy
management as a key infrastructure in developing umban,
applying Internet and communication technologied] [fiL9]
[20]. In this section, we highlight the effort o§ing standard
based M2M platforms in R&D for Smart Energy actvit

The Unifi Project, started in 2012, is an initigiof the
Chair of Next Generation Networks (AV) at the Teichh
University of Berlin [21]. The objective of the Wi project is
to build sustainable teaching and research infrestres in the
areas of Future Internet and Smart Cities throutgbad
collaboration among academic institutions. Thisjgmb also
includes the creation of Competence Centers farstamable

computing performance bu{h

To meet these demands

development and bundling of local expertise in €hiietnam,
South Africa and Thailand with a strong collabaratiand
technology transfer between collaborated acadeaimers at
TUB in Germany, University of Chile, Hanoi Univessiof
Science, University of Cape Town, and Chulalongkorn
University. The federation of seamless Labs thppett Smart
City prototyping is another important goal of Unif21].
OpenMTC platform provides a state-of-the-art statida
prototype for ETSI M2M communication. Its capalsid, as
described in previous section, enable the developofeSmart
City testbeds for various domains and use casgs? Eiepicts
e main partners of the UniFI testbeds.

AV

www.av-tu-berlin.de

Hanoi University of Science
and Technology
en.hustech edu.vn

R&D
—>| Lectures
- Testbeds

Universidad de Chile

www.uchile.cl

fcfm

~ F
Testbeds Yy
RED s [R&D / Chulalongkorn University

Lectures
= A

(et i) —
Testbeds |~ —" |Testbeds

www.chula.ac.th

University of Cape Town ,  E }

www.uct.ac.za

Fig. 2. Unifl Project testbed.

A joined effort between Fraunhofer FOKUS in Germany
Fraunhofer Chile Research FOKUS InnoCity and the
University of Chile, is building the Reference Aitelcture for
Smart City Communicational Platforms developed BKES
[22]. So far, the partnership has implemented phasform in
Chile as a combination of technology between vehdts and
platforms from FOKUS. Smart Energy is one of theirma
research area in this joint work.

Fraunhofer FOKUS Berlin is currently developing a
prototype for Smart Energy Management based on Kapén
platform as M2M middleware that can be used togirate
sensors and actuators operate over existing pistods
depicted in Fig 3, OpenMTC gains the ability to ttoha wide
variety of devices through integration with the Yiort
Energy Management and Control Gateway", which i&BM
micro controller platform. The implantation enablbe user to
monitor and control home devices remotely.

The TRESCIMO project (Testbeds for Reliable Smaty C
Machine-to-Machine Communication), aims to address
challenges of efficiency power supply of cities hiit
underdeveloped countries such as South Africa. fiaén
approach is to interweave an ETSl/oneM2M compliant
Machine-to-Machine (M2M) communication frameworke(i
OpenMTC) and another sophisticated Smart City q@iatf
form The South African Council for Scientific anddustrial
Research (CSIR), which provides an integration raérhet
connected devices via chat protocols such as XMER. [
Concretely, this pilot exploits various featuresttod platform,



such as: Using of wake-up systems to communicasengors [3]
with  power constraints (energy-efficient solutiongnd
classifying and prioritizing collected data fronnsers in a cost
effective manner without the need for an existinfgaistructure
based on Delay Tolerant Networks. The outcomeshaf t
project advance the state-of- the-art in the cpording areas, [5]
including context awareness, Multi-hazard disagteminals,

and enhanced system for environments with energy
restrictions. [6]

(4]

Remote control
device

Remote warning
device

(7]

(8]

OpenMTC
backend server

(9]

OpenMTC
Platform

OpenEPC [10]
[11]
[12]
[13]
[14]
[15]
\- ‘/
[16]
Fig. 3. OpenMTC - Enyport Smart Energy
VI. CONCLUSION [17]
Building Smart Cities requires cooperation of inative
firms, governments, infrastructure providers, arstra. All  [1g]
these different actors need a communication platfdo
support their cooperation through a set of capadsli which
overcome different technical barriers in the roa@mart City [19]
deployments. This paper highlights the efforts ®velop
standard prototype Machine-to-Machine platform, and
investigate related research applications with easjzh on
o . . - [20]
Smart energy management. This is being achievalejoint
collaboration and interconnection of a Smart Ciggtibed
platform that allows for these applications beingsidned,
tested and evaluated in collaborated Universities. (1]
[22]
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