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INTRODUCTION

Security Assessment for Systems, Services and Infrastructures

Mobile devices, industrial equipmentand facilities, smart grids, and even vehicles are connected via
the Internet and becoming accessible and thus vulnerable to security breaches and hacker attacks.
Software that runs this kind of system is exposed to a large number of different threats that pose
special requirements on the quality and robustness of the software. These requirements can only be
identified and metif security and privacyrisks and theirimpact are systematically considered already
during the early phases of the software development and quality assurance processes. Asystematic
and capable security risk and quality assessment program and its tight integration within the software
development life cycle are key to building and maintaining secure and dependable software-based
infrastructures. The SASSI workshop will provide a forum to discuss innovative approaches to
security assessment, security testing and security certification for software-based systems. Experts
from industry and academia will present and discuss their solutions to key issues like legal-risk
analysis, security risk analysis, risk-based engineering, vulnerability testing, model based security
testing, standardization, and certification. The workshop has a special focus on the interaction
between innovations and industrial requirements, especially when security meets the demands of
cost efficiency and scalability. The contributions originate from industrial practice and are
complemented by industry grade research results from national and international research projects.
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DAY 1 — TUESDAY, SEP. 15, 2015

KEYNOTE

- Living risk-based security at SAP, the solved challenges and the open ones p.7
Paul El Khoury, SAP

SESSION 1: SECURITY RISK & COMPLIANCE ASSESSMENT

- Security issues in financial cloud environments p.40
Volker Krummel, Wincor Nixdorf

- Risk monitoring of an pseudonymisation service based on TRICK Service p. 57
Ben Fetler, itrust consulting
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DAY 1 — TUESDAY, SEP. 15, 2015

SESSION 1: SECURITY RISK & COMPLIANCE ASSESSMENT

- The attack navigator — Finding and defending against socio-technical attacks p. 75
Christian W. Probst, Tresspass

- Threat modelling using attack trees p. 100
Jan Willemson, Cybernetica

- Tool-supported cyber-risk assessment p. 116
Bjgrnar Solhaug, SINTEF ICT

- RACOMAT - Risk-based Security testing for networked systems p. 150

Johannes Viehmann, Fraunhofer FOKUS
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DAY 2 —- WEDNESDAY, SEP. 16, 2015

SESSION 2: SECURE SOFTWARE DEVELOPMENT

- Risk Management in the Development Process p. 177
Armin Lunkeit, OpenLimit

- Fast & Furious - A media style of software development p. 196
Axel Allerkamp, Axel Springer SE

- Selecting and deploying risk assessment methods for the developmentlife cycle p. 205
Jorn Eichler, Fraunhofer AISEC
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DAY 2 —- WEDNESDAY, SEP. 16, 2015

SESSION 3: SECURITY TESTING AND VALIDATION

- Automated detection and prevention of Security Vulnerabilities in Multi-Party Web Applications p.219
Luca Compagna, SAP SE

- The many faces of fuzzing p. 260
Radek Domanski, Huawei

- Combining Security Risk Assessment and Security Testing based on Standards p. 279
Jurgen Gromann, Fraunhofer FOKUS
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SASS15

Living risk-based security at SAP, the solved challenges and the open ones
Paul El Khoury, SAP

Abstract:

SAP as the world 3rd largest software company offers solutions running in Mobile, Cloud and On Premise environments.
As market leader for business applications, SAP shares the responsibility with customers and partners for securing its
solutions. The SAP Secure Software Development Lifecycle is a risk-based process used to ensure a software is free of
known vulnerabilities and guaranteeing the appropriate level of security for shipped products. The security risk
assessment parts of this process, namely SECURIM and Threat Modeling, used per product to identify and manage
product-specific security risks, define the targeted level of trust and build a security test plan. This talk will detail the
materialization of these methods at SAP worldwide and highlight the next upcoming challenges with examples from Cloud
and Internet of Things scenarios.

Vita:

Dr. Paul EL KHOURY joined SAP SE in 2006 and is currently co-owner of the SAP Product Standard Security. He leads
the Product Security Risk Identification and Management as part of the SAP Secure Software Development Lifecycle and
is an SAP security evangelist. Prior, Dr. EL KHOURY's major contributions were leading the SAP Threat Modeling
methodology, co-defining the secure storage on device used by all SAP mobile applications and holding the position of
governor of the SAP patch day from its pilot phase until it was rolled out to customers. He received his MSc and his Ph.D.
in Computer Science from the Université of Claude Bernard Lyon 1. He has authored various scientific publications and
patents in the field of software security.
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Living risk-based security at SAP, the solved challenges

and the open ones

Dr. Paul El Khoury — CISSP
Co-Owner of SAP Product Standard Security, SAP SE September 2015

Security Assessment for Systems, Services, and Infrastructures (SASSI 2015)



SAP — Helping the world run better!

For More than 40 Years, SAP Has Helped the World Run Better and Improve People’s Lives

& R L

For the world For business For you
of the world’s transaction SAP customers represent 98% Mobile solutions from SAP reach
revenue touches an of the top 100 most valued 97% of the world’s mobile
SAP system brands in the world subscribers via text messaging

© 2015 SAP SE or an SAP affiliate company. All rights reserved.




Who am I?

Joined SAP in 2006
Holds a Ph.D. in Computer Science from the Université of Claude Bernard Lyon 1

Is currently co-owner of the SAP Product Standard Security
Leads the Product Security Risk Identification and Management

Earlier:
Lead SAP Threat Modeling methodology,
Co-defined the secure storage on device used by all SAP mobile applications
Have held the position of governor of the SAP patch day

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 3




We have come a long way ...

Securrty
ty 15 Response
nSecurity Is 74 ’
done in the iﬁ;%ﬁy
technology Security 7
layer (;,SAP e
Basis“).“ pssg

Awareness ... Needs... Tools ... Skills... Accountability ...

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 4




We have come a long way ...

Since a
while & current
Idea 2 Market

SAP Secure Software
Development

Product Lifecycle
Innovation Primarily risk
Lifecycle driven
Primarily

compliance driven

The past

Awareness ... Needs... Tools ... Skills... Accountability ...

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 5




SAP Product Innovation Lifecycle
The past

Qualit
Product or and / Product
Service Shipment shipped or
Decisions service
offered
Central
Development Product

Team Security Team

H

© 2015 SAP SE or an SAP affiliate company. All rights reserved.




SAP Product Innovation Lifecycle
The past

Central Product Security Team (CPST)
defines the Product Standard Security
serving as baseline

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 7




SAP Product Innovation Lifecycle
The past

Development Teams Plan their compliance to
the Product Standard Security and store the
compliance in Product Standard
Compliance tool

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 8




SAP Product Innovation Lifecycle
The past

Development Teams Plan their compliance to
the Product Standard Security and store the
compliance in Product Standard
Compliance tool

For every deviation a description of the risk
taken and action item with a name and a date...
are added to the tool supporting the PIL

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 9




SAP Product Innovation Lifecycle
The past

Development Teams executes on the plan

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 10




SAP Product Innovation Lifecycle
The past

Development Teams may have implemented
or deviated from their agreed plan

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 11




SAP Product Innovation Lifecycle
The past

Development Teams may have implemented
or deviated from their agreed plan

For every deviation a description of the risk
taken and action item with a name and a date...
are added to the tool supporting the PIL

© 2015 SAP SE or an SAP affiliate company. All rights reserved.



SAP Product Innovation Lifecycle
The past

If CPST during security validation finds no
violation of agreed security level then
shipment is authorized

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 13




“Winter is coming!...” (John Snow - Games of Thrones)

SAP’s strategy embarked with speed into Mobile application development
SAP acquired several mid-to-large size companies with divers software portfolio
SAP’s strategy promoted SAP HANA to partners and strengthen partnership offerings

SAP’s strategy embarked with speed into Cloud and recently into Internet of Things
offering

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 14




Wind of change...

#1: Ownership of the (security) risk moves with the Product Owners / Service Owners,
i.e. CPST main objective is primarily “advising” rather than primarily “governing”

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 15




Wind of change...

#1: Ownership of the (security) risk moves with the Product Owners / Service Owners,
i.e. CPST main objective is primarily “advising” rather than primarily “governing”

#2: Refine the way security risks are identified and managed

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 16




Very important 3™ fact that we considered!

© 2015 SAP SE or an SAP affiliate company. All rights reserved.



Wind of change...

#3: Invest in the people: Need to strengthen security experts, up skill and enable all
the development teams

Creating a collaboration environment and a network of security experts

Creating a reliable channel for disseminating security information

Allowing easier access to the huge security knowledge base

Identifying security risks, understanding the underlying impact and managing them appropriately
Teach methods for building misuse cases and thinking like hackers

Teach how to build security test plans

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 18




Very important 4t" fact - external to SAP!

© 2015 SAP SE or an SAP affiliate company. All rights reserved.



The common denominator: SAP Product Standard Security
A Requirement Example

Dashboard > Product Standard Security > ... Requirements in Detail

Browse «

S
w
m
0
1
>
TN

& Edt 4P Add ~ % Tools

SEC- SAP software shall be free of SQL Injection vulnerabilities. {Te”s WHAT is required|

Category On Premise On Demand On Device Regulatory Vulnerability CVS5S Score CVS5S Template Strategy Remarks ?

But also WHERE, WHY and HOW|

Corporate X X X Mo Yes 08-75 SQL Injection (Read-only) Mo
SQL Injection

Description

SAP software shall ensure that it is not possible to manipulate SQAL (or similar, e.g. MDX, EJB-QL) statement generation using dire

rindirect user input to get access to functionality and/or data that was not intended in the given
SCEenario.

Details

© 2015 SAP SE or an SAP affiliate company. All rights reserved.




"SAP Product Standard Security

© 2015 SAP SE or an SAP affiliate company. All rights reserved.



Feedback / Design thinking statements

From Developers, Architects and Security Experts
Uncover the security threats and create transparency to decision makers
Improve targeted security test cases / Improve true-positives in Code Scanning

Up skill the development team and fits to our development

© 2015 SAP SE or an SAP affiliate company. All rights reserved.




SAP Threat Modeling and Security Risk Identification & Management

SAP Threat Modeling

is a systematic approach to uncover security threats at design time to reach a secure
design

outcome is targeted for architects, developers and security experts

Security Risk Identification & Management
is a method based on SAP Threat Modeling

outcome is targeted for decision makers, lead architects and security experts

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 23




Analyzing Risks: Security Risk Identification & Management + SAP Threat Modeling
Comparison

Security Risk Identification & Management
Focus on complete product/ service
Analyze according to 10 security themes
Document risk and risk response

=> High-level approach

Security Risk Identification &
Management

SAP Threat Modeling
Focus on critical scenarios
Analyze these scenarios in detail

Document threats, their risk, proposed
mitigations and test cases

=> \lery detailed, no coverage for huge
applications

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 24




The common methodology

Self-contained

Timeboxed

As simple as possible

Clear workshop structure

Clear outcome and documentation
Decision and Follow-Up
Mitigations by the Program

© 2015 SAP SE or an SAP affiliate company. All rights reserved.

3

Understand the Architecture

Put Threats on the Backlog & reprioritize

Asset and
Software centric
view

Add an Attacker
centric view



The seven steps of Security Risk Identification & Management

Get common understanding about the architecture

Define the assets to be protected

Identifcation

Risk

Identify all risks in context of the product

Describe the risk incl.impact and mitigation alternatives

Rate the risks

Write documentation and present the risks to PO

Risk Analysis

Decide on the risks and document decisions

© 2015 SAP SE or an SAP affiliate company. All rights reserved.

Workshop settings

Mandatory:
Program Lead Architect
Security Expert

Optional:
Lead Developer(s)
Product Owner (PO)



Standardizing the Methods Across SAP

For SAP Threat Modeling
3 days class room training (200+ experts trained)
Experts support projects across their development line
Results and Decisions are reusable / understandable

For Security Risk Identification & Management

Blended Learning with a prerequisite to have a certified Threat Modeling expert as a Security
Risk Identification & Management lead

© 2015 SAP SE or an SAP affiliate company. All rights reserved. 27




SAP Secure Software Development Lifecycle S2DL

Start of standard
development *) Release decision *)
i
_ RIGHS Plan Szeurity Jazcure Szeurity Szcurity Sacur
[raining .
ledzntification Mezsures davzloornarnt a3ting Validzition ;fe;pon:e

SAP Secure Software Development Lifecycle S2DL

*) In accordance to new 12M decision points

© 2015 SAP SE or an SAP affiliate company. All rights reserved.



Open challenges

Cloud Solutions

v Development and the hosting of software are tightly integrated
v Even shorter development and release time-frames

Security Monitoring plan with SAP Enterprise Threat Detection
v" Creating “monitoring plan” from SAP Threat Modeling reports

Internet of Things

v" Security Threats are standard, but the capabilities and solutions have a high dependency
on devices and scenarios!

© 2015 SAP SE or an SAP affiliate company. All rights reserved.




Summary

The current SAP S2DL is a Risk-Based Security process
v" It helps SAP to scale with secure development to the various use cases
v Reaching Risk-Based Security at SAP required a specific organizational infrastructure

Security Risk Identification & Management and SAP Threat Modeling are the heart
of Risk-Based Security process

v" Same methodology to identify security risks by different target user groups

v Threat Modeling on the architecture for critical use cases

v" Security Risk Identification & Management for a complete product or solution

Suitable risk description and rating focusing on affected assets and potential cost

© 2015 SAP SE or an SAP affiliate company. All rights reserved.




Where to Find More Information
www.sap.com/security

= Cloud

= On premise

= |T & Corporate
= Offerings

www.sap.com/security

© 2015 SAP SE or an SAP affiliate company. All rights reserved.


https://jam4.sapjam.com/groups/about_page/WqGCAJrqWGb2YoIRrQL36q
https://jam4.sapjam.com/groups/about_page/WqGCAJrqWGb2YoIRrQL36q

Thank you!

Dr. Paul El Khoury, CISSP
Co-Owner of SAP Product Standard Security, SAP SE

paul.el.khoury@sap.com

© 2015 SAP SE or an SAP affiliate company. All rights reserved.
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Security issues in financial cloud environments
Volker Krummel, Wincor Nixdorf

Abstract:

On the first sight, Secure Financial Cloud seems to be a contradiction in itself. Concepts of open environments like cloud
computing typically do not address challenges like thorough security concepts. Designing security architectures for
arbitrary cloud environments seems to be a hard problem. In our research project “Securing the Financial Cloud (SFC)"
we are researching approaches and solutions for a special cloud environment, the so called “financial cloud". In this talk |
would like to present the actual status of our research and discuss interesting challenges.

Vita:

Volker Krummel is a Security Professional at Wincor Nixdorf since 2008. He received his PhD in the area of cryptography
from the University of Paderborn in 2007. At Wincor Nixdorf he is responsible for the IT-Security Research. He is the
project leader and specialist at several publicly funded cooperative research projects in the areas of secure cloud
computing, IT Forensics and Risk Management. His research interests cover Cryptography, Computer Algebra and
Information Theory, IT-Security Analysis and IT-Forensics.
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Security Issues in Financial Cloud Environments
where no bank has gone before ...

0%
0%
0%
%
0%
20%
0%
%

Dr. Volker Krummel
CTO-Office — Research & Innovation

WINCOR

. NIXDORF
Wincor Nixdorf International SASSI WorkShop 2015; Berlln EXPERIENCE MEETS VISION.



WINCOR
Threats in Context of ,,Organized Financial Crimes“ NIXDORF

Target Incident(s) 2013 & 2014

= Malware on POS Terminals

= ca. 3 weeks

= data of ca. 40 mio credit cards were stolen

= Business: ca. 18-35 Dollar per data set

= personal data of ca. 70 mio customers stolen
= direct impact on business

J.P. Morgan Chase & Co Incident 2014

= Malware in IT System
= ca. 2 months

= Prey: ca. 76 mio private credit card data and 7 mio business
customers

= until now no criminal usage of data




WINCOR
The Classical Financial Infrastructure NIXDORF

30710.2015 © Wincor Nixdorf International GmbH




WINCOR
Evolution of the IT-Infrastruktur NIXDORF

Virtualized and Software-
Defined Everything

_ High-density
Multiple Server Farms
Distributed
Servers

Large Individual
Multiple Servers
Distributed
Servers
Terminals
Cloud-Enabled
Internet Applications

Applications
Internet Web pplicat!

Site Hostin
Client-Server ! g

Applications

Terminal Access
to Mainframe
Applications



WINCOR

Financial Infrastructure of the Future NIXDORF
Added Values
* Availability
* Cost Reduction
* Scalability

Multi-Tenancy

DR. VOLKER KRUMMEL 30.10.2015 © Wincor Nixdorf International GmbH



WINCOR
Classical Access Control Server is not appropriate NIXDORF




WINCOR
Access Control based on classical Encryption NIXDORF

Secret Data

Redundancy BN



Access Control based on Attribute Based Encryption

Encrypted Data

WINCOR
NIXDORF

Key +
Attributes

~N

J

effective access control
no multiple encryption




WINCOR

Building Blocks NIXDORF

Efficient

ity P .
Security Proofs Implementation

Verification

Side Channel Analysis & Invasive Attacks

Security Analysis (Stride) Cloud Architecture

Understanding  Understanding Prepare
Formal Process  Practical Process Certification

Monitoring, Security Processes

30.10.2015 © Wincor Nixdorf International GmbH

DR. VOLKER KRUMMEL



WINCOR
Cryptographic Components NIXDORF

Algorithms for Attribute Based Encryption (ABE) are very complex
* large number of parameters with dependencies

* large variety of algorithms and building blocks

* bilinear pairings on elliptic curves defined over finite extension fields

e Security Proof

Security Level: 128 bit (80 bit)
EC Group size: 256 bit (160 bit)
finite field size: 3248 bit (1248 bit)

| -
(¢]
-
()
£
O
| -
(L)
(a T

Optimization for Speed
* adapt to different plattforms like embedded hardware, smartcards, HSM
* currently no support by Crypto Coprocessors

embedding degree: 12

Optimization for Security
* balancing key length
* Implementation secure against side channel attacks

Extensions &
* Searchable Encryption

et 26,30 - ® e "“ |
=y

=
[k
=

—

=1
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WINCOR
Implementation and Hardware & Software Setup NIXDORF

Optimization
* Speed & Code Size
* Copocessor Design

Target Platform: A

ARM Cortex M4 @ 168 MHz, 1MB
flash, 192 KB RAM,

Code Size: ca. 180KB
Performance: 1.5 sec / pairing

Verification of Correctness
* Source Code Review
* Test vectors (reference implementation)

Side Channel Analysis
*  Power Analysis (SPA & DPA)
* Reference Setup (Sasebo / Sakura boards)

Power Measurement

Key Exposure




Folie 11

KDV1 Update + Oszilloskop Kurven
Krummel, Dr., Volker; 09.09.2015



System & Certification

Architecture (approx. 50 req.)
* elastic resources
* distributed storage

Security Analysis (approx. 120 req.)
* APl Attacks -> HSM
* Threat Model (STRIDE, Attack Trees)

Certification
* relevant standards (CC, PCI-DSS, MaRisk (BaFin))
*  Customer Interviews & Report

*  CC Security Target (Redefinition of TOEs)
* Knowledge about practical aspects

WINCOR
NIXDORF

Detail of the Threat Model (Draft)



WINCOR
Securing the Financial Cloud (SFC) NIXDORF

How can the Financial Infrastructure look like in the future?

Aim of the project

novel cloud-based approaches for financial transactions
security as the most important property
= novel cryptographic techniques

added values: availability, cost reduction, scalability,
multicliant architecture and trust

trust as the key factor for succesfull business
Partner

WINCOR

nxoore  Utimaco™  escrypt

a member of the Sophos Group

i Government-funded by
> 17 b . *|ED e
) . UC \Je' DS’ und Forschung .
R I e Ry anER 16KIS0058K




Guide Banking Data Centers Into a Secured Future

WINCOR
Preventive Crisis and Risk Management for Data Centers

NIXDORF

Conceptual and technical development of an integrated framework
to preventively manage risks and crises for data centers of system relevant banks

Aim of the project

= Risk analysis, risk reduction
Check of compliance with norms and guidelines

Detection of threats in real-time, semi automatic crisis intervention
Risk controlled security tests and measurements

Simulation of thread scenarios and crises situations

Partner

Supervised by Government-funded by

WINCOR vy HypoVereinsbank — v B | S
Nixoorr = Fraunhoter V. consuLT VDI|VDE|IT ey



WINCOR
The End NIXDORF

Thank You for Your Attention!

Gr. Volker Krummel \

Wincor Nixdorf International GmbH
Chief Technology Office | Corporate Research Security
Mail: Heinz-Nixdorf-Ring 1,
33106 Paderborn, Germany
Phone: +49(5251)693-6216
Fax: +49 (5251) 693 - 6309
E-Mail: volker.krummel@wincor-nixdorf.com

\Web: www.wincor-nixdorf.com j
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Risk monitoring of an pseudonymisation service based on TRICK Service
Ben Fetler, itrust consulting

Abstract:

TRICK Service (Tool for Risk management of an ISMS based on a Central Knowledge base) is a risk assessment &
management web application for identification, analysis and estimation of assets, threats, vulnerabilities, risk scenarios
and security measures. TRICK Service enables to determine a list of security measures to implement in order to reduce
the impact or the occurrence likelihood of possible risk scenarios.The presentation illustrates how risk parameter like
security implementation rates, threats likelihood, and impact values are calculated in real time with inputs from security
monitoring tools, so that the current risk situation is reflected. Lessons learned from applied risk monitoring on an itrust
consulting service providing pseudonymisation for student evaluation tests are discussed.

Vita:

Ben Fetler, Owner of a Master’s degree (Reutlingen University) in Business Information Systems, is a part of itrust since
2012. During 2 internships at itrust consulting, he developed beneath others models to measure the uncertainty of risk
estimations and the maturity of security measures coming from ISO/IEC 27001. Today he mainly assists service providers
to get ISO/IEC 27001 certified and conducting risk analyses. Additionally he is member of the technical committee 1SO/TC
262 — Risk Management and product owner of the risk analysis tool TRICK Service. Currently he is involved in a national
research project to develop a real time risk monitoring system.
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1trust

consulting

10010 101
0,M07
10 010
'
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Risk monitoring of a pseudonymisation
service based on TRICK Service

Speaker: Ben Fetler
Authors: Ben Fetler, Steve Muller



1trust

consulting

A\ \ V/iE

Agenda

Introduction to TRICK Service & EpStan project

Real-time risk assessment

Conclusion and outlook

SASSI Workshop 2015 2117



Introduction g ;
: 7 1trust
TRICK SeI'VICe : consulting

T RICQTSTMK:@

Tool for Risk management of an ISMS based on a Central Knowledge base

SASSI Workshop 2015 3/17



TRICK Service

Introduction

7 itrust
: consulting

Core principles
Risk managementfollowing ISO/IEC 27005;

Quantitative assessment of likelihood and impact of different risk
scenarios;

Use of a “Risk Reduction Factor” (RRF) which enables to quantify the
influence of security measures on the losses caused by threats to
assets;

Cost-effectiveness of security controls; TRICK Service considers the
Return On Security Investment (ROSI) and derives a prioritised action

plan.

SASSI Workshop 2015 4117



Introduction
EpStan

1trust

consulting

A\ \ V/iE

épreuves standardisées

[
UNIVERSITE DU
LUXEMBOURG

Luxembourg’s national school monitoring programme

SASSI Workshop 2015 5/17



1trust

consulting

Introduction
EpStan

AN\ VE

Requirement:
University and Ministry shall not make link between results and student.

Solution:
Involve a trusted third party (TTP) offering a pseudonymisation service.

SASSI Workshop 2015 6/17



Introduction
EpStan

1trust

consulting

AN\\VB

Test Evaluator Trusted third party Student Management

'ARAAAAAALLLLLELAAAAAAAAMALLLEEEAAAAAA LA . Statlstlcs

test score by login

X I logins % -
— L > 7 itrust
UNIVERSITE DU < X - < : consulting
LUXEMBOURG link «login — pseudonym» :
generates logins : generates pseudo- :
(validity: 1 year) - nym for each student ; o
(validity: infinite) - m
: . (anonymized, : - % :
ececccssssssseccssssssssseccssssssssseccsssssssssecces aggregated) % eseecccsssssssseccssssssssscccsssssssscccssssssns
only pseudonym statistics only personal data (name, ID)

SASSI Workshop 2015 7117



1trust

consulting

AN\\VB

Real-time risk assessment
Risk computation Dynamically

SN

Risk (asset) = z Impact - Probability - RiskReduction
|

scenario

Damage caused to asset in scenario <

Probability that scenario occurs <———

Reduction of risk caused by implementation of
additional security measures (factor between 0 and 1)

SASSI Workshop 2015 8/17



Real-time risk assessment

5 1itrust

Strategy : consulting
Log processing utility 3
I P J y TRICK@mcc&
e e
Log server % 8 o
__________________________ >
Intrusion detection Vulnerability Vulnerability
system scanner assessment tool

WorkStation Communication

Server

hardware

SASS| Workshop 2015 9/ 17



Real-time risk assessment

_ - < itrust
Log processing utility 5 consulting
i N\ Category Probability
ddos Pr[ddos]
CATEGORY
L —> malware Pr[malware]
- (a\ diskfailure Pr[diskfailure]

log entries SEVERITY ddos

-1 0.71

Pr[category] increases with each log entry
(the higher the severity, the higher the increase)

Pr[category] decreases with time

SASSI Workshop 2015 10/ 17



Real-time risk assessment

: : S itrust
PoC - Intrusion detection system Z consulting
IDS Log processing utility TRICKAPI TRICK Database
Classify:
Alert Category, severity

A 4

Create notification:
Category, severity, timestamp

Store into the

For each category, compute
weighted likelihood that
such an incident occurs

database

Retrieve all notifications
from last month

'

For each category, create
related dynamic parameter
with the computed likelihood
as its value

Store dynamic
parameters, named after
the related category

SASSI Workshop 2015

11717



Real-time risk assessment
TRICK Service: dynamic likelihood

+ A v © Se @ Unselect &
[ # Name
1 EpStan application
F 2 EpStan data
m 3 EpStan service
4 EpStan server
Total

Type

SW
Info
Busi

HW

Value
(k€)

65
40

10

17

ALE
(k€)

47,6
13,9
24

98.1

. Definition of all EpStan-related assets

A\ \ V/iE

1trust

consulting

- Automatic real-time estimation of Annual Loss Expectancy (ALE)

ALE = impact - likelihood

SASSI Workshop 2015

12/17



Real-time risk assessment

. o Z itrust

TRICK Service: dynamic likelihood & consulting
. Impact Probability

Scenario Imp. (k€) Pro. (ly) ALE (k€) -

A_all - Complete loss, including backup i6 ids_malware*0.05+ 15,2 !O 2 k€ po 1/1 Ooy

ids_disk_failure_db i1 4 k€ p1 1/50y

i2 10k€ p2  1/30y

i3 16 k€ p3  1/16y

C3 - Accidental disclosure i7 p3 15 4 25 k€ p4 1/1 Oy
| | | ) i5 50k€ p5  1/5y
A_1-Partial loss ortemporary i4 ids_ddos*0.1 51 i6 100 k€ p6 1/3y
13 - Accidental manipulation i5 p4 5 17 200 k€ p7 1/2y
I8 400 k€ p8 1y
C1 - Partial theft coming from external i6 ids_login_bruteforce_db*0.1 44 19 800 k€ p9 2/y

i10 1600k€ p10 3ly

- Support for expressions in ‘likelihood’ field involving variables resulting
from log processing utility
- ALE is updated in real-time

SASSI Workshop 2015 13/17



Real-time risk assessment
TRICK Service: dynamic risk reduction

IR = Implementation Rate

Ref
125
1251

126
12.6.1

12.6.2

127
1271

Domain

Control of operational so

Installation of
software on
operational
systems

AP ids_patch_mgmt

Technical vulnerability magnagement

Managementof AP 50

technical
vulnerabilities

Restrictions on AP 50

software
installation

Information systems audif considerations

Information

cuntnmaes ~aasid

AP 70

Status‘ IR (%)
are

IW EW INV LT IM EM
(md) (md) (k€) (y) (md) (md

SASSI Workshop 2015

1trust

consulting

AN\\VB

- Implementation rate with
supportfor expressions

- Real-time update of
Implementation rate
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Real-time risk assessment

< itrust
TRICK Service: Cockpit 5 consulting
— % - Real-time  graph
S oo displaying ALE per
9 asset type
g . Logarithmic  time
2 scale to put focus
2 . f \ on recent past
j—'g NJ \ . Click on asset type
E “ opens up detailed
view (see next

o

100 10 1 01 001 0001 .
14w 10d 1d 2h 15m m S|Ide)
Lime 1N the past

=== |nformation (EpStan data) Software (EpStan Application)

=Service (EpStan Service) Hardware (EpStan Server)
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Real-time risk assessment

< itrust
TRICK Service: ALE evolution of «Information» assets % consulting
100 : 1.  Port scan (lDS)
* 2. Disk failure (S.M.AR.T)
B I S . Login bruteforce (IDS)
60 4. Disk replacement (S.M.A.R.T.) =

C3

B (o))
o o
L)

Annual Loss Expectancy [k€/y]

30 | —ct

20 .a-'...:. \ D L L R R A Total
| k \

10 \

o |\ \

14w 10d 1d 2h 15m 1m
$ é é Time in the past
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Conclusion and outlook .
1trust

consulting

AN\ VE

- Real added value: Having view on currentrisk situation & its impacts;
- Use logs of severalinformation security tools;
- Apply real-time risk assessmentto Industrial Control System environment;

- Define generic expressions for dynamic likelihood and risk reduction
computation;

- Add assetdependency functionality.

SASSI Workshop 2015 17117
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The attack navigator — Finding and defending against socio-technical attacks
Christian W. Probst, Tresspass

Abstract:
Industry must react to both existing and unknown attacks on software and intelectual property. These attacks involve
physical, virtual, and socio-technical components. Risk assessment is used to prioritize the use of defense resources. The

TRESPASS project has developed the concept of an attack navigator that uses system maps and attacker profiles to
identify attacks. The attack navigation on system maps is based on invalidation of organisational policies, resulting in
weighted attack trees to guide risk assessment and governance using typical attacker profiles.

Vita:

Christian W. Probst is an Associate Professor in the Department of Applied Mathematics and Computer Science at the
Technical University of Denmark, where he works in the section for Language-Based Technologies. Christian is technical
co-lead of the TREsPASS project. In his work he addresses safety and security properties of systems and organisations,
most notably insider threats. He is the creator of ExASyM, the extendable, analysable system model, which supports the

identification of insider threats in organisations.
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The Attack Navigator

Finding socio-technical attacks
and defending against them

Christian W Probst

SEVENTH FRAMEWORK
PROGRAMME

September 14, 2015
SASSI




The TRE.PASS Approach to
Risk Assessment

* Information security threats to organisations have changed
completely over the last decade

* New attacks cleverly exploit multiple organisational
vulnerabilities, involving physical security and human
behaviour.

» Defenders need to make rapid decisions regarding which
attacks to block, as both infrastructure and attacker
knowledge change rapidly.




The ¢ Process

wodel  INNE)  avaysi
‘ 2
Choose attacks to ldentlf:nzttacks
prevent
countermeasures




THREAT AGAINST
SYSTEM

SUM OF THREATS
AGAINST SUBYSTEMS




Software Systems

 Systems are not pure systems anymore

* Mixture of hardware, software, data, connections, human
operators

 And their interactions




A dumb goal
IS better than

the best tactics.

Gunter Netzer
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Ehancing model through serious play

Green = arturacts anda devices Bplue = data anda apptlcations Yellow = pusiness roles and actors
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Ask the TRE,PASS Attack Navigator!

computer
c

A1,card,pin: i
' i

(Ptransfer)
e(Pfirmware)

LAN
IPTV remote
REM
card, pin, ip: e




The Attack Navigator

Outside

Remote

Margaret
server

box

Dongle




The Attack Navigator

* Tool to support prediction, prioritisation, and prevention of
complex attack scenarios.

* Also an environment where all tools developed within the
project can be viewed, accessed and connected.

* Generates attacks that represent routes of attackers




Identified Attacks
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Analyse adversary profiles
and strategies

Example parameters
* Goals (utility function) w0
« Skill 0~y

600 <.
* Time 200+

* Initial knowledge/access 203 el y
100 ™ ! R 100 150
50

Investment on y 0 o Investment on z

Utility

200




Relevance for
Security Assessment

* Fortechnical systems, the models can be automatically
extracted

 The model can be applied to software systems

* Orthogonal to static analysis
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Conclusions
* We need new concepts to guide risk assessment.

 Attack navigator uses organisational maps and attacker
profiles
— To identify attacks involving several domains

* Identifies attacks to guide risk assessment and governance

 Serious play and novel visualisation techniques identifying
and refining models




Contact

www.trespass-project.eu
contact@trespass-project.eu
Contact us to join our public mailing list!

The research leading to these results has received funding from
the European Union Seventh Framework Programme | —
(FP7/2007-2013) under grant agreement n° 318003 (TREsPASS). o
This publication reflects only the author’s views and the Union
is not liable for any use that may be made of the information
contained herein.
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Threat modelling using attack trees
Jan Willemson, Cybernetica

Abstract:
The concept of hierarchical risk assessment has been around a few decades, but the corresponding methods for this kind
of approach are still very immature. In this talk we will take a particular look at attack trees and the challenges one has to

tackle when trying to build an attack tree based threat model. We will talk about the root node identification, choosing the
correct level of abstraction, quantitative risk assessment and the limitations of the attack tree methodology.

Vita:

Jan Willemson has been working on data security and cryptography since 1998 when he joined Cybernetica. He defended
his PhD thesis on digital time-stamping at Tartu University (Estonia) in 2002 and has since been active in a variety of
research areas including socio-technical risk analysis, secret-shared multi-party computations, security economics and
attack trees. He is an author of more than 40 research papers published in major international venues.
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Threat logic trees (Weiss 1991)

Obtain
Admin Privileges
OR
Access System Obtain Admin
Console Password
OR OR
Enter Computer Corrupt Guess Look Over
Center Admin Password Admin Shoulder
AND
Obtain Find Guessable

Password File Password

predict
prioritise
prevent
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Attack trees (Schneier 1999)

@ Hierarchical threat modelling paradigm
® Start from the root attack

® For every leaf node that is not yet simple
enough do:

@ Split it into simpler attacks, either one or all
of which are required to implement the
parent node

@ Call these OR and AND nodes, respectively
© Loop

15.09.2015 3 TRESPASS



Devil is in the details

@ How do you select the root node?
@ When do you break out of the loop?
® What is the correct splitting of the attacks?

prioritise

15.09.2015 4 TRESPPAtSS




Selecting the root node

@ Attack tree method takes the attacker's viewpoint

® Hence, the root node should reflect the attacker's target, not the
defender's assessment of his assets

@ You have to know what the attacker is after
@ Money? Assets to sell?

@ If so, you have to estimate, how much the assets are worth for
the attacker, not you

© Fame?
@ Satisfying his curiosity?
@ Causing damage or disruption?
@ Different attacker goals may give totally different attack trees

15.09.2015 5 TRESI;V.KSS CYBERNETICA



Breaking out of the loop

@ One should end the splitting process when it becomes possible
to estimate parameters of the attacks

® Cost

Probability of success
Probability of getting caught
Potential penalties
Technical skill required
Social skill required

Time required

© © G o0 o0 ©

predict
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Splitting the attacks

Forestalling
Release

AND

Obtain Develop Competing
Source Code Product
OR
Obtain Code by Obtain Code by
Physical Access Virtual Access
AND AND

Social Engineer
An Insider

Let The Insider
Let You In

Social Engineer
An Insider

Make The Insider
Get The Access

predict
prioritise
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Splitting the attacks

Forestalling
Release

AND

Social Engineer
An Insider

15.09.2015 8

Obtain Develop Competing
Source Code Product

AND

Make The Insider
Help You
OR
Let The Insider Make The Insider
Let You In Get The Access

predict
prioritise
prevent

TRESPASS




What to do with the attack tree?

@ When the elementary attacks are assigned parameter values,
guantitative questions can be asked and answered:

® What is the cheapest attack?
@ What is the attack requiring the smallest skill set?
@ What attack is the most profitable one for the attacker?

15.09.2015 9 TRESI;ZSS CYBERNETICA



Developing the attack tree —
Cathedral or Bazaar?

@ Cathedral approach _
® “The Bishop” is drawing the tree and others are giving feedback
@ “The Bishop” will decide which comments to implement

@ Bazaar approach
@ All the views are equal
®@ Comments are voted on, discussed until consensus, or alike

@ Both literature and experience seems to show that the Cathedral
approach works better

® Anyway, there is no canonical representation of the attack tree

IIIIIIII
rrrrr
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Developing the attack tree — TREsPASS
perspective

@ |deally, the end user does not need
to see the attack tree at all

© The user thinks in terms of his
environment

© Assets

©® Actors

@ Access policies
©® Processes

@ TREsSPASS aims to prove that
based on the environment
description, building and analysing
the attack tree can be done
automatically

predict
prioritise
prevent
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Challenges and conclusions

Attack trees tend to grow large

There is no canonical representation |
Parameter values are hard to estimate ¢ e 4
It is not clear which level of abstraction is a good one

Still, | believe attack trees exist in nature, so studying them is
iInevitable

@ Even if quantified risk assessment on top of attack trees proves
mission impossible, attack trees will still be a valuable aid to
visual reasoning about the risks

(O ™, Py, YO, ©

predict
prioritise

15092015 12 prevent
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Thank you!

© Questions?

® janwil@cyber.ee

© http://www.cyber.ee

@ http://trespass-project.eu

15.09.2015 13
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Tool-supported cyber-risk assessment
Bjornar Solhaug, SINTEF ICT

Abstract:

This tutorial gives an introduction to cyber-risk assessment and demonstrates how it can be conducted using the CORAS
risk assessment tool. The presentation includes an introduction to the essential elements that we need to understand in
order to assess cyber-risk in a methodic and adequate manner: What is a cyber-system, what is a cyber-threat, what is
cybersecurity, and what is cyber-risk?

Vita:

Bjernar Solhaug is a senior researcher at SINTEF ICT in Norway and holds a PhD in information science from the
University of Bergen. His research interests include risk analysis, threat odelling, information security, cybersecurity, trust
management and formal languages. He is has contributed to the development of the CORAS method and is one of the
authors of the book "Model-Driven Risk Analysis: The CORAS Approach" (Springer, 2011).
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Tool-Supported Cyber-Risk Assessment

Security Assessment for Systems, Services and Infrastructures
(SASSI'15)

Bjernar Solhaug (SINTEF ICT)
Berlin, September 15, 2015
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Me

 Bjernar Solhaug
 Bjornar.Solhaug@sintef.ng
» www.solhaugb.byethast11.com
» Research scientist at SINTEF ICT since 2010
* www.sintef.no
« MScin Logic, Language and Information, University of Oslo, 2004
« PhD in Information Science, University of Bergen, 2009
 (o-author of two books:
e (yber-Risk Management (Springer, 2015)
e Model-Driven Risk Analysis - The CORAS Approach (Springer, 2015)

SINTEF Technology for a better society 2
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Background to this Tutorial

 Atle Refsdal, Bjernar Solhaug and Ketil Stalen:
Cyber-Risk Management (Springer, 2015)

* Mass Soldal Lund, Bjernar Solhaug and Ketil
Stelen: Model-Driven Risk Analysis - The
CORAS Approach (Springer, 2011)

» (CORAS resources, including free tool download
and demo Vvideo: http://coras.sourceforge.net

SINTEF Technology for a better society 3



http://coras.sourceforge.net/
http://coras.sourceforge.net/
http://coras.sourceforge.net/

Relevant Standards

- 1S0 31000 - Risk management - Principles and Guidelines (2009)

« |SO/IEC 27000 - Information technology - Security technigues - Information
security management systems - Overview and vocabulary (2014)

« ISO/IEC 27001 - Information technology - Security technigues - Information
security management systems - Requirements (2013)

 IS0O/IEC 27005 - Information technology - Security technigues - Information
security risk management

« IS0O/IEC 27032 - Information technology - Security techniques - Guidelines for
cybersecurity

SINTEF Technology for a better society 4



Overview

* Risk assessment
 Background terminology
* Risk assessment process

 (yber-risk assessment
 (ybersecurity and cyber-risk terminology
 (yber-risk assessment process

* Example and demo

* Smart Grid example
» Demo of CORAS tool

SINTEF Technology for a better society 5



Risk Assessment
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What is Risk?

* Health « What do we want to protect?

«  Safety

«  Security « What do we want to achieve?

« Compliance (legal and requlatory)

* Environmental protection * What do we want to protect from?

 Product quality
« Reputation

* Defense

* Finance

SINTEF Technology for a better society 7



Definitions 1/2

* Arisk is the likelihood of an incident and its consequence for an asset
* Anincident is an event that harms or reduces the value of an asset
* Anasset is anything of value to a party

« Aparty is an organization, company, person, group or other body on whose behalf
a risk assessment is conducted

« Alikelihood is the chance of something to occur

« Aconsequence is the impact of an incident on an asset in terms of harm or
reduced asset value

* Risk level is the magnitude of a risk as derived from its likelihood and
conseqguence

SINTEF Technology for a better society 8



Definitions 2/2

» Avulnerability is a weakness, flaw or deficiency that can be exploited by a threat
to cause harm to an asset

- Athreat is an action or event that is caused by a threat source and that may lead
to an incident

» Athreat source is the potential cause of an incident
- Atreatment is an appropriate measure to reduce risk level

SINTEF Technology for a better society 9



Concept Overview

Party

Vulnerability

Threat

Treatment

Likelihood

Risk

Consequence

SINTEF Technology for a better society 10
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Risk Assessment Process
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Cyber-Risk Assessment

SINTEF Technology for a better society 12



Cyberspace and Cyber-Systems

« Cybersecurity concerns systems that make use of cyberspace

« Acyberspace is a collection of interconnected computerized networks, including
services, computer systems, embedded processors and controllers, as well s
information in storage or transit

 For most organizations and other stakeholders, cyberspace is far all practical
purposes synonymous with the Internet

« Thelnternetis a global cyberspace in the public domain
* Acyber-system is a system that makes use of a cyberspace

+ Acyber-system may include information infrastructures, as well as other entities that
are involved in the business processes and other behavior of the system

 (yber-systems are therefore part of the structure of most arganizations

SINTEF Technology for a better society 13



Cybersecurity

 (Cybersecurity is the protection of cyber-systems against cyber-threats

 (yber-threats are those that arise via a cyberspace, and are therefore a kind of threat
that any cyber-system is exposed to

« Acyber-threat is a threat that exploits a cyberspace
 Acyber-threat can be malicious

 For example DoS attack and malware injection attacks that are caused by
intention

 Acyber-threat can be non-malicious

« For example system crash due to programming error,
or some accidental loss of Internet connection

SINTEF Technology for a better society 14



Remark on Cybersecurity

« What defines cybersecurity is not what we seek to protect, but rather what we
seek to protect from

 (ybersecurity is not defined by the kinds of assets that are to be protected, but
rather by the kinds of threats to assets

« The assets of cancern depend on the organization and the cyber-system in question

- (ften, cybersecurity concerns the protection of information assets and information
infrastructure assets

» However, cybersecurity must not be confused with information security or critical
infrastructure protection

SINTEF Technology for a better society 15



Cybersecurity vs. Information Security

Information security is the preservation of confidentiality, integrity and
availability of data
* Information can come in any form: Electronic, material, knowledge, ...
Information in all formats need to be protected from threats of any kind
 Physical, human, technology related, natural causes, ...
Cybersecurity concerns the protection from threats that use cyberspace

« Various forms of information assets are relevant, but also others like information
infrastructures, compliance, revenue, ...

There is overlap between the two, but:
 (ybersecurity goes beyond information security
» Information security goes beyond cybersecurity

SINTEF Technology for a better society 16



Cybersecurity vs. Critical Infrastructure Protection

- (ritical infrastructure protection (CIP), or infrastructure security, is concerned
with the prevention of the disruption, disabling, destruction or malicious contral
of infrastructure

° Telecommunicatlon, transportation, finance, power SUDD[LJ, emergency services, ...
« Many critical infrastructures use cyberspace and are therefaore cyber-systems

 (ybersecurity often invalves CIP, but is not limited to CIP

(P may invalve cybersecurity, but only when the infrastructure is a cyber-system

* Thereis overlap between the two, but:

 (ybersecurity goes beyond CIP
» (IP goes beyond cybersecurity

SINTEF Technology for a better society 17



Cybersecurity vs. Information Security and CIP

SINTEF Technology for a better society 18



Cyber-Risk Assessment

« Acyber-risk is arisk that is
caused by a cyber-threat

» We distinguish between
» Malicious cyber-risk
« Non-malicious cyber-risk

Context establishment for cyber-risk

Y

Cyber-risk identification

a) Malicious cyber-risk
b) Non-malicious cyber-risk

Y

Cyber-risk analysis

Y

Cyber-risk evaluation

Y

Cyber-risk treatment

SINTEF Technology for a better society 19




|dentification of Malicious Cyber-Risk

« Malicious cyber-risks are caused by adversaries with intent

* We need to understand
- Who or what is the threat source (attacker)?
» What is the motive and intention?
« What resources are required?
 Which skills are required?
» Which vulnerabilities can be exploited?
« There are many helpful sources of information
 Logs, monitored datsg, security testing, ...
»  OWASP, CAPEC, CWE, annual security reports, standards, ...

SINTEF Technology for a better society 20



|dentification of Non-Malicious Cyber-Risk

* Narmally, there is no intent behind non-malicious risks

 Toavoid getting overwhelmed during the risk identification, we recommend to
start with the assets to identify incidents

« Aspect to take into account:

» How are assets stored and represented, and how are they related to the target?

* E.g, how is information stored and processed in the system and in cyberspace, which users
and applications have access to read and madify, how is the information transmitted,...?

 Use logs and monitored dats, investigate technical parts of the system, as well as
cultures, routines, awareness, etc. of the organization and personnel

e Take into account unintended external threats

» Userelevant sources such as IS0 27005 and NIST guide for conducting risk
assessments

SINTEF Technology for a better society 21



Example and Demo

SINTEF Technology for a better society 22



Advanced Metering Infrastructure (AMI) of 8 Smart Grid

SINTEF Technology for a better society 23



CORAS Risk Maodeling

* (CORAS is 8 model-driven approach to risk assessment based on SO 31000
« Method
« Language
« Tool
- The CORAS language is a graphical language for risk identification and modeling
« Formal syntax: The grammar is precisely defined and implemented in the tool
« Formal semantics: Mathematical interpretation that enable rigorous analysis

 Natural l[anguage semantics: Any diagram can be systematically translated to
paragraphs in English prose
 (Comes with a calculus with rules for calculation, reasaoning and consistency checking

SINTEF Technology for a better society 24



CORAS Diagram Elements

F <description>

Malicious Threat
threat source <description>

Party

% ‘ i Treatment

) Non-malicious Vulnerability
@ threat source A
Asset ) <RiskID>
<description> Risk
Non-human threat source Incident

SINTEF Technology for a better society 25



CORAS Diagrams

« The CORAS language supports all steps of the risk assessment process

« Different kinds of diagrams support different steps
 Asset diagrams for identifying and documenting assets during context establishment
- Threat diagrams for risk identification and risk analysis
 Risk diagrams for risk evaluation
* Treatment diagrams for treatment identification
 Treatment overview diagrams for documenting treatments

SINTEF Technology for a better society 26



AMI Example: Party and Assets

* The party for the analysis is the distribution system operator
* Assets:

* Integrity of meter data

* The integrity of meter data should be protected all the way from Power meter to
Distribution system operator

* Availability of meter data

* Meter data from Metering node should be available for Distribution system
operator at all times

* Provisioning of power to electricity customers

 Power should only be switched off or choked as a result of legitimate control
signals from Central system

SINTEF Technology for a better society 27



CORAS Asset Diagram

SINTEF Technology for a better society 28



CORAS Threat Diagram

SINTEF Technology for a better society 29



Likelihood Scale

Likelihood Description Frequency interval
Seldom Less than 1 time per 10 years 0,0.1>:1y

Unlikely 1-10 times per 10 years 0.1, 1y

Possible 2-12 times per year 1,131y

Likely 13-60 times per year 13, 60>:1y

Certain Maore than 60 times per year 60, 00>: 1y

SINTEF Technology for a better society 30



CORAS Threat Diagram

SINTEF Technology for a better society 31



Live Demo

SINTEF Technology for a better society 32



Thank Youl!

www.rgsenproject.eu
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RACOMAT - Risk-based Security testing for networked systems
Johannes Viehmann, FraunhoferFOKUS

Abstract:

The iterative RACOMAT process combines risk assessment and automated security testing in both ways: Test-Based
Risk Assessment (TBRA), which tries to improve risk assessment with the results of security tests and Risk-Based
Security Testing (RBST), which tries to optimize security testing with results of risk assessment. The RACOMAT tool
implements the entre RACOMAT process. It supports risk analysts and testers in each step without having trouble with
different tools, offering a seamless continuous workflow with a high level of automation.
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Risk Assessment and Security Testing Johannes Viehmann 2015

of Large Scale Networked Systems with RACOMAT
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Overview

Risk Assessment and Security Testing
of Large Scale Networked Systems with RACOMAT

Table of Content

* Introduction
* Stateof the Art
* Problems and Challenges

* |Initial Risk Assessment and Refining the Risk Picture
* Automated Risk-Based Security Testing
* Test-Based Risk Assessment

High Level Composition

Conclusion and Future Work
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Introduction — Risk Assessment and Security Testing

Definition
* Risk assessment is a part of risk management and
means to identify, analyze and evaluate risks

* Security testingis one possibility to analyze risks

Why Risk Management is required

* Inthe real world, perfect security often cannot be
achieved

— There are residual risks for any complex ICT-
System

* Risk assessment and risk treatment can help to
create trust by:

— Communicating residual risks

— Help to implement safeguards and
treatments for to high risks in order to reduce
the risks

\
\
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Introduction— the Case Study

The RASEN Research Project @{ AISIEIN] compositional Risk
c ctwith 7 part DDU | Assessment and Security
* European project wi partners Testing of Networked Systems =~ ——=
in four countries . D D L TV PROGRAMME

PROGRAMME

®* Three industrial case studies

The Software AG Case Study

* Software under analysis is called eh Ueer
Command Central Interface
— Part of webMethods
tool suite by Software AG

Command

Central Server
Command
Line Interface

— Uses SAG Common Platform
and OSGi framework

— Intended to manage Software AG product
installations throughout their lifecycles

Platform
Management

Integration Server

Broker Server

Installation #1

Installation #2

My webMethods
Server

Installation #3

\
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State of the Art — Risk Assessment and Security Testing

There are lots of methods, libraries and tools for

* Risk Assessment
Standard: ISO 31000
FMEA/FMECA, FTA, ETA, CORAS ...

— Catalogues of common risk artifacts
CWE, CAPEC (Mitre), BSI IT-Grundschutz

* Testing and security testing
Standard: ISO 29119
— Automated testing, fuzz testing ...

There is less literature and support for the combination of
Risk Assessment and Security testing

* Test-Based Risk Assessment (TBRA)

* Risk-Based Security Testing (RBST)

* Combination of TBRA and RBST

(Electric generator EGIN

X: EG1 fails to—%%%

1009

Overheat
produce power
X —p|100% load>| | Xwhile vy
—“| 15KW heat[100% | [P(XNY1)]
50% load—> X1: X occurs first,
8 KW heat '1'065/0> no Y1 [P(X1)] G | Transforme
---------------- )L Up to 20 KW  (-1-5 No power |
4 i | D | input
§ —
(Electric generator EGZ\ _‘Ng :
X: EG2 fails tG /N firrreeesseeessseeeesseeees
Overheat
produce power
=2 100% load—>| Y while X1
18 KW heat | 100% [P(YNX1)]
50% load—> Y7: Y occurs first,
9KW heat [1oom| no X7 [P(Y1)]
---------------- )L Up to 20 KW |-{----emmemmemmmmmenoenceeens
4

( Storage battery ]

All power%

G ' Transforme!

5 Not L __») used up Def|C|.ent |
recharged |100% [0.23] power input | 100
................... > ) -

\
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Problems and Challenges

Risk assessment might be difficult and expensive
— Hard for large scale systems
— Is highly dependent on the skillsand
estimates of analysts
- We have to find ways to make risk assessment
more objective
» e.g. with security testing

Security testing might be difficult and expensive, too

— Testing for unwanted behavior — there is no
specification what to expect

— Even highly insecure system can produce lots
of correct test verdicts if the “wrong” test
cases have been created and executed

— Manual testing is error prone and infeasible
for large scale systems

- Automate security testing using risk assessment?

\
\
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Problems and Challenges — Combined Risk Assessment and Testing Process

// )

1. Identification

What should be tested?

2. Prioritization

. Spend how much effort for which tests?

y
3. Generation
_ Which test cases should be created? )
4. Execution
L How to stimulate and observe? Where to stimulate and observe?

5. Feedback

What do the test results mean for the overall risk picture?

-

)

\
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Problems and Challenges — Iterative Risk Assessment Process

Final risk evaluation,
start risk treatment

Start with security

Security risk assessment

TBRA Identify and assess
threats and risks,
/ model incidents

Run and evaluate Map test patterns to
tests as a part of the the most uncertain
incident simulation estimated parts

\ Generate test code

and test data

risk assessment

Test execution and
incident simulation
uonRd3|3s pue
uonesyipuapl 3sa|

Test preparation RBST

\
\

~ Fraunhofer
FOKUS

Z



Problems and Challenges — Iterative Risk Assessment Process

Start with security Final risk evaluation,
risk assessment Security risk assessment start risk treatment

Fact based Risk based
risk assessment method management

uonejnwis
104 Suij|9poN

uonesyuIP!
apod |ea11)
uoII9|as pue
uoIeIYIUAP] 153

analysis

Simulation execution
Test execution

Static analysis
preparation

Test preparation

Simulation preparation

\
\
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Problems and Challenges — The Case Study

Software AG wishes:

* Get a realistic picture of the overall risks associated
with Command Central and the other Software AG
products

— Command Central is used in many different
contexts for managing various systems

— There should not be an expensive complete
risks assessment required for each scenario

* Manual analysis methods are generally regarded to
be not feasible

— Software AG products are complex
— Thereisonly a limited budget

» As much automation and reusability as possible!

|
~ Fraunhofer
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Initial Risk Assessment

Manual high level analysis

o
* Establish the context
* |dentify risks
— Joint workshop of the Command Central product development team ﬁf‘
and security experts 6
— Product under investigation and potential vulnerabilities modelled in o o
ARIS tool Gm
— Used the existing Mitre CWE database
P
* Results: D
— Long lists of weaknesses for about 30 components Josmnt |
Not analyzed if the weaknesses actually exist —
Not investigated how likely it is that the existing ones would actually o
be exploited or what the consequences might be wt&wg

\
\
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Refining the Initial Risk Picture

The initial risk identification contains not enough information to enable automated testing:

* Requiresa low level risk assessment

— Connection between risk analysis artefacts and system components
Where to stimulate?
Where to observe?

> Create a model that has both system information and risk information
> Lots of manual work to create such a model?

We decided to develop a tool for this step and the entire combined TBRA and RBST process in
order to keep the manual effort as low as possible:

* The RACOMAT tool ,
— Stand alone application W . _d@x RAC O M AT

— Also Visual Studio
plug-in Risk Assessment COMbined

with Automated Testing

|4
~Z Fraunhofer
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Refining the Initial Risk Picture with RACOMAT

Generate system models with low level risk information

* Automated static analysis of components

— Generate models for testable interfaces

HTML pages, source code, compiled libraries or
programs...

— Threat interfaces with input and output ports

Suggests typically related risk artefacts (e.qg.
vulnerabilities) for the identified interfaces

Man

* For Command Central static analysis fails
— Web interface has lots of scripts — hard to parse

— The user interfaces are generated dynamically
based on the session state

in
the
middle
attack

- > 00> X

» Dynamical interface analysis required

— Observe network traffic while the system is used
and generate thread interface models

— Semi automated Backend

\
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Refining the Initial Risk Picture with RACOMAT

What RACOMAT dynamic analysis does
1st page: login

* Analyzes data exchange
— Authentication
— Cookies
— Parameters (Url, multipart, JSON, SOAP ...)

UserID, Password

I
L

Cookie A

a

* Generates state dependent threat interface models

— Input/output ports
Type information, Values
— Suggests lists of typically related weaknesses for
each port
From CWE database and type information
From initial risk assessment

T ——

24 page: select

Issue number

I
»

Cookie B

a

* Models relations between threat interfaces

— How to get to a certain state
e.g. authenticate, set cookie

= = = == ——

3rd page: modify

=

Z
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Automated Risk-Based Security Testing

RACOMAT - Microsoft Visual Studio X LJ | Quick Launch

EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ARCHITECTURE  ANALYZE
Y- OB -2 W |9 - - # RebuildSolution b Stat - ) - b [Debug ~|[Any

CCAPEC-92.cs* & X

[¢#] TestPatternAndTestMetrics ~ || #3 NTestPatternAndTestMetrics. CCAPEC_92 ~|® S_Exec

using System.Reflection;
using System.Text;

Basic ideas

Security testing means attacking the SUT

» Attack patterns describe exactly, how such an attack
could be made

» CWE weaknesses contain links to typically related
CAPEC attack patterns |

» Add CAPEC attack patterns to the system and risk
model |

* Problem: Attack patterns are designed for human
beings
— Implementing them requires a lot of manual work

» Introduce reusable Security Test Patterns
» Machine interpretable, executable

> Attached to CAPEC attack patterns for minimal
instantiation effort

using System.Threading.Tasks;

-Inamespace NTestPatternAndTestMetrics

/ <summary>

/ Test pattern to test for Forced Integer Overflow

/ This attack forces an integer variable to go out of range. The integer var
summar

pubhc class CCAPEC_92

{

GenerateTestCases|

I#region ExecuteTests

{Summary
// This method is applicable for projects with source code that can be bu
// Note that currently the first method with the given name for which <pa
</sum Ta":;‘
tMethodName”>The name of the method that should be test
I.ﬂCC T /peN aw' The namespace and the type n

<param name="1i

{param nam

Alhays create the new CPrOJec
>For a non static met
>These are the parameters for the fu
1nteger overflou was detected. False, if correct b
on">If there was an unexpected result.

gnostlcs D:Lu*a: Hi dd:n] //Prevent breaking as soon as exceptic

cFuncti
tem.Except

public static bool S_ExecuteTest( string i_tMethodName, string i_tNamespac
{
try
{
List<Tuple<string, string>> olListStringStringBuildOptions = new Li
oListStringStringBuildOptions.Add( new Tuple<string, string>("Chec
b_oProjectBuilderAndLoader.BuildIfRequiredAndInvoke( i_tMethodName

catch ( Exception oExceptionChecked )

if ( !( oExceptionChecked is OverflowE
throw;

xception ) && !( oExceptionC

~ Fraunhofer
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Automated Risk-Based Security Testing with RACOMAT

* RACOMAT uses the combined system and risk model
to instantiate test patterns

— Attack patterns indicate which test patterns
should be used

Priority of tests can be calculated based on \é~

likelihood and consequence values

— Vulnerabilities indicate where to stimulate the
SUT

— Unwanted Incidents can be introduced in order
to determine what should be observed to get
some verdict

» Complete automation often achievable

* Problem: There are only a few test pattern available

— Implementing generic reusable test pattern is
challenging

— Currently not really saving manual effort

» Vision: create an open security test pattern
library

RACOMAT - Risk Assessment COMbined w

O
- ke
Q90

| Select + Move

3

Delete

2

| Draw Relation ||

Flo|d

Paste Undo Red/

N

Cut Copy

Start basic risk graph @ | |Incident simulation & Http Interface @ Testing @ +

I Web Interface

l 0OSGI_CCE_COMMON_MEMORY |
Abstract

Submit

R What might hap)
Input What might happen

Commar

NERV

Weah Sar

PUT http://1

|
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Test-Based Risk Assessment

There are basically two types of test based updates to
the risk model

Start with security Final risk evaluation,
risk assessment Security risk assessment start risk treatment

* Introduce new unwanted incidents and )
vulnerabilities discovered while testing
TBRA Identify and assess

threats and risks,

. . model incidents
* Update likelihood values based on test results \
> U Se Secu rl ty testl n g metrl CS Run and evaluate Map test patterns to

tests as a part of the the most uncertain
incident simulation estimated parts

\ Generate test code /

and test data

Test execution and

incident simulation
uoi3I3|as pue

uoneIyIUAP! 353

» RACOMAT supports both in a semi-automated
fashion

— Problem: How to deal with test results that did
not find any unwanted incidents?

Test preparation

— Problem: There are only a few good security T
testing metrics available at the moment

Z Fraunhofer
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Example for an efficiency metric: i

Test-Based Risk Assessment with Testing Metrics

50.000 $

|dea: Try to figure out P indicating how likely it is that
an attacker will apply the tested attack pattern
successfully
— In future simulations, that likelihood Pwill be
used instead of testing the component again

Attacker

Input:
— R: testing results: number of times unwanted
incident was triggered

— T: how much budget was spend for testing

— A:estimated budget of deliberate human threats
for such an attack

A metric could define a function to calculate a

probability value like that the attack will occur, e.g.:

- p=(1

1
— (ﬁ)A*(1+R)/T)

Testing with
2.000$
R 2000 | 4000 | 10000 | 20000
0,82 0,58 0,29 0,16
0,97 0,82 0,50 0,29
0,99 0,92 0,65 0,41

\
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High Level Composition

Refining the risk picture and testing produce detailed risk
models

* Required to get more objective picture, but too much
information

* For risk management, typically more high level results
are wanted

* The same components and systems may be used in
different scenarios and contexts

» Aggregate risk analysis results

» RACOMAT uses simulations to calculate high level
risk values

» Model the different contexts

> Use CVE vulnerabilities database for common
software components

Y

Do compositional risk assessment
> Requires manual modelling?

~ Fraunhofer
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High Level Composition with Tags

For large scale systems, graphical modelling might become
unintuitive

* Analysts will probably get lost simply because the models get
to complex

ldea: Model isolation and scope with tags

* [solation tags with categories and values to model involved
entities

— Component, Product

— Configuration

— Physical system, Logical system, Network segment

— Database, Database server

— Operating system, Programming language, Framework
— Third party API / library

* Scope tags indicate which entities are eventually affected by
incidents/ faults

|
\
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High Level Composition with Tags

RACOMAT - Risk Assessment COMbined with Automated Testing

= OR'N O / . g B () 9 L,
; v Flo e 338+ @
(% L
Kt @ N - \? 9 L\ 2
File )| Select + Move | Draw Relation || Delete . Cut | Copy ) Paste . Undo | Redo )| Assistants ||| Libraries ||| Simulate, Test | Show D ||| View, Tags ||| Help |-
................... Rskgrapn 110 |
| Staeolder Product catalog service '
Logical system
Main server
L3 )
Equals Add Instance
mmmi et | Input Output
unknown unknown
Deliberate threat|| | {139 ﬂ Tag /
i: o e NS R
o sl Injection \ ] o Tag -
| Ctbctive et | i erylce \ Customer data service
— Specisl ElementdH \ unavailablef+
g / Usability Logical system
1000/€ v [Main server
|_ Vulnarability | Affects entire ...
Equals Add Instance
A Logical system
- Input Output
|restscenario || | G [] Physical system
( 1 unknown unknown
[] Database server
CWE
_tncide ) [] Network segment i 521 omsemrorg anute Tag * ’4, Tag
Payment service I —y Forcing ~5 >
[E3] Wesk Password Leaks data Data privacy
| Treatment Logical system e 7 1000000 /€ ¥
( aymentTransactionServer
E@m Equals Add Instance
Gate
- Input Output
E7 unknown -ﬁ unknown
| Threat interface | A
! ﬂ Argument Tag /3 Tag
Y\ Injection {1/ T~ R
Improper Payment data Core business
Neutralization of manipulation
Expression/ [+ 100000€ ¥
=
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High Level Composition with Tags

RACOMAT -

Risk Assessment COMbined with Automated Testing

| Accident threat

| Deliberate threat|

| Objective threat

| Vulnarability |

A

| Threat scenario

Incident

%, |° ] ' | 9 =
) 4 ~ [’ "'y
| Z | B| v L|F|9 € R 8 0
|| Select + Move | Draw Relation Delete Cut Copy ). Paste 1 Undo ). Redo i ) lbraries ||| Simulate, Test || Show ||| View. Tags || Help d s
Risk graph 1/&@ +
l Product catalog service l
Logical system
ain server
Equals Add Instance
Input Output
unknown unknown
Improper i =
Neutralization of Serylce \ Customer data service
Special ElementdTH| unavailable(|
/ Usability Logical system
— 1000 € ~ Main server
Execute unautorized Equals Add Instance
code
m—— — /i et
unknown unknown
+
¥ s
\‘ /
l Payment service l >
- Insufficient isolation Leaks data Data privacy
Logical system F 1000000/€ v
PaymentTransactionServer CWE
521
Equals Add Instance
—>
Input OUtpUt Weak Password
Requirements
unknown unknown
CWE
P Argument
Y Injection T~
L&
Neomproee Payment data Core business
eutralization of manipulation
Expression/ |4+ 100000 € v
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Case Study Workflow

Final results are exported from

the RACOMAT tool in two
formats:

* ARIS exchange format (JSON)

at the same level of detail
which the initial risk
assessment provided

* XHTML format at different
level of details
— Risk graphs
— Test results

— Dashboards
(basically intended to
support management
decisions)

ARIS Tool

Initial assessment
based on experts

Start with security
risk assessment

incident simulation

—

RACOMAT

Tool ARIS Tool

Refined ARIS
risk model

RACOMAT
Web View

Detailed assessment
based on literature,
security testing and
incident simulation

4 Different views at all
levels of detail

\
\ o .
~ Final risk evaluation,
o l start risk treatment
N\
\

Identify and assess

threats and risks,
model incidents \

Map test patterns to
tests as a part of the the most uncertain
incident simulation estimated parts

Run and evaluate

uod9as pue
uoneyuap! IsaL

\ Generate test code |,

and test data

\
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Conclusion and Future Work

ObservatiOﬂS Global RACOM server

@4———+ﬂ<— ----------- »D <{e>
% ) Qo
1

* Combinedrisk and system models are a good
base for automated security testing

— Creating such models does not require

RACOMAT user C Web browser user D

mUCh maﬂua| Work / Local RACOM server A \ / Local RACOM server B \
- Automatlon hlghly depends on good } . ..
reusable existing artefacts -

— Problem: No adequate databases of test
pattern and testing metrics available

-1
|
|
|
|
!
|

v

* Future work h @
— Complete the Software AG case study @ %Q) <

within the next five months

ﬁ+_________

RACOMAT Web browser RACOMAT Web browser
— Development of RACOM server - -
. . . Bt 4 <@> <@»
Sharing test patterns, testing metrics /N =~ —
Sharing reusable threat interfaces for entire
components or programs \ Intranet company A / \ Intranet company B /

\
\
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Questions, Remarks?

Thanks a lot for the attention!

Johannes Viehmann 2015
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Contact

Fraunhofer Institute for Open System Quality Center SQC
Communication Systems FOKUS

http://s.fhg.de/sqc

Kaiserin-Augusta-Allee 31
10589 Berlin, Germany
Dr. Tom Ritter

Head of competence center SQC

www.fokus.fraunhofer.de tom.ritter@fokus.fraunhofer.de

Johannes Viehmann Friedrich Schon

Researcher Head of competence center SQC

johannes.viehmann@fokus.fraunhofer.de friedrich.schoen@fokus.fraunhofer.de
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Risk Management in the Development Process
Armin Lunkeit, OpenLimit

Abstract:
With Industry 4.0 and Internet of Things embedded systems continue to gain importance. Hardware costs decline and the
need for new intelligent devices increases. Pressure to innovate and high speed of development dominate in engineering.

New systems provide complex functions such as secure communication via non-secure networks. The presented report
outlines an approach for the management of existing development risks for products provided with IT security functionality

within tight time and budget targets.

Vita:

Armin Lunkeit was born in 1978 and is a German national. As Chief Technology Officer, he has been a member of the
board of management of the OpenLimit Group since December 2007. He studied microsystems technology at the
Technical College of Technology and Economics in Berlin, from where he graduated in 2002 as a chartered engineer. Mr.
Lunkeit entered the field of software development in 2000. After concluding his studies, he worked as a developer for
Kithara GmbH. Mr. Lunkeit worked at OpenLimit SignCubes GmbH in product development from June 2003 until he took
over his present position.

\

Z Fraunhofer SASSY
FOKUS tatnin



Risk Management in the Development Process
A Progress Report

Armin Lunkeit
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1 Introduction
2 Smart Meter Gateway - basic facts

3 Real Life Example
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Introduction

Industry 4.0 and loT gain importance of Embedded Systems
m Hardware Costs decline

m Pressure to innovate and high speed of development dominate
u

Part of the Game: Smart Meters and Smart Meter Gateways with distinct
communication over (insecure) networks

Cpe
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Introduction

Term Definition

Risk The likelihood of an unwanted incident and its con-
sequence for a specific asset. (see CORAS)

Risk Management  Coordinated activities to direct and control an orga-
nisation with regard to risks. (see CORAS)

Ope
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Introduction

Examples of Development Risks

People Risks - availability, skill level, experience
Size Risks - handling of large teams, increased complexity in large products

Process Risks - well defined development process

Technology / Tool Risks - new or complex technology increases the risk,
availability of reliable tool chains (development environmen, CASE tools)

m Organisational Risks - financial stability, organisational threats, change in
company focus

m Estimation Risks / Planning Risks - resource estimates and product development
time

m Customer Risks - changes to the customer requirements

Cper
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Smart Meter Gateway - Overview

records energy consumption data

transmits energy consumption data to meter operators

utilizes a trusted communication channel with the administrator
part of the critcial infrastructure

needs to be security evaluated (Common Criteria, ISO 15408) on evaluation
assurance level 4+

6.000.000 SMGW installations expected until end of 2020

IGpe
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Smart Meter Gateway - Functional Requirements

Storage of meter data and application of tariffing profiles
Remote administration channel

Support of different meter types

user interface for displaying consumption data

multi-client capability

Support of cryptographic algorithms

Ope
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Smart Meter Gateway - Security Requirements

m Secure Storage of private key material = HSM chip

m Pre-Personalization during production
m Final Personalization during installation

m Secure communication channels = TLS and symmetric cryptographic protocols

m TLS to communication partners in WAN, HAN and LMN
m AES secured crypto in LMN (wireless communications)

m Passive tampering and modification detection

m Tampering and modification of hard- and software needs to be detected (or be
detectable)

m Functional correctness pertaining Technical Guideline TR 03109

m Manufacturer must demonstrate complete support of required functionality

Ope
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Smart Meter Gateway - Cost assumption

Cost-Benefit Analysis was published by Ernst & Young in 2013
(Kosten-Nutzen-Analyse fiir einen flichendeckenden Einsatz intelligenter Zshler), on
behalf of Federal Ministry for Economic Affairs and Energy

cost factor value amortisation period
Ferraris meter 25 EUR 16 years
Intelligent meter 80 EUR 13 years
BSI conformant meter 55 EUR 13 years
SMGW with HSM,

without communication module 80 EUR 13 years
SMGW with HSM

comm. module and meter 175 EUR 13 years
Installation costs per meter 30 - 100 EUR 13 years
Installation costs per Gateway 20 - 90 EUR 13 years
Installation costs per meter / gw. in comb. | 40 - 110 EUR 13 years

Cper
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Smart Meter Gateway - Development Risks

What kind of risks arise?
In general most of the risks listed on slide 5
m cost limits: (organisational risks, estimation risks, customer risks)
= unfinished specification (organisational risks, estimation risks, people risks)

m unfinished security requirements (organisational risks, estimation risks, people
risks, tool risks, technology risks)

Development was based on unstable external foundations. How to handle this
situation?

Ope
Limit




Chosen strategy

m Functional and security requirements define the lower bound of a possible
development budget

m During analysis, the security requirements were focussed due to their strong
influence on development time and budget
m Setup a team of experienced sw-engineers and:

m perform use-case analysis

m technology studies

m set up management framework (requirement lists, define sw-development process)
m get an idea of the required tool chain

Following slides show some aspects of the security analysis.

Cp
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Metrics Definition

Tabelle: Defined Metrics

Metric Explanation

Fulfilment of the security  Consideration of whether or not a suggested measure / a

requirements formulated combination of several measures addresses a given IT security
target

Development and produc-  Costs for the implementation of a suggested measure. Import-

tion costs ant indicator for staying within the planned development and

production budget.
Knowledge and knowledge  Consideration of whether or not the existing engineering

management knowledge required for implementation of the identified IT
security measure is available.
Availability Availability of ready partial solutions, use of OTS (off-the-

shelf) components

Ope
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Requirements Analysis and System Design

subject

questions

Environmentand Assumptions

B communication interfaces?
® communication protocols?

m Are there any trusted external
entities?

m Public or secure environment?

Security Targets

Should data be stored or exchanged and
what are the relevant security requirements?

Adversary Model

® What might an attacker be capable
of?

m Which interfaces of the system need
to be considered in terms of defining
the security requirements?

Security Requirements

m Based on assumptions lope
Limit




Threat Modeling

set up a model of all interfaces and communication flows

model closed gaps in the unfinished specification (Techncial Guideline)
Identification of threats, risks and potential weaknesses

application of S.T.R.I.D.E classification and D.R.E.A.D risk rating

STRIDE threat categories: The categories are:

m Spoofing of user identity [
m Tampering
m Repudiation

= Information disclosure (privacy
breach or data leak)

m Denial of service (D.o.S)

m Elevation of privilege

Damage - how bad would an attack
be?

Reproducibility - how easy is it to
reproduce the attack?

Exploitability - how much work is it
to launch the attack?

Affected users - how many people
will be impacted?

Discoverability - how easy is it to
discover the threat?

Ope
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Security Concept

Model Type Content
Static Security Model Covers all aspects of relevance independent from the
data flow.

m List of Threats and Assets
m Physical Security

m Firmware Security (Reverse Engineering
Protection, Encryption)

m Disk Encryption
m Used Cryptographic Mechanisms
m Key Material

Dynamic Security Model | Covers all aspects of dynamic system behavior.
m List of Threats and Assets

® communication matrix

m resource separation

= availability

m cryptographic algorithms Gpen

m network interfaces, updates, administration



Results and Next Steps

— m Hardware based on OTS
components

1)
3
)

K25
=

A e
)

m Open Source Operating System
(Linux)

m All security features implemented

= Ongoing security evaluation

m Participant in field tests

Ope
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Lessons learned

m The focus on the security requirements has identified the top development efforts.

m Threat modeling helps in understanding the data flows (because a threat model
requires data flows and helps identifying unclear or inconsistent specifications).

m Technology studies before starting an implementation reduces peoples risks
(increases knowledge) and technology risks

Ope
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Armin Lunkeit
armin.lunkeit(at)openlimit.com
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Fast & Furious - A media style of software development
Axel Allerkamp, Axel Springer SE

Abstract:

Building software for a media corporation is different. This talk depicts specifics of the media environment and highlights
its role as critical infrastructure. Current attacks on media corporations are discussed and resulting challenges for the
software development process are highlighted.

Axel Allerkamp holds a diploma in electrical engineering. He has more than 15 years' experience in information-
/cybersecurity. He took responsibility for information security in the armed forces and worked as project leader at
Fraunhofer SIT. Currently, he is heading the department Crisis Management, Awareness & Security Evaluation (C.A.S.E.)

at Axel Springer SE.
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Fast & Furious

A media style of software development



-

Axel Springer SE

| Publisher

The Leading Digita
Nninin-com

45%
Print



Critical Infrastruktur ?!

@



Hack@Media

TV5 Monde «



Software development

Fast & Furious




Vielen Dank fur lhre Aufmerksamkeit!

Haben Sie noch Fragen?




Axel Allerkamp
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Selecting and deploying risk assessment methods for the development life cycle
Jorn Eichler, Fraunhofer AISEC

Abstract:

Risk assessment is increasingly considered a foundational starting point to develop secure software. Different approaches
and methods have been proposed until today. Naturally, not every approach suits a given development organization or
project. This talk pinpoints the need for risk assessment in the secure software development lifecycle, depicts properties
of several risk assessment approaches, and provides insights on selection and deployment of a matching approach into
the development process.

Jorn Eichler served several years as developer, analyst, and project manager within international software development
and enterprise application integration projects. Focusing on software security he joined the Security Test Lab of
Fraunhofer SIT 2008. Since 2013 he is heading the department for Secure Software Engineering at Fraunhofer AISEC.
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Selecting and Deploying Risk Assessment
Methods for the Development Lifecycle

SASSI-Workshop Berlin
2015-09-16, Dr. Jorn Eichler

I . o I
1 ‘o Risk Identification System Threat Vulnerability 1
| _r>U" Characterization Identification Identification 11
| C 11
: i Risk Estimation Control Analysis Likelihood Impact Analysis o
| é y Determination P y : :
|

Risk Evaluation Risk |
Determination |
|
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Comparing approaches

Tailoring approaches
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Motivation: The Case for Risk Assessment

Risk Assessment > Risk Assessment ‘
Requirements - Security > Security >
Requirements Requirements
) Control Selectior>
De5|g n Assessment of
‘ Security Concept

Coding

Guidelines
Definition of
Test Goals ry

ssessment of
Test Cases

Assessment of
Vulnerabilities
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Risk Assessment: Essentials

Risk Analysis

Risk Identification

Risk Estimation

System
Characterization

Threat
Identification

Vulnerability
Identification

Control AnaIysis>

Likelihood
Determination

)

Impact Analysis >

Risk
Determination

J. Eichler: Selecting and deploying RA methods

© Fraunhofer 2015

\

~ Fraunhofer

AISEC



Evaluating Methods for Risk Assessment
(Koster et al. 2009)

Aspect

Criteria

Example: Microsoft

Audience

Abstraction
level

Collaboration
support

Evaluation
target

Models and
techniques

Validation and
plausibility

Developer and architects
“Real world” environments

Different level of abstraction

Role model
Asynchronous execution
Knowledge sharing

Quantification not required
Ongoing assessments

Specified data structure and notation
Intended vs. current level of security
Reuse of existing model information

Verification of results
Explication of assumptions
Metrics for assurance level
Tool support with audit trail

Addresses practitioners, rich
application experience

Multiple levels of data flow
diagrams (DFDs)

Supports templates but provides
no defined roles and no
knowledge base

Focus on concrete scenarios,
estimation very weakly supported

DFD and templates provided but
intended/current level is not
clearly distinguished

Tool provided and assumptions are
explicated but verification,
assurance level, and audit trail not
really

\
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Exemplary Evaluation of Multiple Methods
(Koster et al. 2009)

Aspect CORAS OCTAVE Trike EBIOS Microsoft
Audience ® o O O o
Abstraction level ® O o @) ®
Collaboration support () e O () (o)
Evaluation target ® ® e O O
Models and techniques ® O o ® ®
Validation and plausibility @ O () ® ®
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Analyzing and Decomposing Methods

Applying a Method Engineering Framework

® A method

is a repeatable procedure

that specifies the steps

involved in solving a specific problem
B Method Engineering

Selection and assembly of method
fragments to provide adequate
methods

Situational method engineering
“encompasses all aspects of creating a
development method for a specific
situation” (Brinkkemper 1996)

Process

Method fragement dimensions

Perspective

fragement

Product

fragement

Conceptional

Abstraction

_I: level
Technical level

| | Compositional

aspect

Model

1

Diagram
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Exemplary Method Analysis: SDL/A Threat Modeling

Fragment Short name

Dimensions

Method chunks

F1.1
F1.2
F1.3
F1.4
F1.5
WP1.1
WP1.2
WP1.3
T1.1

Diagram creation

Threat identification

Selection of mitigations
Identification of update needs
Model validation

DFDs

Threats

Mitigations

Threat modeling tool

pro/conc/dia

pro/ conc/ mod
pro / conc/ mod
pro / conc/ mod
pro / conc/ mod
prd / conc/ dia

prd / conc/ mod
prd / conc/ mod
prd / tech / mod

C1.1

C1.2

C1.3

C1.4

C1.5

C1.1,C1.2,C1.3,C1.4,C1.5
C1.2,C1.3,C1.4,C1.5
C1.3,C1.4,C1.5

(C1.1), (C1.2), (C1.3), (C1.4), (C1.5)
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Method Comparison Based on Decomposition

SDL/A AVS Threat Modeling
Threat Modeling Threat Modeling Express
Non-Monolicithy 1S C 18 @17
Segmentation of (o) o O
product fragments
Additional artifacts o o o
Policies / guidelines o ® O
Scrum modifications: ® O O/® O/0
activities / work products
Estimations Q Q O
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Method Tailoring Based on Decomposition

A.1 Identify and
mitigate threats

A.1.1 Model the system
A.1.2 Identify threats
A.1.3 Rating

A.1.4 Mitigate threats

A.2 Check model on
update necessities

A.3 Update user story
with security content

Chunk Short name

Process fragment Work products

Related chunks

C.1 Model system A.1.1 WP.1 C1.1
C.2 Identify threats A.1.2 WP.1, WP.2 C1.2
C.3 Mitigate threats A1.4 WP.1, WP.2, WP.3 (C1.3
C4 Check update necessities A.2 WP.1, WP.2 C1.4,C2.2
C5 Update user story A.3 WP.1, WP.2, WP.3, C2.1
WP.4

C.6 Rating A.1.3 WP.1 C2.4

-
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Summary

Risk assessment is a cornerstone for secure software
Many activities depend on up-to-date risk assessments
B Therefore, choose your risk assessment method wisely
Understand differences between existing approaches
Investigate your internal requirements
® COTS methods do not always fit your needs
Tailoring increases acceptance and benefit

Systematic approaches for analysis and tailoring
provide means for streamlined adoption
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Contact

Fraunhofer Institute for
Applied and Integrated Security (AISEC)

Parkring 4, 85748 Garching near Munich
Alexanderstr. 9, 10178 Berlin (Berlin Office)

Dr. Jorn Eichler
Head of Department , Secure Software Engineering”

Tel.: +49 89 32299 86-152
Fax: +49 89 32299 86-299

joern.eichler@aisec.fraunhofer.de
http://www.aisec.fraunhofer.de/
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Automated detection and prevention of Security Vulnerabilities in Multi-Party Web Applications
Luca Compagna, SAP SE

Abstract:

Security testing and validation is a key research area at SAP, aiming to enhance SAP products and processes with cost-
effective techniques for automated detection and prevention of security vulnerabilities. In this talk we will first introduce an
overview of the main topics in this area (e.g., dynamic analysis fighting injections via E2E taint tracking, open-source
vulnerability assessment, automated security checks for best practices) and we will then dig into a few of them to provide
more concreteness. In particular, we will target the multi-party web applications domain and present a few techniques---
ranging from design-time security protocol analysis to black-box dynamic testing---that we devised to support developers
and security experts at SAP over the software development lifecycle of these applications. We will demo these
techniques and discuss their pro & cons with special focus on the costand potential exploitation at SAP.

Vita:

Dr. Luca Compagna joined SAP in 2006. He is Research Expert at SAP Product Security Research, where he is
contributing to the SAP research strategy and responsible for various internally- and externally-funded research projects.
He received his MSc in Informatics Engineering from the University of Genova and his Ph.D. in Computer Science jointly
from the University of Genova and Edinburgh. His area of interests include cyber-security, security engineering,
automated reasoning, security testing, and their application to industrial relevant scenarios. He contributed to various
projects on information security and he has published various scientific publications in his area of interest.
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Automated detection and prevention of Security

Vulnerabilities in Multi-Party Web Applications

SASSI Workshop, Sept, 2015
Luca Compagna, Product Security Research, SAP SE




Product Security Research in a Nutshell...

PEOPLE

LOCATIONS
KARLSRUHE
+7 PhDs
SKILLS LLLLL
—  PRIVACY AS DIFFERENTIATOR
PROJECTS
CRYPTOGRAPHY

4 INTERNAL
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SAP S2DL process and our research

Business value / Cost

Automation/ Accuracy
/ Usability / ...

Open Source Vu|nerabi|ity Assessment | e S

Eradicate web app. Injections

runtime E2E tainting ''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' S N - - - - - - - -~ -~ - - - - - ----------
Multi-party web app. security logic flaws =~ --------------------------- ——
Security checks within Hana Web IDE ~ -----------r-mmmmmmmmmmmmm oo oo - - - == == == === == === ======oooooo-ososososoooooooooe-
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Open Source Security Assessment

Applications increasingly depend on (complex) open-
source software (OSS)

What if a new vulnerability in a bundled OSS is
disclosed, e.g., Heartbleed?

Shall immediately create and ship a patch for
customers or can wait until next regular app update?

Likelihood that a vulnerable OSS component is
exploitable in my application?

1. vulnerable release of OSS comp. bundled with app

2. vulnerable code potentially reachable (static analysis)
3. vulnerable code actually reached (during app tests)

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Outline

Multi-Party Web Applications (MPWAS)

Security Threat Identification and Testing: model-driven

Black-Box Security Testing: vulnerability-driven (two slides)

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Multi-Party Web Applications (MPWASs)

Many modern web applications relies on TTPs to
deliver services to their Users

e.g., 27% of Alexa top 1000 uses Facebook SSO

Based on:

protocols (interoperability)

bilateral trust relationships
facebook

TTPs are assumed to be trustworthy

But neither SP nor C are assumed so [ J]i(ﬁ

E.g., a compromised SP should not impact another one

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



lllustrative example

Foo is an online shop that relies on



lllustrative example

Foo is an online shop that relies on

... LinkedlIn for social SSO
Linkedin's Javascript APl-based SSO
OAuth2-based



lllustrative example

Foo is an online shop that relies on

.. LinkedIn for social SSO
Linkedin's Javascript APl-based SSO
OAuth2-based

.. Stripe for payment checkout

proprietary protocol
integrated in >17K web-sites



Challenges and Motivations

Several vulnerabilities reported in literature

Mainly implementation issues, but also design ones

Challenges include:
highly configurable protocols, interpretation of the specifications
internal requirements, total cost for development (TCD)

lack of (security) testing, but also

lack of tool support for developers

[1] Account hijacking by leaking authorization code. http://www.oauthsecurity.com/.
[21] Armando, A., Carbone, R., Compagna, L., Cuellar, J., Pellegrino, G., and Sorniotti, A. From multiple credentials to browser-based single sign-on: Are we more secure? IFIP 2011.
[22] Armando, A., Carbone, R., Compagna, L., Cuellar, J., and Tobarra, L. Formal Analysis of SAML 2.0 Web Browser Single Sign-On: Breaking the SAML-based Single Sign-On for Google Apps. FMSE 2008
[24] Bai, G, Lei, J., Meng, G., Venkatraman, S. S., Saxena, P., Sun, J., Liu, Y., and Dong, J. S. Authscan: Automatic extraction of web authentication protocols from implementations. NDSS 2013
[30] Pellegrino, G., and Balzarotti, D. Toward black-box detection of logic flaws in web applications. NDSS 2014
[33] Sun, F., Xu, L., and Su, Z. Detecting logic vulnerabilities in e-commerce applications. NDSS 2014
[34] Wang, R., Chen, S., and Wang, X. Signing me onto your accounts through facebook and google: A traffic-guided security study of commercially deployed single-sign-on web services. S&P 2012
[36] Wang, R., Zhou, Y., Chen, S., Qadeer, S., Evans, D., and Gurevich, Y. Explicating SDKs: Uncovering assumptions underlying secure authentication and authorization. USENIX 2013

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Our (applied) research directions

How can we best detect MPWAs vulnerabilities during the software development lifecycle?

which techniques?

are they expressive/accurate enough?
can they be automated?

what is the cost-benefit ratio?

tool support for our developers?

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Outline

Multi-Party Web Applications (MPWAS)

Security Threat Identification and Testing: model-driven

Black-Box Security Testing: vulnerability-driven (two slides)

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Our approach: historical view — Episode 1

[ Specifications }

Formal models capture the MPWA
U one model for each WHAT-IF combination

Model checking to detect vulnerabilities (if any)

s ]] O build-in Dolev-Yao intruder
g [ Formal models U set rewriting underneath

O LTL expressiveness for goals

[ Abstract threats ]] O abstract communication channels as LTL constraints
O exhaustive exploration of the search space
C— Input
C— OQutput

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



E.g., Developing and deploying SAML SSO

Goal:
resource shall be confidential

Goal:
SP shall authenticate C

WHAT-IF:
IdP require signed
SAML requests?

WHAT-IF:
SP field is not within the
Assertion?

WHAT-IF:
SP does not store/check ID

SAML2 comes with many other profiles, protocols, optional attributes, etc...

© 2015 SAP SE or an SAP affiliate company. All rights reserved.
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E.g., Developing and deploying SAML SSO

SAP NetWeaver Next Generation SSO

Local Prowid

Chperationa

[ Service
O ldentity F
(& |ddentity F

4 Back |[Ne

Local Prowider

I» Step 1
General Settings

General Settings

Provider Mame:

Signature/Encryption

HKeystare “iew:

Signing Keypair:
Signing Kevypair Details:

Encryption Keypair:
Erncyption Keypair Details:

Artifact Profile

Supported Bindings:
Artifact “alidity Period (Seconc

Authentication Policy {(SOAI

Metadata

Legacy Support

Miscellaneous

Clock Skew Tolerance (Seconi

|4 Back |[Mext w|[ cancel || F

© 2015 SAP SE or an SAP affiliate co

Local Prowvider

I —Step 1)
Seneral Sed
ldentity Prowids

Assertion YValic
Az=ertion walidity
A=z=zertion “alicity

Avuthentication
Supported Conte:
Default Context=
Default Context=

Session Manag

U=zer Session Tir

Icdentity Prowids
COC Max Age (S
(e CDC DomaEin |
O CDC Domain

550 Profile
Supported Bindin

SLO Profile
Supported Bindin
Idertity Prowvider -

[4 Back || Mext »

Trusted SP Wizard

Trusted Providers

Cettificate Detail=:

S50 Profile

(L3 Step 1 Step 2 Step 3
Initial Data Signature Encryption
Signature
Certificate:

Step 4
Endpoint=

Step 5
Idertity Federation

-]

Fequire AuthnREequest signed: |.ﬂ-.lwa':.-'3

Zign Assertions:

Sign AuthnResponse:

SLO Profile

Sign:

FRequire Signature:
Artifact Profile
Sign:

Require Signsture:

[=]
| Alwvary s [=]
| Always [~]
AT [ =]
| Alwvary s [=]
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E.g., Developing and deploying SAML SSO

Formal specifications

& Java - 201504_STIATE_SAMLSS0/20150114_ss0_00_ch12_Scenario_Laslan+ + - Eclipse Platform

T = 2
File Edit MNavigate Search Project Run Window Help
M-l AR |20 @8 s H-0-G- HG-® v~ 0 -~ o~ | Quick Access Ej‘xgﬂesuur:e%&-Debug
5 B 20150114 s50_00_chi2 Scenario Laslan++ £ =& S= Qutline % =8 |,
i} | entity IdP(Actor: C: 1t, Ch_C2IdP: channel, Ch_IdP2C: channel) { - specification SequenceDiagram_1_0_chl2 @
symbols channel_model ACM
fs SP: 4 entity Envirenment &
L ID: id; > types %
| ResourceURL: uri_element; symbols =2
body a goals =
auth_SP_authn_C_on_ResourceURL | =~
C -Ch_C2IdP-» Actor : httpRequest(get,uri_host_gs(host_agent(Actor),httpBinding(authnRequest(?SP,Actor,?ID),relaystate(?ResourcelRL))),nil_req_header,nil_hbedy); 4 entity Session &
| userlogin; symbols £
Actor -Ch_IdP2C-> C : httpResponse(code_20@,nil_res_header,postRedirectForm{uri_acs(SP),postBinding(m2saml_message(sign(inv(pk(Actor)),authResponse(SP,Actor,C,ID))),relays entity 5P k=
¥ entity IdP z«»
3 entity C -
o
| entity C(Actor: vt, Ch_C2SP: channel, Ch_SP2C: channel, Ch_C2IdP: channel, Ch_IdP2C: channel, ResourceURL: uri_element) { °
symbols
sp_2:
IdP_2: =
I 2: id;
ResourceURL_2: uri_element;
SP_4: ag

1d4P_4
Cc_4:

10 4: id;
ResourceURL_4: uri_element;
| Data: data;
body
{
Actor -Ch_C25P-> SP : httpRequest(get,resource_uri(SP_authn_C_on_ResourceURL: (ResourcelRL)),nil_req_header,nil_hbody);
SP -Ch_SP2C-» Actor : httpResponse(code_30x,location(uri_host_gs(host_agent(IdP),httpBinding(authnRequest(?SP_2,?IdP_2,?ID_2),relaystate(?ResourcelRL_2)))),nil_hbody);
Actor -Ch_C2IdP-> IdP : httpRequest(get,uri_host_gs(host_agent(IdP),httpBinding({authnRequest(SP_2,IdP_2,1D_2),relaystate(ResourceURL_2))),nil_req_header,nil_hbody);
IdP -Ch_IdP2C-» Actor : httpResponse(code_20@,nil_res_header,postRedirectForm{uri_acs(SP),postBinding(m2saml_message(sign(inv(pk(IdP)),authResponse(?SP_4,?IdP_4,2C_4,?ID 4
Actor -Ch_C2SP-> SP : httpRequest(post,uri_acs(SP),nil_req_header,postBinding(m2saml_message(sign(inv(pk(IdP)),authResponse(SP_4,IdP_4,C_4,ID 4))),relaystate(ResourceURL_4
SP -Ch_SP2C-» Actor : httpResponse(code_20@,nil_res_header,resource(?Data));
¥
¥
body
{
unilateral_conf_auth(Ch_C2SP,Ch_SP2C,SP);
bilateral conf_auth(Ch_C2IdP,Ch_IdP2C,C,IdP);
new SP(SP, C, Ch_C2SP, Ch_SP2C, ResourceURL, IdP);
new IdP(IdP, C, Ch_C2IdP, Ch_IdP2C);
new C(C, SP, IdP, Ch_(C25P, Ch_SP2(, Ch_C2IdP, Ch_IdP2(, ResourcelRL);
i E
goals
SP_authn_C_on_ResourcelRL: (_) C SP;
¥
body
{
new Session(ch_sp2c_sl, ch_c2sp_sl, ch_idp2c_sl1, ch_c2idp_sl, ¢, sp, idp, resourceurl);
new Session(ch_i2c_s2, ch_c2i_s2, ch_idp2c_s2, ch_c2idp_s2, c, i, idp, resourceurll);
¥

Public




E.g., Developing and deploying SAML SSO

Formal specifications

& Java - 201504_STIATE_SAMLSS0/20150114_sso_o0_ch12_Scenario_Laslan++ - Eclipse Platform O— i —
File Edit Navigste Search Project Run Window Help DE [:ILIHIHE EE E
Mrlge AR SF| e rlEs s S0 G- B ® g - s ] s N . .
= specification SequenceDiagram_1_0_chl2
= | B 720150114 s50_c0_chi2 Scenario Laslan++ £ - ==
) | entity IdP(Actor: C: agent, Ch_C2IdP: channel, Ch_IdP2C: channel) { chanﬂel_mudel ACM
fe symbols
@ 5P agent; 4 entity Environment
et ID: id;
| ResourceURL: uri_element;
body types
{
C -Ch_C2IdP-> Actor : httpRequest(get,uri_host_gs(host_agent(Actor),httpBinding(authnRequest(?SP,Actor,?ID),relaystate(?ResourcelRL))),nil _req_header,nil_hbody); g S}rMbuls
| userlogin;
Actor -Ch_IdP2C-»> C : httpResponse(code_208@,nil_res_header,postRedirectForm(uri_acs(SP),postBinding(m2saml_message(sign(inv{pk(Actor)),authResponse(SP,Actor,C,ID) ] QDE|5
¥
p auth_5P_authn_C_on_ResocurcelURL
| entity C(Actor: nt, IdP: vt, Ch_C2SP: channel, Ch_SP2C: channel, Ch_C2IdP: channel, Ch_IdP2C: channel, ResourceURL: uri_element) { F] Entit}r SES_SiDn
symbols
SP_2:
. syrmbuols
IdP 2: = ¥
ID 2: id; .
ResourceURL_2: uri_element; Entlt}r SFI
entity IcdP
_4: 1d; entity C
ResourceURL_4: uri_element;
| Data: data;
body
{
Actor -Ch_C25P-> SP : httpRequest(get,resource_uri(SP_authn_C_on_ResourceURL: (ResourcelRL)),nil_req_header,nil_hbody);
SP -Ch_SP2C-» Actor : httpResponse(code_30x,location(uri_host_gs(host_agent(IdP),httpBinding(authnRequest(?SP_2,?1dP_2,?ID_2),relaystate(?ResourcelURL_2)))),nil_hbbuyrs
Actor -Ch_C2IdP-> IdP : httpRequest(get,uri_host_gs(host_agent(IdP),httpBinding({authnRequest(SP_2,IdP_2,1D_2),relaystate(ResourceURL_2))),nil_req_header,nil_hbody);
IdP -Ch_IdP2C-» Actor : httpResponse(code_20@,nil_res_header,postRedirectForm{uri_acs(SP),postBinding(m2saml_message(sign(inv(pk(IdP)),authResponse(?SP_4,?IdP_4,2C_4,?ID 4
Actor -Ch_C2SP-> SP : httpRequest(post,uri_acs(SP),nil_req_header,postBinding(m2saml_message(sign(inv(pk(IdP)),authResponse(SP_4,IdP_4,C_4,ID 4))),relaystate(ResourceURL_4
SP -Ch_SP2C-» Actor : httpResponse(code_20@,nil_res_header,resource(?Data));
¥
¥
body
{
unilateral_conf_auth(Ch_C2SP,Ch_SP2C,SP);
bilateral conf_auth(Ch_C2IdP,Ch_IdP2C,C,IdP);
new SP(SP, C, Ch_C2SP, Ch_SP2C, ResourceURL, IdP);
new IdP(IdP, C, Ch_C2IdP, Ch_IdP2C);
new C(C, SP, IdP, Ch C25P, Ch SP2C, Ch C2IdP, Ch IdP2C, ResourceURL);
¥ E
goals
SP_authn_C_on_ResourcelRL: (_) C SP;
¥
body
{
new Session(ch_sp2c_sl, ch_c2sp_sl, ch_idp2c_sl1, ch_c2idp_sl, ¢, sp, idp, resourceurl);
new Session(ch_i2c_s2, ch_c2i_s2, ch_idp2c_s2, ch_c2idp_s2, c, i, idp, resourceurll);
¥
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E.g., Developing and deploying SAML SSO

Formal specifications

Entity C(Actor: agent, SP: agent, IdP: agent, Ch _C2SP: channel, Ch_SP2C: channel, Ch C2IdP: channel, Ch _IdP2C: channel, ResourceURL: uri_element) {
symbols
5P 2: agent;
IdP 2: agent;
ID 2: id;
ResourcelURL_2: uri_element;
5P _4: agent;
IdP 4: agent;
C 4: agent;
ID_4: id;
ResourcelURL _4: uri element;
Data: data;
body
{
Actor -Ch_(C25P-: SP : httpRequest(get,resource uri(SP_authn C on_ResourceURL: (ResourceURL)),nil req header,nil hbody);
5P -Ch_SP2C-> Actor : httpResponse(code 38x,location(uri_host_gs(host_agent(IdP),httpBinding(authnRequest(?SP _2,?IdP 2,?ID 2),relaystate(?Resou
Actor -Ch_(C2IdP-» IdP : httpRequest(get,uri host _gs(host_agent(IdP),httpBinding(authnRequest (5P _2,IdP 2,ID 2),relaystate(ResourcelRL_2))),nil ry
IdP -Ch_IdP2C-: Actor : httpResponse(code_280,nil res_header,postRedirectForm(uri_acs(5P),postBinding(m2saml_message(sign(inv(pk(IdP)),authResp{
Actor -Ch_C25P-: SP : httpRequest(post,uri_acs(5P),nil req header,postBinding(m2saml_message(sign{inv{pk(IdP)),authResponse(SP 4,IdP 4,C 4,1ID 4
5P -Ch_SP2C-:» Actor : httpResponse(code 288,nil res_header,resource(?Data));

new C(C, SP, IdP, Ch_C25P, Ch_SP2C, Ch_C21dP, Ch_TdP2C, ResourceURL);

goals
SP_authn_C_on_ResourcelRL: (_) C SP;

¥

body
{
new Session(ch_sp2c_sl, ch_c2sp s1, ch_idp2c_sl, ch c2idp_sl, ¢, sp, idp, resourceurl);
new Session(ch_i2c_s2, ch_c2i s2, ch_idp2c_s2, ch_c2idp_s2, ¢, i, idp, resourceurll);
¥
¥
«
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E.g., Developing and deploying SAML SSO

Formal specifications

& Java - 201504_STIATE_SAMLSS0/20150114_ss0_00_ch12_Scenario_Laslan+ + - Eclipse Platform

o @] =

File Edit Navigste Search Project Run Window Help

Frlge ARBER | 2220 @8N Nis-0- Q-G @y~ -~ o~ -] Quick Access
'5 (2 *20150114_sso_o0_chl2_Scenario_l.aslan++ 3 =&
) | entity IdP(Actor: agent, C: agent, Ch_C2IdP: channel, Ch_IdP2C: channel) { =
symbols
jl:; SP: agent;
¥ ID: id;
| ResourceURL: uri_element;
body

C -Ch_C2IdP-> Actor : httpRequest(get,uri_host_gs(host_agent(Actor),httpBinding(authnRequest(?SP,Actor,?ID),relaystate(?ResourcelRL))),nil _req_header,nil_hbody);
userlogin;
Actor -Ch_IdP2C-» C : httpResponse(code_20@,nil_res_header,postRedirectForm(uri_acs(SP),postBinding(m2saml_message(sign(inv{pk(Actor)),authResponse(SP,Actor,C,ID))),relays

¥
¥
| entity C(Actor: agent, SP: agent, IdP: agent, Ch_C2SP: channel, Ch_SP2C: channel, Ch_C2IdP: channel, Ch_IdP2C: channel, ResourceURL: uri_element) {
symbols

ID 2: id;
ResourceURL_2: uri_element;
SP_4: agent;

120 4 .

| B | [P Resource (& Java | %5 Debug

< Outline 52 = B8

=
specification SequenceDiagram_1_0_chl2 -
channel_model ACM .
4 entity Environment &
.+ types ¥
symbols =]
a goals =
auth_SP_authn_C_on ResourcsURL | =

4 entity Session
symbols 2]
entity SP k=3
entity IdP b3
entity C -
%

entity SP(Actor: agent, C: agent, Ch_C25P: channel, Ch _SP2C: channel, ResourcelURL: uri element, IdP: agent) {

symbol s
ID: id,
Data: dataﬂ
body

1

C -Ch_C25P-> Actor : httpRequest(get,resource_uri(ResourceURL),nil req_header,nil_hbody);

ID := fresh();

Actor -Ch_SP2C-> C : httpResponse(code 38x,location(uri_host_gs(host_agent(IdP),httpBinding(authnRequest(Actor,IdP,ID),relaystate(ResourcelRL))
C -Ch_C25P-> Actor : httpRequest(post,uri acs(Actor),nil req header,postBinding(m2saml_message(sign{inv(pk(IdP)),authResponse(Actor,IdP,C,ID)))

Data := fresh();
Actor -Ch_SP2C-> C : httpResponse(code 208,nil res header,resource(Data));
5P _authn_C_on_ResourceURL: (ResourceURL) := ResourcelRL;

Public




E.g., Developing and deploying SAML SSO

Formal specifications

entity Session(Ch _SP2C: channel, Ch_C25P: channel, Ch_IdP2C: channel, Ch_C2IdP: channel, C: agent, SP: agent, IdP: agent, ResourceURL: uri_element) {

%[--1
body

{
unilateral conf_auth(Ch_C25P,Ch SP2C,5P);

bilateral_conf_auth(Ch_C2IdP,Ch_IdP2C,C,IdP);

new SP(SP, C, Ch_C25P, Ch_5P2C, ResourceURL, IdP);

new IdP(IdP, C, Ch_C2IdP, Ch_IdP2();

new C(C, SP, IdP, Ch_C2SP, Ch_SP2C, Ch_C2IdP, Ch_IdP2C, ResourceURL);

¥

goals
5P _authn_C_on_ResourcelURL:(_) C SP;

body

new Session(ch_sp2c_s1, ch c2sp s1, ch_idp2c_s1, ch _c2idp sl1, ¢, sp, idp, resourceurl);
new Session(ch i2c s2, ch c2i s2, ch_idp2c_s2, ch c2idp s2, ¢, i, idp, resourceurll);

DITETEral_ConT _SUTA{CT CZIar, T IarZC, T, TaF )]
new SP(SP, C, Ch_C2SP, Ch_SP2C, ResourceURL, IdP);

new IdP(IdP, C, Ch_C2IdP, Ch_IdP2C);

new C(C, SP, IdP, Ch C25P, Ch SP2C, Ch C2IdP, Ch IdP2C, ResourceURL);

¥

goals
SP_authn_C_on_ResourcelRL: (_) C SP;
¥

body
{
new Session(ch_sp2c_sl, ch_c2sp s1, ch_idp2c_sl, ch c2idp_sl, ¢, sp, idp, resourceurl);
new Session(ch_i2c_s2, ch_c2i s2, ch_idp2c_s2, ch_c2idp_s2, ¢, i, idp, resourceurll);
¥
¥
«

Public
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E.g., Developing and deploying SAML SSO

Abstract threat

H 20150114 ss0_ol_chl2_scenario_1.of &2

INPUT 20150114 sso_ol chl2_scenario_l.aslan
SUMMARY ATTACK_FOUND
GOAL: auth_SP_authn_C_on_ResourceURL(resourceurl,sp,c,n(IID_3))

DETAILS
STRONGLY_TYPED_MODEL
BOUNDED_NUMBER_OF_SESSIONS
BOUNDED_SEARCH_DEPTH
BOUNDED_MESSAGE_DEPTH

BACKEND SATMC VERSION 3.5.7 beta_(November_2014)

COMMENTS
SATMC does not allow the intruder to generate fresh terms.
As a consequence attacks based on such an ability are not
reported. To partially overcome this, please extend the
initial intruder knowledge with suitable constants.

When the channel model ACM is used, the step compression

optimization cannot be applied. SATMC is going to be run
with --sc=false.

STATISTICS TIME 258589 ms

m

=

5 Outline 2

initial state

p_002_Environment__line_]
step_003_Session__line_128
public_resource_uri{resourcel
public_httpRequest(get, resou
fake

inv_httpRequest_1(get, resour
inv_httpRequest_2(get, resour
inv_httpRequest_3(get, resour
inv_resource_uri_l(resourceur
inv_httpRequest_4(get, resour
step_001_ACM
public_resource_uri(resourcer
public_httpRequest{get, resou
fake
step_003_Session_line_128
step 004 5P line 75
overhear
step_007_C_line 117
public_relaystate(resourceurll
inv_httpResponse 1(code_30x
inv_httpResponse 2(code_30x
inv_httpResponse 3(code_30x
inv_location_1{uri_host_gs(ho
inv_uri_host_gs_1({host_agent)

m

upperBoundReached false boolean inv_uri_host_gs_2(host_agent)
graphlLeveledOff no boolean inv_host_agent_1(idp)
satSolver minisat solver inv_httpBinding_1(authnReqy
maxStepshumber 58 steps inv_httpBinding_2(authnReqy
stepshumber 18 steps inv_authnRequest_3(sp, idp, r
atomshumber 37653 atoms inv_authnRequest_1(sp, idp, r
clauseshumber 369257 clauses inv_authnRequest_2(sp, idp, r
encodingTime 35.536 seconds public_authnRequest(i, idp, n
solvingTime 8.e47 seconds inv_relaystate_1({resourceurl)
if2sateCompilationTime 8.188 seconds public_host_agent(idp)
public_httpBinding(authnReq
TRACE: public_uri_host_gs(host_agen
5] public_location(uri_host_gs(h
CLAUSES:{ } public_httpResponse(code_30
RULES: step_©02_Environment_ line_141(root,®,n(IID_1),n(IID_2),dummy_uri_elemen fake
1 inv_httpResponse 1(code_30x
CLAUSES:{ } inv_httpResponse_2(code_30x
RULES: step_@83_Session_ line_128(c,ch_c2idp_sl,ch_c2sp_sl,ch_idp2c_sl1,ch_sp2c_ inv_httpResponse_3(code 30x
2 inv_lecation_1{uri_host_gs(ha

CLAUSES:{ public_httpRequest(get,resource_uri(resourceurl),nil req_header,nil hk inv_uri_host_gs_1{host_agent|

RULES: fake(c,sp,httpRequest(get,resource_uri(resourceurl),nil_req_header,nil_h

Lo B o s B e B B B B e e B Bl B B B e e i e B B L B o R o L o B

inv_uri_host_gs_2(host_agent|
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E.g., Developing and deploying SAML SSO

Abstract threat

H 20150114 _sso_ol_chl2_scenanc_l.of 23

— 2 ifc)

— 6 j—"_

— 8 httpResp(code_30x location{uri_host_gs(host_agent{idp), httpB

httpReq(get, resource_urifresourceurl),”_req_header,”_hbods

— 16 httpReq(post,uri_acs(sp),*_req_header, postBind{mdsaml_message({a

]

httpResp(code_30x location{uri_hest_gsthost_agent(idp), httpBind(authnReq(sp,idp,nlID_1]), relaystate(rescurceurl)))),*_hbody)

ind{authnReq(,idp,n(ID_1}), relaystate(resourceurll])]),*_h

httpReq(get,uri_host_gsihost_ag

httpReq(post,uri_acs(i),*_req_header, postBind{m2saml_message({authResp(*,idp,c.n{ID_1))}_inv(pk(idp))), relaystate(resourceurll)))

© 2015 SAP SE or an SAP affiliate company. All rights reserved.

body])

ent(idp),httpBind (authnReq(i,idp, nD_1}), relaystate(resourceurll])),*_req_

uthResp(*,idp,c,n{(D_1))}_inv{pk(idp)]), relaystate(resourceurl]])

httpResp(code_200,*_res_header, postRedirectForm(uri_acs(i),postBind{m2saml|_message({authResp(*,idp,c,n{ID_17)}_invipk

=

5= Qutline 532

initial state

. step_002_Envireonment__line_141

. step_003_Session__line_128

. public_resource_uri{rescurceurl)

. public_httpRequest(get, rescurce_uri{resou
fake

. inv_httpRequest_1(get, resource_uri{resour
. inv_httpRequest_2(get, resource_uri{resour
. inv_httpRequest_3(get, resource_uri{resour
inv_rescurce_uri_lirescurceurl)

. inv_httpRequest_d(get, resource_uri{resour
. step_001_ACHM

. public_resource_uri{rescurceurl)

. public_httpRequest(get, rescurce_uri{resou
fake

. step_003_Session__line_128

. step_004_SP__line_75

. overhear

.step_007_C_ line 117

. public_relaystate(resourceurll)

. inv_httpResponse_1{code_30x, location(uri,
. inv_httpResponse_2{code_30x, location(uri_
. inv_httpResponse_3{code_30x, location(uri_
. inv_location_1{uri_host_gs{host_agent(idp)
«inv_uri_host_gs_1(host_agent{idp), httpBin
«inv_uri_host_gs_2(host_agent{idp), httpBin
. inv_host_agent_1(idp)

. inv_httpBinding_l{authnRequest(sp,idp,n(l
. inv_httpBinding_2({authnRequest(sp,idp,n(l
. inv_authnRequest_3(sp, idp, n{ID_1])

. inv_authnRequest_1(sp, idp, n{ID_1])

. inv_authnRequest_2(sp, idp, nD_1])

. public_authnRequest(, idp, n{ID_1]}

. inv_relaystate_1 (resourceurl)

Public




E.g., Developing and deploying SAML SSO

outcomes from Episode 1

Authentication flaw in SAML-based SSO for Google Apps ! A ANTSSAR

Authentication flaw in SAML2 SSO security and SAML errata corrige %!

Internal consultancy at SAP:

SAP NetWeaver Next Generation Single Sign-On

[1] A. Armando, R. Carbone, L. Compagna, J. Cuéllar, M. L. Tobarra. Formal analysis of SAML 2.0 web browser single sign-
on: breaking the SAML-based single sign-on for google apps. FMSE 2008.

[2] A. Armando, R. Carbone, L. Compagna, J. Cuéllar, G. Pellegrino, A. Sorniotti. An authentication flaw in browser-based
Single Sign-On protocols: Impact and remediations. Computers & Security journal

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public




E.g., Developing and deploying SAML SSO

outlook of internal consultancy at SAP

Results

+ identified safe/unsafe configurations

« NW NGSSO well designed and developed

« efficient modus-operandi with valuable exchanges: business units <« researchers

Details
« small deviations from the standard (e.g., InResponseTo): no issues identified
 flaw detected in the standard for the SAML Authentication protocol used in SP-initiated?

« cookies strongly mitigate this issue

 sanitization of ReplayState is extremely important

« standard asks for integrity of RelayState, but no all vendors do that

* e.g., Google, simpleSAMLphp, ... did not and suffered thus of a serious XSS

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Industrial exploitation?

Formal model / formal analyser R e — =

RS C A R g SRS CR R 5| By Resource [E7Tava) %5 Debug

1 "20150114 s50_00_ch12 Scenario_laslan=+ 0

= = 22 Outine 3 -0 [y
el _ ity IdP(Actor: agent, C t, Ch_C2IdP: channel, Ch_IdP2C: channel) { - specification SequenceDiagram 1.0_chl2 a
E SP: agent; 4 entity Environment
L] ngm g = 10: id; types v
| | ResourceURL: uri_element; symbols 2
N DI 1l
{ auth_SP_suthn_C_on_ResourceURL
C -Ch_C21dP-> Actor : httpRequest(get,uri_host_gs(host_agent(Actor),httpBinding(authnRequest(2SP,Actor, 2ID), relaystate(2ResourceURL))) ,nil_req_header,nil_hbody); 4 entity Session 5
| userlogin; symbols
Actor -Ch_IdP2C-> C : httpResponse(code_208,nil_res_header,postRedirectForm(uri_acs(SP),postBinding(m2saml_message(sign(inv(pk(Actor)),authResponse(SP,Actor,C,1D))), relays entity SP 35
} -
. } entity C -
:
C MancC

10_4: id;

ResourcelRL_4: uri_element;
| Data: data;

fy

" - Actor -Ch_C2SP-> SP : httpRequest(get,resource_uri(SP_authn_C_on_ResourceURL: (ResourceURL)),nil_req_header,nil_hbody);
n u S rl a a n S Ca pe a n re q u I re m e n S o ot T reteaen e s no.s(ron g1
Idp

_qs(host_agent (IdP) , httpBinding(authnRequest(?SP_2, 2IdP_2,210_2), relaystate(2ResourceURL_2)))),nil_hbody);
Actor ~Ch_C21dP. httpRequest(get, uri_host_qs(host_agent(IdP),httpBinding(authnRequest(SP_2,TdP_2,T0_2), relaystate(ResourceURL_2))),nil_req_header,nil_hbody);

IdP -Ch_TdP2C-> Actor : httpResponse(code_200,nil_res_header,postRedirectForm(uri_acs(SP),postBinding(m2sanl_message(sign(inv(pk(IdP)),authResponse(2SP_4,21dP_4,3C_4,2ID_4
Actor -Ch_C25P-> SP : httpRequest(post,uri_acs(SP),nil_req_header,postBinding(m2sanl_message(sign(inv(pk(IdP)),authResponse(SP_d,IdP_4,C_d,10_4))),relaystate(ResourceURL_4
SP -Ch_SP2C-> Actor : httpResponse(code_208,nil_res_header,resource(Data));

}

— Automation / Integration

bilateral_conf_auth(Ch_C21dP,Ch_TdP2C,C,IdP);

new SP(SP, C, Ch_C25P, Ch_SP2C, ResourcelRL, IdP);

new 1dP(IdP, C, Ch_C2TdP, Ch_IdP2C);

new C(C, SP, TdP, Ch_C25P, Ch_SP2C, Ch_C2IdP, Ch_IdP2C, ResourceURL);

goals
SP_authn_C_on_ResourceURL: () C *-> SP;
)
body
new Session(ch_sp2c_s1, ch_c2sp_sl, ch_idp2c_s1, ch_c2idp_sl, c, sp, idp, resourceurl);
. " new Session(ch_i2c_s2, ch_c2i_s2, ch_idp2c_s2, ch_c2idp s2, ¢, i, idp, resourceurll);
n i
= =

© 2015 SAP SE or an SAP affiliate company. All rights reserved.
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Motivations toward Episode 2

Can we bridge abstract and real world?

Can we improve usability?

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Our approach: historical view — Episode 2

[ Specifications }

y
/ [ Formal models }J

[ Abstract threats ]]

C— Input
C— OQutput
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Our approach: historical view — Episode

Specifications Testing data Adapter

public static Assertion createAssertion(String sts, String u, String asEndpoint, S

SaMLBearerAssertion assertionHandler = new SAMLBearerassertion();
Assertion assertion = nullj
try {
assertion = assertionHandler.createSAMLBearerAssertion (sts, u, asEndpoint

} catch (Exception e)
y Auto-generated c
e.printStackTrace();

ch b

b

return assertion;

T
public static Assertion signassertion{Basicxsescredential credential, Assertion as

signature

Signature signature = (Signature) Configuration.getBuilderFactory()
.getBuilder (Signature.DEFAULT ELEMENT NAME)
-buildObject(Signature.DEFAULT ELEMENT_NAME);

signature.setSigningCredential(credential);
signature.setSignatureAlgorithm(SignatureConstants.ALGO ID SIGNATURE RSA SHAI)
signature.setCano 1 thm(Signature ants.A I OMIT

sig ica onAlgo s . i
signature.setCanonicalizationAlgorithm(“http:// w3.0rg/2001/18/xml -exc -c14n

Formal models

Abstract threats

C— Input
C— OQutput
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Our approach: historical view — Episode

Specifications Testing data Adapter

public static Assertion createAssertion(String sts, String u, String asEndpoint, S

SaMLBearerAssertion assertionHandler = new SAMLBearerassertion();
Assertion assertion = nullj
try {
assertion = assertionHandler.createSAMLBearerAssertion (sts, u, asEndpoint

} catch (Exception e) {
/ Auto-generated c

e.printstackTrace();

¥
return assertion;
T
public static Assertion signassertion{Basicxsescredential credential, Assertion as
/ signature
Signature signature = (Signature) Configuration.getBuilderFactory ()

.getBuilder (Signature.DEFAULT ELEMENT NAME)
-buildObject(Signature.DEFAULT ELEMENT_NAME);

signature.setSigningCredential(credential);
signature.setSignatureAlgorithm(SignatureConstants.ALGO ID SIGNATURE RSA SHAI)
signature.setCanonic onAl t GO_T T

signature.setCanonicali

Formal models

Concrete test-cases
(generation and execution)

Abstract threats

C— Input
C— OQutput
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Motivations toward Episode 3

Can we improve more on the usability/accessibility?
we have prototype tools integrated in a development environment (Eclipse) and able to test real systems

still the tester has to write the formal specifications, maintain them, provide the testing data/adapter, ...

Cost (TCD) is still too high ®

L

write maintain provide

»

75 Project Expl... &3 3

4 35 SAML2-550
O foodlxfeideiut
i gealendarXailab.iut
O moeckup.iut
€] SAML_S50-5P_init-ACM_255Luserlogin.attacker
H SAML_550-5P_init-ACM_255Luserlogin.of
SAML_S50-SP_init-v0fc.aslan
4 SAML_SS0-SP_init-vOfc.aslan++
B SAML_SS0-SP_init-v13bc-B.aslan
@ SAML_SSO-SP_init-vl3be-B.aslan++
B SAML_SS0-SP_init-v13bc-U.aslan
i SAML_SSO-SP_init-vl3be-U.aslan++
SAML_S50-5P_init-vldbc-B.2slan
2§ SAML_SS0-SP_init-vldbc-B.aslan++
SAML_S50-5P_init-vldbc-U.aslan 9 -
8 SAML_SS0-SP_init-vldbc-U.aslan++ en Selciepary o Lon-getbuilderractory ()
SAML_S50-5P_init-vl5bc_U.aslan :

ID_SIGNATURE_RSA_SHA1)
GO_ID_C14N_OMIT_{

8 SAML_SS0-SP_init-v15be_U.aslan++
SAML_S50-5P_init-vl5bc-B.aslan

\\\\\ LA

i3 . 0rg/ 2881/ 18/ xmL - exc -c14n

Public
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Our approach: historical view — Episode

Specifications Testing data Adapter

public static Assertion createAssertion(String sts, String u, String asEndpoint, S

SaMLBearerAssertion assertionHandler = new SAMLBearerassertion();
Assertion assertion = nullj
try {
assertion = assertionHandler.createSAMLBearerAssertion (sts, u, asEndpoint

} catch (Exception e) {
/ Auto-generated c

e.printstackTrace();

¥
return assertion;
T
public static Assertion signassertion{Basicxsescredential credential, Assertion as
/ signature
Signature signature = (Signature) Configuration.getBuilderFactory ()

.getBuilder (Signature.DEFAULT ELEMENT NAME)
-buildObject(Signature.DEFAULT ELEMENT_NAME);

signature.setSigningCredential(credential);
signature.setSignatureAlgorithm(SignatureConstants.ALGO ID SIGNATURE RSA SHAI)
signature.setCanonic onAl t GO_T T

signature.setCanonicali

Formal models

Concrete test-cases
(generation and execution)

Abstract threats

C— Input
C— OQutput
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Our approach: historical view — Episode 3

Sequence diagram
(with security annotations) [

y
[ Formal models }J

[ Abstract threats ]]

C— Input
C— OQutput

Testing datz: Catalog

\

Adapter

/

public static Assertion createAssertion(String sts, String u, String asEndpoint, S

SaMLBearerAssertion assertionHandler = new SAMLBearerassertion();
Assertion assertion = nullj
try {

assertion = assertionHandler.createSAMLBearerAssertion (sts, u, asEndpoint
} catch (Exception e) {

e.printstackT

b

return assertion;

T
public static Assertion signassertion{Basicxsescredential credential, Assertion as

/ signature
Signature signature = (Signature) Configuration.getBuilderFactory()
.getBuilder (Signature.DEFAULT ELEMENT NAME)
-buildObject(Signature.DEFAULT ELEMENT_NAME);

signature.setSigni

signature.setSign
signature.setCanonica

signature.setCanonicaliz

Credentisl(credential);
reAlgorithm(SignatureConstants.ALGO_ID_ SIGNATURE_RSA_SHAT)
zationAlgorithm(s ants.ALGO_ID_C1AN_OMIT.

tionAlgorithm(“http:

nts.ALGO_ID_C
.org/2881/18/xml -exc-cl4n

Concrete test-cases
(generation and execution)

Public
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Architecture and status

Proof-of-concept
integrated within SAP Power Designer
Mobile payment commercial solution under security assessment

Potential targets
Architects and development teams integrating a core security protocol
Security consultants analyzing a customer proprietary protocol (e-payment)
Standardization bodies designing protocols and reference implementations

X

2

End-user

08

SAP Power Designer
(design)

TAM Seguence
Diagram Editor

'y

STIATE Security
Annotations

/X

[

Eclipse IDE (testing)

Testing front-end

ot

KM export

Testing back-end

XMl translator

Mutation engine

Model checker

Testing generation
and execution

o

System under testing

© 2015 SAP SE or an SAP affiliate company. All rights reserved.
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Outline

Multi-Party Web Applications (MPWAS)

Security Threat Identification and Testing: model-driven

Black-Box Security Testing: vulnerability-driven (two slides)

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Black-Box Security Testing: vulnerability-driven (two slides)
work-in-progress

Observation
many attack shares similarities

capture similarities in executable artifacts

Challenges
identify similarities
basic ingredients for executable artifacts

automation, accuracy, efficiency, ...

Proof-of-concept
integrated with off-the-shelf pentest tool
available, but cannot be shared yet (need to be published first)

successful demonstrated against both SSO and Online Shopping scenarios (Cash-as-a-service protocols)

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public




Industrial exploitation?

Accessibility / Usability + Automation / Integration

— reasonable

Business case
— developer can run our tool

— security expert can assist in case of findings

Accuracy / Coverage
— complete? sound?

— how we position wrt tools available in the market?

Cost-benefit ratio

© 2015 SAP SE or an SAP affiliate company. All rights reserved. Public



Final remarks

MPWAs is a core business area and security is one of the top challenges (— Micro-services trend?)

A lot of active research from which industry can take a lot: cost-benefit considerations, though

Investigating two approaches in this area, targeting different phases of the development lifecycle

Public
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Thank you

Contact information:

Luca Compagna
luca.compagna@sap.com
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The many faces of fuzzing
Radek Domanski, Huawei

Abstract:

Fuzzing techniques have been in use for many years as a method to find application bugs. The fuzzing concept has
evolved from single random input generation tools to large and complex vulnerability discovery platforms. Nowadays,
fuzzing is a fundamental method for security testing of applications, network protocols and structured data parsers.
However, due to its own shortcomings, fuzzing methodology is still subject to active research by specialists in the security
and testing communities. Due to many variations of fuzzing, it is important to know which approach is best to use for a
specific target. In my talk, | will discuss various approaches together with their strengths and weaknesses.

Vita:

Radek Domanski works at Huawei Technologies in the European Research Center in Munich. His research involves
methods and techniques that can improve quality of product security testing. He has many years of hands-on experience
of security testing focusing on practical security attacks scenarios, especially in the telecom environments. His personal
interests include fuzzing, reverse engineering, applications exploitation and systems security.
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Research Project

Construct a program to generate random
characters, plus a program to help test
interactive utilities

Use these programs to test a large number
of utilities on random input strings to see if
they crash

Identify the strings that crash these
programs

Identify the cause of the program crashes
and categorize the common mistakes that
cause these crashes

Reference: “An Empirical Study of the Reliability of UNIX Utilities” (Miller, Fredriksen, So)
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S fuzz 100000 —o outfile | degn

0000101101 001001000100001001000100000100100100001011010010010001000010010001000001001 llThe ro ram uzz iS baSicaII
0001001000100000100100100001011010 program f y
0000101101001001000100001001000100000100100100001011Q1001 | \:.; a generator Of random

characters”

“While our testing strateqgy
sounds somewhat naive, its
ability to discover fatal
program bugs is impressive”

Page 5 HUAWEI TECHNOLOGIES DUESSELDORF GMBH \S.."é HUAWEI



Fuzz Results

Almost 90 different utility programs on seven
versions of UNIX were tested

adb cat grep sql
as cb head telnet
awk cc mail tr

bc compress make Vi

bib diff sed wC
calendar ftp sort (...)

More then 24% of those programs crashed

Bounds checking Bad error handling
Not checking return codes Signed characters
Improper usage of dangerous functions Race Conditions
Subprocesses
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Reliability vs Security

“The ability to overflow an input buffer
Is also a potential security hole, as
shown by the recent Internet worm”

“The suggestion on using random
testing to help find security holes is
due to one of the anonymous
referees”
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Retest and new approaches

Simple fuzzing Network Fuzzing
[ Fuzz ] Portjig
generator J I
$ fuzz 100000 —o outfile | sort S — N — :
: Socket :

Crrrerr e ————— T ................................ ;

[ Network ]
Service

X Window Application Fuzzing Memory allocation call
4 \ Qo
----------- > Program Libjig
X Client X Server
void malloc(...) { rv = malloc(...);
malloc(...); eturn ...
Xwinjig C Library
\ / void * malloc(...) {(...) }

Page 8 HUAWEI TECHNOLOGIES DUESSELDORF GMBH \S’@ HUAWEI



Page 9

Models & Fault Injection

* Improve robustness testing by creating models of

protocols, client and server

* Increase test coverage

R(DO AO)" D1 Al + W A2(D2 A3)™ D3 A4

TFTP Write operation

Opcode

Filename

0

Mode

0

MNx00\x01

HUAWEI TECHNOLOGIES DUESSELDORF GMBH

(["\x00T*)

\x00

(["\x001%)

\x00%

R — Client request a file read

DO — Server sends a 512-octet data
block

AO — Client acknowledges the
previous block

D1 - Server sends the final block, less
then 512 octet

Al - Client acknowledges the final
block

W - Client requests afile write

A2 — Server acknowledges the
readiness to receive

D2 — Client sends a 512 octet data
block

A3 — Server acknowledges the
previous block

D3 - Client send the final block, less
then 512 octet

A4 — Server acknowledges the final
data block

Reference: PROTOS Project

V2 Huawe



Models

|
- -

—— Contral Flow WNI: Virlual Metwork Interface
f—\_—I-Data Flow PCAP: Packst Capture ' f—
T——== VNI
p - T —
RawlP |4 | 3
E — Tx Module J Socket " g
al | 7 — || ¥
2 iy V|8
2 TCP/UDP _L 4
=N Socket L I
~ 5 — | =
/ 3 —— \ : g
o] Repl oz
BraGeai-dl |
=4 T | PCAP
8 I I U Filter I %
. . Rx Module J___:} I i
“Complicated protocols often require — W
. - 1
strict conditions to enter new states. \
For example, routing protocols like

OSPF and BGP would accept routing
updates only after the peers
established adjacency by exchanging
hello messages.”

Mutate message, syntax,
content and segquence

Reference: “Integrated TCP/IP Protocol Software Testing for Vulnerability Detection” (Xiao, Wang)
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Guided Execution

Added intelligence to fuzzing process and input selection method

T
] | Inputs

.|

Build execution flow diagram

Select potentially vulnerable block

Mark all possible transitions leading to selected
block

Mark all other transitions as “reject” state
Generate round of random input

At each transition calculate probability of
reaching the state for the given round
Reject inputs that led to “reject” state
Select inputs that are the best candidates to
reach desired state

Mutate selected inputs for another round

=l @ th & & KN =

Generation

111
393
247

2 bytes string
Filename

2326
626F637465741B7B6225
0005 367D
noo2 36060628791E32
ooo2 36060128
ooo1 NULL
oooz2 187566
Doo1 2E027D1C02006F63746574

0o
0o
0o
00

string byte

0AZ2A3606

0ADSTCO561

266F6374657464 oo
BEGST4617363696964 00

Reference: “Automated vulnerability analysis: Leveraging control flow for evolutionary input crafting” Sparks, Embleton

HUAWEI TECHNOLOGIES DUESSELDORF GMBH
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Overcoming code coverage constrains

How to visit all possible paths of the executable?

X = 2 * get_input(); . Only 1 out of 2232 possible
/ inputs will lead to the execution
If (x-5 == 15) of vulnerable func(). (on 32bit
vulnerable_func(); architecture)
Else
notvulnerable func();

Page 12 HUAWEI TECHNOLOGIES DUESSELDORF GMBH \S’@ HUAWEI



Symbolic execution & path constraint solver

{mmmmmmmommsoooooooooo >x =2*get input(); <-----------mmmmmomooooo- !

- | y |
/ i IF (x — 5 == 15) §
Constraint 3 /\ Constraint 3
: vulnerable_func(); notvulnerable_func(); |
Costraintl: x —5==15 Costraint2: ~(x — 5 == 15)
Solutionl: x == 20 Solution2: x 1= 20

~ Solution3: x =2 * get_input();  Solution3: x = 2 * get_input();
20 = 2 * get_input(); 20 1= 2 * get_input();
get_input() = 10 get_input() !=10
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White Box Fuzzing

White box fuzzing tools!
KLEE — LLVM based
SAGE - x86 binary

SAGE is used in Microsoft as a core tool for security testing.

It runs 24/7 since 2008 on over 100 machines

Although SAGE is involved last (after static code analysis and other
black box testing) it found over 1/3 off all bugs in Windows 7

Not everything is solved yet!
Imprecision in symbolic execution
path explosion

input dependent loops
floating-point instructions

etc.
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Automatic Exploit Generation

How to reduce false positives?

i ?
char dst[10], src[12]; |YSItabug. g
strncpy(dst, src, sizeof(src)); | ES,Ion a source coae
evel.

No, on a run time level!*

* A lot depends on the compiler. Modern compilers might page-
align declared buffers making structures 16 bytes effectively, with
programmer not even realizing.

How to reduce false positives?

Prove that the bug is exploitable — that’s the P1 bug.

“After the build, we run our tool, AEG, and get a control flow hijacking exploit in less than 1 second.
Providing the exploit string to the iwconfig binary, as the 1st argument, results in a root shell.” —
Carnegie Mellon University

Page 15 HUAWEI TECHNOLOGIES DUESSELDORF GMBH @@ HUAWEI



process timing

cycle progress

stage progress

interest 32/8
0/9990 (0.00%)
654k
2306/sec
fuzzing strategy yields
‘ 88/14.4k, 6/14.4k, 6/14.4k

american fuzzy lop 0.47b (readpng)

overall results
0 days, 0 hrs, 4 min, 43 sec
0 days, 0 hrs, 0 min, 26 sec 195

none seen KEt 0
0 days, 0

rs, 1 min, 51 sec 1
map coverage

38 (19.49%)

0 (0.00%)

1217 (7.43%)
2.55 bits/tuple
findings in depth
128 (65.64%)
85 (43.59%)
0 (0 unique)
1 (1 unique)
path geometry
3

0/1804, 0/1786, 1/1750 178
31/126k, 3/45.6k, 1/17.8k 114
1/15.8k, 4/65.8k, 6/78.2k

: 34/254k, 0/0
2876 B/931 (61.45% gain)
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American Fuzzy Lop

“Compared to other instrumented fuzzers, afl-fuzz is
designed to be practical:

* it has modest performance overhead

* uses avariety of highly effective fuzzing strategies and
effort minimization tricks

* requires essentially no configuration, and seamlessly
handles complex

 real-world use cases - say, common image parsing or file
compression libraries.”

HUAWEI TECHNOLOGIES DUESSELDORF GMBH \S.."é HUAWEI



Fuzzers Classification

Fuzz Delivery Monitoring
Generator Mechanism System

mutative files

generative environment vars. local monitoring
template based command line system

block based API remote monitoring
grammar based network interfaces system

heuristic based OS events

Which fuzzer and method should you use?

Page 17 HUAWEI TECHNOLOGIES DUESSELDORF GMBH ..5!@ HUAWEI



Thank you

www.huawei.com

Copyright©2015 HUAWEI TECHNOLOGIES DUESSELDORF GMBH All Rights Reserved.

The information in this document may contain predictive statements including, without limitation, statements regarding the future
financial and operating results, future product portfolio, new technology, etc. There are a number of factors that could cause actual
results and developments to differ materially from those expressed or implied in the predictive statements. Therefore, such
information is provided for reference purpose only and constitutes neither an offer nor an acceptance. Huawei may change the
information at any time without notice.
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Combining Security Risk Assessment and Security Testing based on Standards
Jurgen GroBRmann, Fraunhofer FOKUS

Abstract:

Managing cyber security has become increasingly important due to the growing interconnectivity of computerized systems
and their use in society. A comprehensive assessment of cyber security can be challenging as its spans across different
domains of knowledge and expertise. For instance, identifying cyber security vulnerabilities requires detailed technical
expertise and knowledge, while the assessment of organizational impact and legal implications of cyber security incidents
may require expertise and knowledge related to risk and compliance. Standards like ISO 31000 and ISO/IEEE 29119
detail the relevant aspects of risk management and testing and thus provide guidance in these areas. However, both
standards do not cover the explicit integration between security risk assessment and security testing. We think however,
that they provide a good basis for that. In this paper we show how ISO 31000 and ISO/IEEE 29119 can be integrated to
provide a comprehensive approach to cyber security which covers both risk assessment and testing.

Vita:

As a member of the Competence Center "System Quality Center" (SQC) Jurgen Groldmann is responsible for validation,
verification and testing projects on next generation networks and software technologies for embedded systems. He is an
expert on model-based development, model driven testing as well as in security engineering and security testing. Jirgen
Gromann has experiences in numerous standardization activities for various standardization bodies, including OMG,
ETSI, ASAM and AUTOSAR.
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@[ A|S|E|N Compositional Risk

DD Assessment and Security
. QD Testing of Networked Systems

Jurgen Groldmann
(FhG Fokus)

Combining Security Risk
Assessment and Security Testing
based on Standards

SASSI Workshop
Berlin, 2015-09-16
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FP7 project RASEN (RASEN - 316853)

SEVENTH FRAMEWORK
PROGRAMME

Security
Testing

r Compliance

Assessment

Security Risk
Assessment

[R]A|S|E|N]

SASSIWorkshop 2015

Developing methods and
tools to support security
assessments for large-
scale networked
infrastructures by
considering:

1. technical aspects

2. legal and regulatory
aspects

3. uncertainty and risk



The RASEN method for security testing,

risk & compliance assessment

SEVENTH FRAMEWORK
PROGRAMME

= Conforms to ISO/IEC 31000

» |[ntegratesrisk assess-

Establishing the Context

factual

. Understanding the
ment, Compllance Business & Regulatory Environment

information

v on system

assessment and security >

Requirements & Process ldentification

testing in a meaningful

manner

= Addresses management
aspects as well as
assessment aspects

©)

Communicate & Consult

factual
information on
system and

O]

©)

Monitoring & Review

processes

[RJA[S]E|N]

judgment




Two main workstreams:
Risk assessment and security testing

A test-based securityrisk assessment

process (1)
e starts with the risk assessment

* is used to optimize security risk
assessment with empirical data coming
from test results or compliance issues.

Establishing the Context

Business & Regulatory Environment

Understanding the

: <>

Requirements & Process Identification

/1

X}

Arisk-based method forsecurity testing (2)

* starts with the identification of issues by
security testing or compliance
assessment

* focusthe compliance and security
testing resources on the areas that are
most likely to cause concern

* building and prioritizing the compliance
measures or testing program around
these risks.

\Communicate & Consult /

Security Assessment @

Treatment

Monitoring & Review

[R]A|S|E|N]

SASSI Workshop 2015




Workstream 1:

Test-based security risk assessment
1. Test-based risk e
|dent|fl Catlon Business & Regulatory Environment
: > . «—>
2 . TeSt'based Il S k Requirements & Process Identification
estimation
= Security Assessment
g 3
» Basic idea: : Assesmen .
improve risk : o 2
assessment 8 Risk Estimation =
activities through
facts from testing
Treatment

@[ AI S I E I N ] SASSI Workshop 2015 6




Test-based risk identification

SEVENTH FRAMEWORK

a) Test-based attack surface analysis
b) Test-based vulnerability identification
Threat and Threats and threat
pet=gn) T
Vulnerabilit Vulnerabilities
Testindident | T~ » identificatio¥1 1 [> L/J
Report
Unwanted Unwanted
Ilr(;(::ﬁ;:z:t'llilr(]) [> incidents (risks)

@ AI S I E I N ] SASSI Workshop 2015 7




Test-based risk estimation

SEVENTH FRAMEWORK
PROGRAMME

a) Test-based likelihood estimation
b) Test-based estimate validation

@ Likelihood Likelihoods
- T T > estimation 1

Consequence
. . | Consequences
estimation |

> Estimate Validated
validation estimates

SASSI Workshop 2015 8




Workstream 2: Risk-based security
testing compliant to ISO 29119 T

1. Risk-based security Establishing the Context
teSt p I ann I n g Businessl"é;z1 :ir;:lalztdc::ygEt::ironment
. . “— < Py
2. Risk-based security O Test Planning .
: x
test design & y '
. . 2 © Security Assessment >
implementation 5 - I
3. Risk-based test 3 £
execution, analysis & e HE
summary i,
= Basic idea: focus
testing activities on Treatment

high risk areas
@ AI S I E I N ] SASSI Workshop 2015 9




Risk-based security test
design and implementation R

N ;deigtgyplzi:;:ir:l | [:> L@d a) Risk-based identification
Vulnerabilities T and prioritization of
A features sets
@ : Igerivt_e Test | G b) Risk-based derivation of
| onditions T test conditions and test
: coverage items

@ ' Derive Test Test Case c) Threat scenario based
| Coverage Items | Specification . .
Threat and | | derivation of test cases
Vulnerability ﬁ d) Risk-based assembly of test
Assessment
_________ »| Derive Test procedures

Risk Evaluation
Results

@ Cases ‘ ‘
Test Procedure

Assemble Test | Specification

Sets | |:>
_____________________ p| Derive Test 4@
@ Procedures

@{AI SI EIN] SASSI Workshop 2015 10




Activities are specified in detail to
provide guidance

SEVENTH FRAMEWORK
PROGRAMME

Identifier o Name

Risk-based identification and prioritization of features sets (a)

Actors

Security Tester (ST), Security Risk Analyst (SRA)

Environment / Tools

Test Specification Tool (STST), Security Risk Assessment Tool (SRAT)

Precondition

Security relevant features are documented and the security risk assessment is
available

Pre-and / Postcondition

Postconditions

Scenario —

Security relevant features to be tested are grouped with respect to potential
vulnerabilities and threat scenarios.

Scenario

1. The Security Tester should identify testable security relevant features that
need to be covered by security testing. The security tester classifies the security
relevant features by grouping them to form feature sets that each addresses
exactly one threat scenario and/or one vulnerability.

2. The Security Tester should prioritize the security relevant feature sets using
the risk levels that are associated with the threat scenario and/or vulnerabilities.

3. The Security Tester should document the relations between security relevant
feature sets and their associated threat scenarios and/or vulnerabilities (maintain

traceability).

Data exchanged/

| / O ——a| processed

[R]A|S|E|N]

In:  Vulnerabilities, threat scenarios, unwanted incident, /ikelihoods,'
consequences, risk level

Out: Prioritized list of testable security relevant features (security feature sets).

SASSI Workshop 2015 11




Supported by the RASEN toolbox and
the RASEN exchange format

PROGRAMME

Establishing the Context

Understanding the

Business & Regulatory Environment Cert'f

Accelerate Test/ng

Security Assessment

unicate & Cons

ARIS%

Platform

#ax RACOMAT

7‘ Risk Assessm mfomu o
A with /UT omated Testing




Perspectives

Mapping to System Lifecycle Phases

SEVENTH FRAMEWORK
PROGRAMME

Design & Verification & Operation &
Implementation Validation Maintenance

Continuous Risk Management

Penetration Test
System Security Regression Test
isk assessment results N

» System Security
Provision of test results Test

System Security

Risk Analysis
System
perspective
perapertve Component Security R
perspective Refinement
Test

Provision of risk assessment results Component
Component

Security Risk Provision of test results
. —
Analysis

Security Test

AI S I E I N ] SASSI Workshop 2015 13




The RASEN method is itself in
standardization

Case Studies: To assemble case study
experiences related to security testing.
Industrial experiences may cover but
are notrestricted to the following
domains: Smart Cards, Industrial
Automation, Radio Protocols,
Transport/Automotive,
Telecommunication

TR 101 583

Terminology

Security Assurance Life Cycle:
Guidanceto the application
system designers in such a
way to maximise both security
assurance and the verification
and validation of the
capabilities offered by the
system’'s security measures.

EG 203 250

Security
Assurance

Lifecycle

SEVENTH FRAMEWORK
PROGRAMME

Terminology: To collect the basic
terminology and ontology (relationship
between stake holder and application)
to be used for security testing in order
to havea common understanding in
MTS and related committees.

EG 203 251

Risk-based
Security
Testing

Risk assessment and risk-
based security testing
methodologies: Describes a
set of methodologies that
combinerisk assessment and
testing. The methododologies
are based on standards like
ISO31000and IEEE 29119




RASEN method summary 7
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= Covers the integration of security testing and
risk assessment

» |s concisely specified and supported by tools

* |s mature and powerful

= applied to all RASEN case studies

= integrates with recent risk assessment and testing
standards

= constitutes standardization work item at ETSI

@[AI SI EIN] SASSI Workshop 2015 15




THANK YOU!

Questions and Comments?

@[ AI S I E I N ] SASS| Workshop 2015
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